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N FH 2H f% . ISCX-VPN %4 42 5% H il %2 K Gerard
Draper-Gil Sk 5 [4] BA B 57 {5 FH Wireshark 1 tepdump
T AR A BN 0 7= AR ) LS, 046 7> VPN
HARZEF 7 AN 4E VPN i AR ZE 3L 14 MR E AR,
U RGBT AR Ss  MRAR R 555 . s 2 VR TP M
HEL JEsR OS5 . HAEYIPHhRE. HAES OS5, £
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{18 46 %

P BLEIRN T IR RN A S B, N T REA
SCHEARLAE VPN N I & 11 i 25 A0 R 2880 43l
BEATIRAE, ASUEHAE 2 MR8 B &
K5 000 AN Ff A S ) ISCX-VPN-Service £ 4# 5 Al
BE 1T MRS BERZEROK 4 500 DEA SR
ISCX-VPN-App #i#i 4k .

3) IR AT 3 R AE S o AU T B
N USTC-TFCH!. 4 42 G 48 0F 50 N B AN 2011 47
£ 2015 FAEA LM B UER R 10 Mk b E
DA B A 5 M 8 19X 5% 30 B A 4D 182 4% TXTA BPS Wit 2k
FR 10 A IR W R, B T RS A A 5 P AL
(SMTP, simple mail transfer protocol) « 3Cf4-4% it
W (FTP, file transfer protocol) . HTTP &5 Bp iS5 15
MR PNEFB . A EH B 65 10 KR

10K EBRMEFE NS, BRBER KOS
5 000 MEEAS

4) i iR N AR o RAE S5 . AT ) e
G CSTNET-TLS 1.3, %S 42 2021 47
3H37 A EEE N (CSTNET, China science
and technology network) W42 1) 120 /> B FH F2 )7 11
TUEBE, MR MERE T TLS 1.3 [ Rl H
% Alexa Top-5000 H R HL, il Ik 25 4% 44 AR 46 7
PRl A 21 . Bl S N & U A TLS 1.3,

AR T 120 80528, FEIARZE RS 000 M
A RS
3.1.2 FIETAE

AL R SEIG AR AR AT T W R PAL R R A .
FEF 50 N B AL U @ A il b, A ST B
BEORVE HTTP A B8 ik 5C o A ST 46 1 peap %L
W4T TR PR 5 EA TAE, Bl
B R AL — 25 HTTP # SC I peap XA T %5
XN BT THE AR, A3 H i
TRV NEE, WFH5HE, MACHLIE.
FUIDAE B 5 B FRAT S5 B B s, A SO
B 1 5 A B R P9 25 0 B8 00 B 1 Hi ki g AT B
KA FNEE D EIEE, LIPSk, BIK
WA Sk AT TCP 2k B i 0 S B . AL B 1
HHE I LA oniE iE g b 1 T 2 4 9 BT
Sk FAT A A 2 AN RHMER SR B T R £
TR RN, B AL BRI AR QI B 4 BT R . 7RI
W B, A ST B0 A v AN R BE LI
7% 5000 MREAR A RN SRR B 6. &

A EHE L IR 8 11 I LR B R Ml e . IRIEAE
AP

Wi e L%
peap | 4k [ W M| At TR 2w
B =i Bl S A

AL A ZIniE Y
e | WA ww [OEE ] B [T
HA el BT S B

B4 MO B EE
3.1.3 B IEARA I

ARSI 4 A4S $0 Y FE AR R PE A FH b A ST A
MrERE, EREEMRE. KR, AREERAF 54
ACC 1577 38 U 1F 8 18 B A TE A% AR 78R A
WESEPEASE L. PRFE I I IE
W IEREARSE ST A WY IEFEA S E 2 . RC
TR SO T I A ) IEAE AR SR 5 BUS IERE AR
B2 . F1 302 PR RC B — M INECE 1 .
WA 2R BRI ACC. PR, RC FIF1 434
PIIME, B T 2R R 2 AR A
i B S 25 SR 2

TETNGM B, A& BN A 32, %25
#)y2x107°, TG ENO0.1. AR E LK
MRYEAFME S AT HRE,  FEAEH AdamW A4k 28 %
10 1> epoch AT 14, 2256 % T Pytorch 1.8.0 A1
YIZFHESL UER (universal encoder representation) 5Z
IR, AdF 2 4NE5 9 NVIDIA Corporation TU104GL
MEFRE T (GPU, graph process unit) .

3.2 BN ARFAKEIA BN T L K18

TR 30 B FH B FA B A R A AT 25+, AR
77925 ET-BERT J7 VA AT LR, ade B S 56 540
S [ 95 F}4 K 2% Mobile Traffic $4 4, B8 HLi%k X
49 AL FH i B AR B A A SCEE S, TS bR
RE N A9, NI ARSI B A F AR S
I, ARSCHFEAREE 730 B E N 1000413 000

& 2y N FH B AL B0 VA Ja A o) b sz 56 5 SR dn
BSHix. MBS, KX HZEEEMRTET-
BERT Jji%. EFEARZEE N1 000 I, ASCT7 5
BT BET-BERT JiEAE AR J7 0 50 35 9215 9.3%, 1E
KRR F RS 1 9.28%. [RINHE A [T F1 733
50 3.24% F16.58% HIHE T, TEFEAEE N3
000, AT iEM T ET-BERT J5 VA TE MR R 7
155 P2 5.27%, TERERA R T B EReE T
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5.51%. [AI7E B [EE A F 4030 F 2 5 0.48% Fi
3.12% IR Tt .

90% mmm ET-BERT-1 000 4%
86.63% AL T5 -1 000FE A
1 ET-BERT-3 000445
ST %-3 0004 A4

82.49%

85%}

80.26%
80%[

78.02%
76.53%

{H

74.99%

= 75%

#

70.36%

70%}
68.41%

67.23% 67.12%

65%[

60%
ACC PR RC

ik
K5 a0 B BERL RO VR AT b s 4h 2

F153 %

SEER A RR N, ARSOTVEAER B N B AL S
H @A IS h s RS, Ed AR ZRad R v
HEZWAREA, R IR .
3.3 EELZ KRR SIxTEESEIe

NIGUEA SOTVEAEAFAE S ERE A, A3
VBT T R0 o R U K BT VR Tk, AR
59Rh W ITEFAT R : 1) $5 S0 7% Flow-
Printt*?; 2) FEF- G ITHRFIE 4G 77 7% AppScanner!®®!

FBINDMY 3) e FVR B2 ] A I 75 1: DF  (deep
fingerprinting) 3%, FS-Net!'*), GraphDApp!*! Al
Deeppacket!'”); - 4) 5 F 7 Il g5 A5 AL (4 A& I J7 92
PERT!2UFI ET-BERT!Y, sEIb &b Rink 2 fin. 1E
VPN I i & RS+, IWE6ME R LiE
H, AR5 TE ISCX-VPN-Service 4 4 b EL 31
HHIRAEACC, PRFFL 0¥ L E R MWK
A CAE H, A S5 75 AE ISCX-VPN-App 4 4E 1)
4 TR PRI F HAh 7%, £ ACC LR 2k % T
99.68%. X 2 ANEHE A AR 1 A AN 1 AT ) Bk
i, A7 ET-BERT J5 v2: 3 i 2% 3] 43 240 %4
T T (R A SR SR 2 S A AP T (s . HLAAk
Wi, ANSCE T AR B AT 2 1) SR AR A Y T
A2 S) B 2 R [RIARAS IR IX A, 33 T 3R 15 B8 47 1) 22
FPERTIRE 1. SRIREE R, AT EMMUEES
TEZ A E RN R E I TS EBAS B R,
[EIH, RS R E0HE AP (18 0t B A R R
S o e O R (1

USTC-TFC L R L2 fin. &5
XF G AR T 7 1% S IR B s 4R B AR BN I R
Do JE IO BARE R — B, BRI
BERBEENMAZPAERSHERE, X &8
BURT DU I AR 05 1 B A5 AT 4 K00, T
PAF TR RE . RE Wk, W8 W LUEH,
AICTTIE PRI SR I AR T Aot L 7. AL

*2 REFE VPN MERE D K METER G XS MERENRIEF 2 XAZ R DX LI LE

ISCX-VPN-Service

ISCX-VPN-App

USTC-TFC CSTNET-TLS 1.3

Trik:

ACC PR RC Fl144% ACC PR

RC Fl4%t ACC PR

RC F144% ACC PR RC F17¥

AppScanner 71.82% 73.39% 72.25% 71.97% 62.66% 48.64% 51.98% 49.35% 89.54% 89.84% 89.68% 88.92% 66.62% 62.46% 63.27% 62.01%
BIND  75.34% 75.83% 74.88% 74.20% 67.67% 51.52% 51.53% 49.65% 84.57% 86.81% 83.82% 83.96% 79.64% 76.05% 76.50% 75.60%
FlowPrint 79.62% 80.42% 78.12% 78.20% 87.67% 66.97% 66.51% 65.31% 81.46% 64.34% 70.02% 65.73% 12.61% 13.54% 12.72% 11.16%
DF 71.54% 71.92% 71.04% 71.02% 61.16% 57.06% 47.52% 47.99% 77.87% 78.83% 78.19% 75.93% 79.36% 77.21% 75.73% 76.02%
FS-Net  72.05% 75.02% 72.38% 71.31% 66.47% 48.19% 48.48% 47.37% 88.46% 88.46% 89.20% 88.40% 86.39% 84.04% 83.49% 83.22%
GraphDApp 59.77% 60.45% 62.20% 60.36% 63.28% 59.00% 54.72% 55.58% 87.89% 82.26% 82.60% 82.34% 70.34% 64.64% 65.10% 64.40%
Deeppacket 93.29% 93.77% 93.06% 93.21% 97.58% 97.85% 97.45% 97.65% 96.40% 96.50% 96.31% 96.41% 80.19% 43.15% 26.89% 40.22%
PERT  93.52% 94.00% 93.49% 93.68% 82.29% 70.92% 71.73% 69.92% 99.09% 99.11% 99.10% 99.11% 89.15% 88.46% 87.19% 87.41%

ET-BERT 98.90% 98.91% 98.90% 98.90% 99.62% 99.36% 99.38% 99.37% 99.15% 99.15% 99.16% 99.16% 97.37% 97.42% 97.42% 97.41%

AILTTE 99.02% 99.76% 98.28% 99.02% 99.68% 99.96% 99.40% 99.68% 99.39% 99.39% 99.39% 99.39% 97.68% 97.97% 97.23% 97.60%
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FEHET CSTNET-TLS 13 BB E I INE R &N 3.4 4EhsCLe

MR AT, ARIGFEEX L% LRIZE
FEONE, mE9FTR. A, ASTTEIEACC
RS TSR, 1AF] T 97.68%. [FI{E PR I
Fl1 780 FHES T St R MR, 4008 97.97%
F197.60%. {HJEA LI VAEAE RCIX— T bR IS T
ET-BERT /7% . AL idi@id N — A IEFE AT
FNZAAREANT B 7 AR BEBLRY 0 AN [F bR 2R AE 1
23], RS T IEFEARMRREY: ), SUEBARIL T
WH, FEAERCIX—IEAr AL T ET-BERT
Jiike
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XoF bl 27 2] B i 2 2 T A o S 56 25 SR B A
fi. MM, WIRWEMTHE: 1) HELARAH
A EIESFEA, AAE i1l 2k Transformer 15
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N 3) HEI AR, FEGITIZR iR AR
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PREEE N A9, FEAREE N3 000, SLI6EEHE W
F 3PN,

®3 ANTERBEARA DR HR SIS R

WS ACC PR RC F1 474
UE D 78.02%  81.12%  78.25%  79.36%
UEY) 79.13%  80.74%  76.51%  78.57%
HRICKLHZE)  8336%  86.63%  78.73%  82.49%

EHELF, BRI ACCHILF] T 78.02%,
PR {8 & 81.12%, RC {H N 78.25%, FI1 fH A
79.36%. 75 % 2 Eit g5 A % 2 ST R 5 AR T
F1EACC FIRTFT 1.11%, ~79.13%. HITE?2
FEPR 8T Z 1 BE(K T 0.38%, ~80.74%; 7ERC
FETRIBIKT 1.74%, N76.51%; {EF1 5%
BRI T 0.79%, HN78.57%. XFKHXT
S5 E BARE TR S T oy AR X 4 IR R A B e
775 ABRBIN—AFREA B0 b2 ) AT e A A 5
FHAE T4 8 FFEAIRRAE, AT 20 T A 2 2
FE, R RAEZ KN RES T, SINTHEZH
AR AR, WO R R A H BR TR, 5
B AR ARNE BRI ARAF B A T4 T

A JTEELE ACC. PRy RCAHIF1 79 ¥ 4 T 45 b5
AT T AR RO, 400N 83.36%. 86.63%-
78.73% FH82.49%. FHLLTTZR 1, AR CTTEERIHERZE
T T 5.34%; ALLITR 2, ARTTIERIMERRIE T
T 432%. X —REFRT VLAY AR NE I 25 25 1)
TE IR R T TH B A R MIRe /1. TERR T
T, ACEMET R URTE T 5.51%, MET)
R2ITHT 5.89%. IXFHABLALLE T 11 2o I AL A
PERE S, D TR L. R A IER A R
W& AT B, BRI 78.73%, B R1IRFT
0.48%, BTZR2IETF T 2.22%. X1t IR A T
B IERFEA T RN FTdcs . F1 B0 REHiZA
B FRAFIE, ARCEIEE] T 82.49%, B
FURTE T 3.13%, BITR23ETF T 3.92%, MR T
RITEREOR AN [ 2 [R] (P A 21 TRk
4 g
4.1 KX ERBERR

TERHAT NS R FE M B, AR SOEREET
Mobile Traffic 544, 1Z%HH 4 i [ B R K 2258
56 T AT % £ 52 F& 5 Netlog Wi BE 78 0 %5008 45

HAT IR V) EIR, Joi A% F8Ch H F (1 Splitcap Jb
PR . A SO 348 ) Tshark 7 FH R PP X6 1% 500k £
HEAT HTTP 4R STk, SR 5 18 H Editcap N H 8 72k
TR SCYIE] . T Editcap N LR H BE 58 B packet
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A5 V3 SR A I b 2 A2 78 0 1
42 PABERERAN
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A P ID. w4 1D MAC HihE. f B R B
UL RFHSRE) BT TE AL, AP
IP ik £ # 9 10.1.10.1 ) REHLIP Hudik . Ak, &
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