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Research and practice on data center security architecture
refactoring based on intelligent service chain
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Abstract: With the increasing number of security devices in data centers, such as network firewalls, application firewalls,
database firewalls, intrusion prevention and detection systems, it is worth researching and exploring how to better protect
the security of data center data and assets without affecting device functionality and performance. Based on this, used in-
telligent service chain as the research carrier, by deploying secure resource pools, reconstructing data center security archi-
tecture, implementing flexible traffic orchestration, optimizing network traffic agile scheduling and intelligent control,

practical support is provided for the intelligent, personalized, and differentiated deployment of network security devices.
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# configure terminal

# management ip address 172.20.6.198 (X &
PP ML ED

# management route add geteway 172.20.6.1
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#configure terminal

#openflow set controller mgmt tcp 172.20.5.218
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# configure terminal

# interface eth-0-X
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A-Datacenter

# no vlan-filter disable

# no openflow enable

# static-channel-group X
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#interface aggX

#openflow enable

#vlan-filter disable
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lab@XH-Core-MX2008-B> ping 10.188.10.66
PING 10.188.10.66 (10.188.10.66): 56 data bytes

64 bytes from 10.188.10.66:

time=1.154 ms

64 bytes from 10.188.10.66:

time=1.003 ms

64 bytes from 10.188.10.66:

time=0.969 ms
64 bytes from 10.188.10.66
64 bytes from 10.188.10.66
64 bytes from 10.188.10.66

64 bytes from 10.188.10.66:

time=0.984 ms

64 bytes from 10.188.10.66:

time=1.010 ms

64 bytes from 10.188.10.66:

time=1.182 ms

64 bytes from 10.188.10.66:

icmp_seq=0 ttl=255

icmp_seq=1 ttl=255

icmp_seq=2 ttl=255

icmp_seq=6 ttl=255

icmp_seq=7 ttI=255

icmp_seq=8 ttl=255

icmp_seq=9 ttl=255
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time=0.903 ms

64 bytes from 10.188.10.66: icmp_seq=10 ttl=
255 time=1.129 ms

64 bytes from 10.188.10.66: icmp seq=11 ttl=
255 time=1.030 ms

64 bytes from 10.188.10.66: icmp_seq=12 ttl=
255 time=0.998 ms

64 bytes from 10.188.10.66: icmp_seq=13 ttl=
255 time=0.982 ms

64 bytes from 10.188.10.66: icmp seq=14 ttl=
255 time=1.018 ms

64 bytes from 10.188.10.66: icmp_seq=15 ttl=
255 time=1.916 ms

64 bytes from 10.188.10.66: icmp seq=16 ttl=
255 time=0.835 ms

64 bytes from 10.188.10.66: icmp_seq=17 ttl=
255 time=0.796 ms

64 bytes from 10.188.10.66: icmp_seq=18 ttl=
255 time=0.839 ms

64 bytes from 10.188.10.66: icmp seq=19 ttl=
255 time=0.871 ms

--- 10.188.10.66 ping statistics ---

20 packets transmitted, 17 packets received, 15%
packet loss

round-trip min/avg/max/stddev = 0.796/1.060/
1.916/0.259 ms
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