N T
545 455 11 ) W OfE ¥ R Vol.45 No.1l
2024 411 H Journal on Communications November 2024

ETEZREIENHHERNRERERNGE

mEF?, kEx', mm’
AL E UK 2 RS TR, K 300300;
2. E RATRF T HAR S SRR S B, KE 300300:
3K EAS B ITRESPE, 1LJ5F M 225127

8 B EPXTIUE WS TR AT T VA AR TR R T AR LA T A1) B B TR 1, 5 A 28 )1 T 8 R A
TR EEANR, - —FET 2 RS E S RS R0 s N k. 1o, 8T a0 A s
AR S0 T B A e H AR R S A o IR, (8 FH 35 S G B 48 I 248 R 22 RO BE VA 8 R AR B2 IR 25 43 )
PRI AR 00 )2 3R A RRFAE o S, R P RR I 384 5 Do) 6% 98 50 3 350 0 4 JR R AU P X FEE R e 0k 1 A R
IR AR 1) 7 R T R LA, SO IR AR I . SeIR A R WY, FTHR J7 L 7E CIC-IDS2017 F1 CSE-
CIC-IDS2018 ¥#a 4 F A F1 300 B3R T 0.17%~2.75% 0.43%~8.99%, E A B IF AR ISR .

X FEERN; FHEER ZRERRT); FRIEY SR 4%

FESES: TP393

XHAFRERD: A

DOI: 10.11959/j.issn.1000-436x.2024262

Abnormal traffic detection method based on multi-scale
attention feature enhancement

YANG Hongyu'?, ZHANG Haohao'!, CHENG Xiang’

1. School of Safety Science and Engineering, Civil Aviation University of China, Tianjin 300300, China
2. School of Computer Science and Technology, Civil Aviation University of China, Tianjin 300300, China
3. School of Information Engineering, Yangzhou University, Yangzhou 225127, China

Abstract: To address feature redundancy and temporal dependencies in traffic data sequences that slow down model
training and degrade performance of existing network abnormal traffic detection methods, an abnormal traffic detection
method based on multi-scale attention feature enhancement was proposed. Firstly, an optimal feature set was selected
from traffic data using a feature selection algorithm based on dynamic grouping. Secondly, Dense-CNN and a multi-scale
attention feature extraction network were employed to extract local and global features of the traffic data. Finally, a fea-
ture enhancement network was used to increase the distinctiveness and expressiveness of local and global features, which
were then fused using a weighted fusion approach to achieve abnormal traffic detection. Experimental results on the CIC-
IDS2017 and CSE-CIC-IDS2018 datasets show that the proposed method improves F1 score by 0.17% to 2.75% and
0.43% to 8.99%, respectively, which has good detection performance.

Keywords: abnormal traffic detection, feature selection, multi-scale attention, feature enhancement network

WHREH: 2024-07-10; EEEH: 2024-11-21

BIEEE: ¥%ESF, yhyxIx@hotmail.com

EEWE: [F5ERPRERE S RGNS 5 & 5 BB H (No.2433205) ; [ 2% B AR & BB BTH (No.U1833107) ;i1
I8 FEREHT TR AR e AE 2 20T H (No.BK20230558)

Foundation Items: Civil Aviation Joint Research Fund Project of the National Natural Science Foundation of China (No0.2433205),

The National Natural Science Foundation of China (No.U1833107), The Jiangsu Provincial Basic Research Program Natural Science
Foundation - Youth Fund Project (N0.BK20230558)



511

W 48 T 20 RUBZVE SRR A R 0k B S B v -89+

0 3|5

BEE HECHEOR IR K R, MRS &
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A oy BIBUM IR SS, 28 N e AL ANTE . SR, AE
BRI, HPAT . EdE AL S A iRk 5538 K
T H B A I D 2 ety o e A R T i
X 2% B AT AT e i A, Re % AN R IR
MR WA BRI R S e,
M4 RS B2 A% RGBT .
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A ) ) S R RN 7 VA AN TR A ST R
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N, ETE A v 4 PR AR IR R 5T 2 R 5 A 11 D 4%
TERT, ML 2] N IEERHE B IR R S B B
TR RAR &, HHBEMNZ R RS . TFK,
BE & R E 2 I BRI R, BTN TR 1 B AR
P2 2% (CNN, convolutional neural network) . “E
BT PN 4% (GAN, generative adversarial network)
K HIE 12 M 2% (LSTM, long short-term memory)
N 4 22 9 4% (GNN, graph neural network) %58
JE 2 2 J5 AT TR A B, TR RO B s
I 2 G SR DL A AE DL R AN 2

1) 199 26 it B B0 ) = 4 RFAIE 5 BURBE AL (1) 1F B
SN, AR 25 [R] P P DR A ar Wi ASE 25 4 DL 4 412 2]
TEHARE A R, DT e S I A 0
M.

2) X 28 Y 5 A1) PR B T A 3 e DA R A 1) A
BB R FH R EREMNEH/EME SR, G
R 77 R T8 2 T I PR AR s AR, T
R MAG FEA AL

3) #4 BiF F T VA AE SR B B R AR, AR B
FHEREE BEA L, KRR FRiEERNE
HRMEANZE S, AT B0k il 25 R A

Bt ERAN R, ARSCERE P T 2 RS
JIRFE 3G 58 1) 7 i A I (MSAFE-ATD, abnor-
mal traffic detection method based on multi-scale at-
tention feature enhancement) J7i%. 1% /7L Jcid
T T B A 43 2H R AIE I8 16 SRV D Uit = O ) UL
RFHE. )5, MHEEERIZE WM 2 REE

T JTRFAE SRR 2% 43 9] 4 B 2 540 1) =) B F 42 =)
FRE . 22 ROBEVE B RFAEH B 245 J et 152 B AN A 7
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S 45 A T 0T DAY 180 St U ) R U A ) 4 R AR ALE
AN 7] R U 2 0 22 VIR A5 AR 4l il P s B 20 P A R
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KA, S A E R E RS S, 7
T XL B 41 AR IR R A2 25 45 4 1Y) 2 B e
NI g R AT 7735 DA ] 5 Jk 52 B 3 BURFAE SR AN 2
i) oAb, AR SCR F et VR S e UL 4
SR Jr) B M4 SR RFAE AR THIAL AR AL 2 1) 0 22 S A A
BARFRIERR, T SBT3  J = ( A 28k U
AR FHETAEMTTER AT

1) $& i — B 5 T 230 2 75 41 1 Re AR 328 % 55002
AR FRA E 1 (SU, symmetrical uncer-
tainty) 73l TF S IR B R AE 2 TA) 1R U AR PE FIRRAE
WA B A G, I 52 HH 17 23 R EOR 3
BT HEVERFERAT HEFF A3 41, FRERA 4
rh gk B AU, AT 44 R e s A A AR g )
I TA) RS B[]

2) & — B 2 RO T R A 4R M 2%
(MSAFEN, multi scale attention feature extraction
network), % R /)6 1E Transformer 7% & /)
BUHT A RIS R SR, 8 S K
RS2 BT (R RN, T AEAS [ B 1) RUBE S B0
BN SRR . SIERER BT R,
MSAFEN 7 A~ 7] JRUBE - [R] B 5% v Vit 2 030 4 30 A
IR IE AR IO 1) 42 SR R AE,  REBS FERFAESR
R AE R AN A TR RO RIS RS, A RO
AR 7L BARS e B s SRR R R R . i 5]
ANZ REERFE(S K, MSAFEN TE & 4k i /7 £ i o
ST A RHER L, ARG E TR R R
I FRHG 2

3) PR — I T S VR S R R A B 5
W2, BT HE TR AR S 4 (057 B R 0 AR AL i oA
2% (PAMFC, position attention module of feature
compression) Al J# 1 ¥ & 77 FF AE B 0 W 4%
(CAMFC, channel attention module of feature com-
pression) o B FFAE S 58 ) 2R IR R AR T2
(¥ b SCME B g B ) Jay SR 4 SR R AE kP
SO0 UL AR AR PR IR RE Y, B R R R e T £
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$e tH —FHBENLAR MR & D BRI R AE (SMOTE,
synthetic minority over sampling technique) %% & 1
AR T % . 127518 %M K-means 22K
9% 5 SMOTE SRAE 5% A2 BURT B /D B AR LA
firfn s, MR o D BER B iR PR RE . 28
Ja, 8IS EAUARAAAC AL DR S 2 T8 ROARBARE , R AR
P A TR Br ke 7 B AR AUV R IR R B 7 R R . R
M, 2T RAEEEE AL B BORITH BT BOR, X
PAIE HT T s i 1k EOR B m i 3 55 o R R 3R A L,
Lu %501 tH — B T S50k B LAR AR 512 10 7 T
R 7798, IR 5N TS 8 R AN gy
SRR E SRR . R, SR SO BEL
BRI AT ISR B GBI ARR LA L,
GITEGE R 7RSI GRIN 8], (B T R R0 Bl i
ARG BE AT 5 3 — D i e
12 ETREFINGERERNGZE

N TR At AR AP By, TR ST
SR T VE B SO SRR . Hou 1
— R T GAN 53 H i BRI (MTDGSE, mali-
cious traffic detection based on GAN sample enhance-
ment) J7¥%, J8IE GAN A Rl BT A AR IR A Cat-
Boost HESEI S H AL, (HZ 7 IR I 25
AR AETERE W R I A Li S5 H— e T 2%
PEA BT 5 HREAS T (CGAN-IDS, condi-
tional generative adversarial network for intrusion de-
tection) J7i%, I SEAFAE UM LR AL R AR
I K i s HR N g, S A s A R e
AR ORI, AR RSOREAS R  EO T SR G H s
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H —Ff & T Transformer ) 5 % M &AL (RTIDS,
robust transformer based for intrusion detection sys-
tem) 7775, 13 Transformer 1) 4 5 45 FlARHD 25 15
k== €210 S R IR ol P AP B9 BT E A e =W L N
Ll = (Tl L1 O o =5 P P ¥ 1
TR EAT A MR, Luo ZUOHE H
— M T 22 G A B A 3T 0 4 KON AR AR T iR

(MCLDM, multi-channel contrastive learning net-
work based intrusion detection method) . 1% /772K H
H g a5 0 B B TR LAY, 4SS 2 EIE
Xof El 27 ST SR IO BB IR 2 ORMIE . Bk ATy
VEAEAE ] g A 2% 0] TR A AN, KRBT PR B
JR I R KRR S, SRR A

N TR EBEE R TUREHE, &R E e
IR 2%, Kanna ZMR HH — P TREAE IE B AN
LSTM HJ NAZ K6 773 (HID-MCLSTM, hybrid in-
trusion detection using mapreduce based black widow
optimized convolutional long short-term memory neu-
ral network), I RFAEGE PR RIE SCIUVRFE R4, I
145 H 2T MapReduce [ 2 B AL SV 6T LSTM X 4%
SHGHATIA . BAESHIA I RE BT S BIROT 4
WK, S R B IR I A% . Bhardwaj 55112
Bt — ol T 1 DR AR A 0 X 246 1) S IR B R 7 9
(ENFM, enhanced neural network-based attack inves-
tigation framework for network forensics), i —%k
B R 22 W 2% SR i B A0 PR P A R FRARFALE s
2 0 48 o2 R A I TR AR A BT I FPARFAE .
fif R Z e J, Liu 1M —F oy R = AL 1
SpH AT 7% (HAGRU, hierarchical attention
gated recurrent unit) . 1% J7 %K F LA [ 14276 24 H
TUH IR BB (I PR E, IR BRI
NI A BEAS FIALEE, DA mAa il Ok . 5
GITEARTE B BRI A T 0, BN EEA
B0 [ By AT IR B . Wang S5 H —
4k A ResNet. Transformer 1 BILSTM 1) 574 it &
£ M 75 7 (Res-TranBiLSTM, an intelligent ap-
proach for intrusion detection in the Internet of
things), FFAT R 25 Jf0 5 1 7 [R) AN ()R 4E, {H
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NIDS, unveiling the potential of graph neural net-
works for robust intrusion detection) , 1T GNN 4
BT X 28 30 2 1 P b 25 1 S B S R o Lo S L1014
i T GNN [ A2 A5l 77 7% E-GraphSAGE,
P TR IR A T ) S iR . 1% 5 2R BBk
W0 5 % 22 1] FA)E 15 B A e D I S5, R GNN
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(Dense-CNN, dense convolutional neural network)
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B, SRADR BRAN R T v S B O 2R R R AR
a, Z 1B I TUAR PR VA S RFAE @, 5 HR 25 2R 90) ¢ Z 18] (A
Kbk o HIR, RIEHEH VE T B8 LRI EAT
HEMNHF . &)e, B REsHEE, N
AL 7 20 A I BRI AR N B AR AL SR &

BE1 R T HAR IR R E

WA JFURRHESE D, RAEEK, ARZERI ¢,
B

W BRI TS

1) S8, 4D, k<0, i«—0

2) foriinn do

3) TR o, 5 290 e R SGE S(a,, ©)

4)  THERHIE a5 a, Z TR TE S(a, a)

5) A< Rank[f,,.]

6) i++

7) end for

8) BN ARHIL 734 -

9) while k<K do

10) 1, <A[l]

1) ¢, <Max[S(a, a)]
12) g,~P

13) R<—A\S

14)  VfeR, it & q<P(f)
15)  if P> g, then

16) G,

17)  endif

18) SSU s fors =+ S}
19) k++

20) end while
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B A8, FERHATE g00

S(a,c) =2 0<S(a.c)<l (1)

S(aza;)=2 0<S(apa)<1 (2)

Sp= > S(ae) 4)
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3) MR . WAL AP HLEE T= (1, 1,
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4.1 ETF Dense-CNN B S EBHEHEIZE

TEM LR AT, AR X 48 2 B ARFAE T AN
A AR AT . N TIRAIZYEAN A )= 2% R 6
FRAE A 3R 12, A8 STR F Dense-CNN $2 Ui &
BP0 = A5 SCRFAEDYY, 5 & 45 ONN M L,
Dense-CNN 7 4b 34 [0 £ it 5 H04H ) B 0% 58 Pudth 2R £k
TR R L. E5%E, Dense-CNN 45— E R
WIS, JEEOCERIET — B, TR e
R RTA =R, B2 04 AR & /T A 2
HERHIE S S, 8 Be0% BELRER F A i B A 2 2 L
IRFIEME B, SEILJR SR AE (1 85 2 A% 1B IR 1) %
KA, ORI AE A R 2 I ESEELR B &
fiERES AH B b e A5 . HR, T Dense-CNN
f— ZHEEREIPUR R, fE R AR TR
WS AT R AR PV 2R e, R i R R R I R R 3R R
Fae M. fix)a, Dense-CNN i 3L Z4REAE 1 7 5,
T & 2 )AL RHEAS S, NI Re 68 A R/
B S50 50 & . 5T Dense-CNN [ J5 30 FF {iE 32
BUS AR 2 s, BARDTERHn R

D A S S U B (15bvivk = =l M= R (TPAN
BREHITIEE, ZEHRERE SR TS
B, A ANEHE PR BURHIE (S B

2) Dense-CNN [ 2 24 EE H o K H#1E 7 &
N L (Dense Block), % Dense Block Hi
544 Z (DenseLayer) ZH %, &2 H1# H 3x3

o e ST 4 R R R R R 5 B R T v .93 -
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J; = ReLU (BN (W Concat ( fo,--.f;_) + b;)) (7)
F . = Linear (Concat ( fo.f,,of;- 1)) (3
Horb, RN IE WS, WAL/ 5K 7R Dense
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4.2 ET MSAFEN B2 SHHFIZE
HTMEREHRFERE QLS KTFIER,
Transformer 7E A& B AC 77 51 20408 I T 55 Bl A I 35 1
I, I HoAE DL R0 4 4 K BE B AR 08 R0 Oy
IRNSEEUAS [F] I (8] ROBE 1) 42 SR B AR AE , AR SCHE
— P& T MSAFEN [ 42 J5) RS2 BN 28 o 12 X 2%
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"\ | % _—Feaes == =|l
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| 3l
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| S Dil-Conv | | HIK
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I | = H
Dil-C u =
Transformer | . :I L4
Block I | 3 H,
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K3 FF MSAFEN ()4 R ES2 B 72

S8, DGR IO R 3 i & 10 S VE R AR A G
MR BB PR, R, HkRd
R, RS X T i, 3 E00 R A
I AR AL RFAE R SR B B 70 B2 R, A SO i
MK R B R BB N 3. Ba, R IAURA 77
KA FREZ T AW & QAT G, M
SiRRF AL 22 8] FR) FL AN RVRFAE RO 1 2 AR, it
Fm©) Hros

03i)= > f(i+rhg(l) 9)
I=1

Hrh, fAmANmE, o) NMmtnE, gk
FER TG, r NG AT R B 23T %

g, FIHZ REHIRE T EA R E 2 MR E
) 7] B Q AN n) 5 K A ARBLRE , EIFAERTA 1) A
IF) & Q #S5 HEn) B K AHOG, DRl B 4 A ik m) &
O IV ) & K 2 [A] B ARABAOG 2R FF AN e A Rl et 4 =)
MERHEEN . N TZAE, A SCE H GeLU L
V& BB B Softmax, GeLU pR £ G2 W% Vil 20 i 2 %%
P H JE SRR AR I RE I, [ BN DR AR B
Bk

I J5 , 18t Reshape bR %077 51 43 £ QeRC,
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15 B 2 B 1 A R R E A & Fy BARTHHEIS
/NN

x,; = GELU Q'K vV (10)
Jd,
h, = MSDA (Norm(x)) + x (11)
H = Linear (Concat (,,h,,*+,h,)) (12)
F s = MLP(Norm (H )) + H (13)

Hrb, x BRI RUERIE I E X S ER I
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x9 CIC-IDS2017 ¥R EEMI F1 7 8 SLI0 L8R
B DT DNN LSTM RTIDS HAGRU E-GraphSAGE MSAFE-ATD
Benign 0.905 1 0.936 0 0.7859 0.999 7 0.995 2 0.981 1 0.9955
Bot 0.997 4 0.750 7 — — 0.796 8 0.928 9 0.9579
DDoS 0.989 5 0.999 0 0.965 0 0.999 1 0.999 6 0.830 1 0.993 7
DoS GoldenEye 0.972 8 0.988 3 0.8399 0.973 3 0.996 6 — 0.996 6
DoS Hulk 0.996 8 0.995 6 0.978 8 0.9972 0.996 6 0.878 0 0.986 3
DoS Slowhttptest 0.953 6 0.982 1 0.798 2 0.967 5 0.996 6 0.0358 0.997 7
DoS Slowloris 0.5132 0.976 5 0.797 2 0.9859 0.996 6 0.024 7 0.9975
FTP-Patator 0.997 7 0.9700 0.884 2 0.996 2 0.996 5 0.9752 0.994 9
Heartbleed 0.999 9 — — 0.818 6 — 0.999 9 0.999 9
Infiltration 0.6250 0.266 7 — 0.959 7 — 0.087 0 0.996 3
PortScan 0.997 4 0.996 8 0.9852 0.999 1 0.999 6 0.993 9 0.998 7
SSH-Patator 0.9929 0.860 7 0.8212 0.984 0 — 0.975 2 0.860 5
Brute Force 0.261 4 0.7213 0.585 3 0.996 7 — 0.072 4 0.972 2
SQL Injection — — — 0.7417 0.9852 — 0.816 1
XSS 0.039 6 — — 0.988 4 0.9852 — 0.989 1
10 CSE-CIC-IDS2018 {5 HI F1 S #iSLIR 25 R
YAl DT DNN LSTM RTIDS HAGRU  E-GraphSAGE MSAFE-ATD
Benign 0.964 0 09728 0.970 8 0.978 5 0.945 2 0.947 4 0.989 0
Bot 0.999 9 0.461 5 0.958 0 0.979 4 0.999 9 0.999 9 0.999 9
Brute Force-Web 0.230 8 0.2282 0.963 6 0.979 3 0.8832 0.148 3 0.9815
Brute Force-XSS — 0.217 4 0.967 5 0.976 7 0.883 2 0.0209 0.963 1
DDoS-HOIC 0.998 6 0.983 3 0.962 9 0.969 8 0.999 9 0.998 6 0.999 9
DDoS-LOIC-UDP 0.988 9 0.989 7 0.632 1 0.7329 0.999 9 0.990 5 0.999 9
DDoS-LOIC-HTTP 0.983 9 0.983 3 0.9718 0.986 7 0.999 9 0.984 1 0.998 5
DoS-GoldenEye 0.998 5 0.945 2 0.9727 0.982 7 0.999 6 0.979 7 0.998 0
DoS-Hulk 0.999 4 0.999 2 0.9752 0.9815 0.999 9 0.962 8 0.989 7
DoS-SlowHTTPTest 0.5212 0.583 7 0.971 8 0.984 3 0.665 4 — 0.994 9
DoS-Slowloris 0.987 8 0.838 1 0.975 7 0.985 5 0.999 3 0.867 2 0.999 7
FTP-BruteForce — 0.366 1 — 0.4527 0.8353 0.786 1 0.9579
Infilteration 0.096 6 0.4615 0.402 6 0.474 6 0.8857 0.144 7 0.949 2
SQL Injection — 0.128 6 — — 0.8832 0.144 7 0.959 2
SSH-Bruteforce 0.999 7 0.999 7 — 0.219 1 0.999 9 0.908 8 0.999 9
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