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Intention embedding method based social bot detection
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Abstract: Artificial intelligence generated content technology has significantly enhanced the disguise capabilities of so-
cial bots, presenting new challenges to existing bot detection methods. By modeling the intentions of social media users
through intention representation, a intention embedding method based social bot detection was proposed, thereby avoid-
ing the difficulty of directly detecting bots with enhanced behavioral camouflage at the action level on social platforms.
Experimental results show that the detection model using intention embedding improves the accuracy of social bot detec-
tion by 5.58 percentage points compared to models not utilizing intention embedding, and it enhances the recognition ca-
pability of specific types of social bots, verifying the effectiveness of intention embedding in improving the performance
of human-bot detection tasks.
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SVM 81.92% 79.11% 84.74%
TJe A Logistic Regression 80.06% 79.01% 81.04%
MLP 80.09% 79.14% 81.03%
Transformer(J5) 73.93% 74.67% 73.19%
Transformer (F 24 1) 74.96% 75.35% 74.57%
AXCHE L N 25
Transformer (F 3, 2) 79.91% 79.09% 80.73%
2Tt 5.98% 4.42% 1.84%
Transformer(J5) 78.43% 78.54% 78.32%
Transformer (F 24, 1) 79.41% 78.68% 80.14%
TCEHE (HESOHESC R
Transformer (F 3, 2) 80.22% 80.20% 80.24%
2Tt 1.79% 1.66% 1.92%
Transformer(G) 78.50% 78.09% 78.91%
Transformer (F 24, 1) 81.46% 79.09% 83.83%
TCEHE (W FO+HESC A
Transformer(#%3,2) 83.86% 80.76% 88.95%
Tt 5.36% 2.67% 10.04%
LSTMCCHER[1]D 86.45% 85.19% 87.71%
BiLSTM 87.60% 87.89% 87.31%
Transformer(JG) 93.81% 93.09% 94.54%
TCHHRHE S A2
Transformer (P24 1) 94.36% 94.48% 94.25%
Transformer (F 2, 2) 99.39% 98.79% 99.98%
Tt 5.58% 5.70% 5.45%
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SVM 78.21% 52.90% 36.50% 41.34%
TCHRE Logistic Regression 79.52% 55.10% 36.06% 51.62%
MLP 79.09% 53.66% 36.42% 45.42%
Transformer (J5) 65.92% 95.02% 60.80% 75.64%
A A 25 Transformer (£ 1) 78.85% 66.68% 16.70% 55.44%
Transformer (B 2) 72.95% 94.28% 65.26% 67.88%
Transformer () 89.61% 97.02% 34.76% 90.98%
TEHUE + HESCA Transformer (F{ 1) 89.11% 95.02% 46.76% 98.72%
Transformer (L 2) 90.62% 98.86% 48.58% 99.24%
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