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Abstract: Addressing the high computational expenses, congested shared links, and propensity for single-point failures
in network devices that can lead to a degradation of software defined network (SDN) service quality or even network pa-
ralysis during the execution of large-scale SDN detection tasks by traditional abnormal traffic detection methods, a dis-
tributed abnormal traffic detection method for SDN based on deep learning was proposed. This method constructed a
“one-to-many” distributed generative adversarial network (D-VAE-WGAN) with a discriminator deployed on a cloud
server and multiple generators deployed on SDN controllers. Utilizing normal traffic samples, collaborative training of
the D-VAE-WGAN was completed, resulting in independent abnormal traffic detection proxies on controllers, enabling
distributed detection of abnormal traffic within each controller's subnet in a large-scale SDN environment. Experimental
results indicate that this method can rapidly and accurately detect abnormal samples in large-scale SDN, outperforming
traditional methods in detection metrics such as accuracy and recall rate, and can detect unknown anomalies.
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10 Fwd Packet Length Std 34 Bwd Packets/s
11 Bwd Packet Length Min 35 Packet Length Min
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13 Bwd Packet Length Mean 37 Packet Length Mean

14 Bwd Packet Length Std 38 Packet Length Std

15 Flow Bytes/s 39  Packet Length Variance
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17 Flow IAT Mean 41 Active Min

18 Flow IAT Std 42 Active Mean

19 Flow IAT Max 43 Active Max

20 Flow IAT Min 44 Active Std
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TEAE () e IME A e RAE . S b AL G BT B RRIE
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THIREA LRI R EE B2, 2 & 5] U2R FE AR
T (HE 174D, ANEEZS g,
O F A, ) InSDN $i 4t 45 %1 43 5 (0 BE AR 2 A
R 3 iR

#*3  InSDNEIEEXINBHHEN S
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(Accuracy) « F5 fifi % (Precision) - # [l & (Re-
calD. FIME LSRR (FPR) 4§ 5 WUk I8 AR 1F
PN ERE 22, AR IE T

Accuracy = TP + ;FII: : I;FEJr N (15)
Precision = TPTEFP (16)
Recall = TPT+PFN (17)

X X
Fifi =2 Prizfscil(frlloi Relzeelflau (18)
FPR:=Ti£§%$E (19)
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32 XWEE
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CUDALI11.2. Pytorchl.8. A4h, {fif 5 &AFHM S
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6 AMAIEXIIAE A BRI FERNER
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