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Abstract: With rapid developments of mobile devices and online social networks, users of proximity-based mobile social
networks (PMSN) could easily discover and make new social interactions with others, but they enjoyed this kind of con-
veniences at the cost of user privacy and system overhead, etc. To address this problem, a third party free and lightweight
scheme to privately match the similarity with potential friends in vicinity was proposed. Unlike most existing work, pro-
posed scheme considered both the number of common attributes and the corresponding priorities on each of them indi-
vidually. The Bloom filter-based common-attributes estimation and the lightweight confusion binary vector scalar product
protocol reduce the system overhead significantly, and can resist against brute force attack and unlimited input attack. The
correctness, security and performance of overhead of proposed scheme are then thoroughly analyzed and evaluated via
detailed simulations.
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<26 +6° =36

s

k,)modn
l)]modn

<(w+1)6’ <7
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F=20"+0+(c,+c,+c¢,)(0-1)
TR 6+ (¢, +¢, +¢,)(6-1) <26, A}

F—(Fmod&*) ¢ ey
¢’ e T

i LATiR, B0 RGNS
tw—t,t,

{h{w_”j_mw}
a7 w—i, —1, +1,
S

- k(ln(w—l)—lnw)

{m@_QWM}j_m%
w—t,—t,+G

RAKXDT p(4,B)= k(In(w—=1)=Inw)(m, +m,)
UEEE

52 ARREMSH
52.1 KAHKQBAEL

TEIR2 WA 2 IR T e A i,
ABaALE BULAC T ERERY Alice IBAAAE E, AP
Bob AN fESIE T Alice J& TEAEHIATAM {5 A

IEBR XPREE Alice S, 1EBAILE TR
W, WA Bob RERSKIIE T T Alice 15 &
Rtiz¥o M D={d}" , " D /& BF, IR 13

. O+c, +rn,BF [i]=1
ﬁ*“i:{ ¢, +r1,BF,[i]=0
M, BEHLE e e K50, MELLX 4 d &l
O+c +rn o, EREHc +rnEoR, PG
W BF,[i] 25T 1 00k, &F—XBENLEL (c,, )
SV — Wk HAHEL ST, 33X Al d A d tAH B kT,
T AR % Wit # Bob 5 Alice VLEEZ2 Y%, Bob
HHELAM d Al d) Al AU A o 2 T,
Ri# Bob FIGIWI# LILM 0 R D={d}" HEJ i
Alice JEM—ANEVEUmEF(E, Fril Alice I/ A
B 2 4. AEHE
522 rRAREH @ BA LS

EIE 3 WL 2 hIRE R g 4
), AFRFAME RVLEC 7 KR fi e Bob HIBAARAE E,
B Alice B TAHBLEE p LLAL, TEik5NiE ST Bob J&
PEAE IR £5 5L

WERR XFM N Bob 1, A Alice HAE
4158 Bob [f1, « m, Bl E, Jorfe, WAk pEse
BF, 1 WIANKL, m, J B IR, E=Y"e,

, %F T Bob fIGir 4

6d ,BF,[i]=1
q:{dimuﬂ=o°
KB e , HUAEHENIH Bob 1) BE, [i] 45N 1. 4R,
HVE 3 AIAIER T Bob LASL, A NERANKNIE e, 1)
i, HANEHEE 3 Mt E. EhSHZA (¢ +rn)
(e, +rmO , REFHIEEGER T BF, (A GAE B, HUk
E#H Alice FIGIWT#E G2 E 0 HH Bob 1) BE, ,
SEAN BT AR — AN @ PE Bk F {5, BT LA Bob
A NBR AL 241, TEEE.

523 AR SE

P A 2 I 98 #8870 3% 1 1) B USRI (R A R 2R
FIWi A B E RS BE, S A3 — @ ki (x,a)
JIT LAAT S R A8 AN KA IR M, VR AR ) B
i o SCRR[2TIK S0 7 28K F A e I I8 2 SE BB FA A5
SUEEL, 4 T B Alice B TELE 4, Alice fEATF
AR BAES H, (|H,| = k) HBENLIEPE 1 < k 4B
BREL, R I (k1) /N RN H, TR R
X G E R HIBAG Alice HIBMEES 4, (HE1%
T7 S TCEARER Yk, Wik R R .

W N 77 Bob BRGT W& X Alice K2 28 J)
Bidio HT H, 20 P, B 3 WO A n] e 1)
JEYE T = (x,a), X Alice fIA7 L€ 2% BF, 44
ITET H MG EENR, WG EMENEES
2:{(@&”Vhe1@,&@[@(x¢n]=Lje[Lde;zd,
MNP TAER (x,a)e 4, he H , 1 BF [h(x,a)]=1,
il Ac 4.

Wb wmvnmE B S h B=4, fEX
Z577H Alice VLS, HHT%07 & BAHALLEE 4 DL
X7 @ vE B G LA 8 Tk m & A H |
p=|ANB|, XKW Ac A, FimBili#fikiatek
FLEE N p=|4], B EARIEECH

AN, BGLHHATH(X,a)e A, WEYIHhEPEE
K B={(%,a)], I Alice JHELILE, THAHLLE R
Hp=|ANB|, ¥ p=1, WTHIE (x,a)e 4, HWIL
N (%,a)e 4. Bl il bogng 2 2 U0EL | 4| KR
AEHINIE Alice MBS 4.

gi L gn, %07 RIS h Yo . AR,
AR SCHE R B AAE B VL IC 7 58X XU T A Bt ik i
R BE 2 RV 3 (AR, INN T K FENIEL,
SEVCC Ry TCIE R 2N 7 AT B I8 2s,  TRA AT
TCEBWIG A4, IR .

VAR, BT e AT, R
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524 AEPLIRAEIM A E

Tt B N Bk 2 2 15 DU
BB, T8 BOE R RER 1R YA AT EK
Dt e S AR Bt DARIBRAR B I AHBLE ey
A IMILTE

2375 Bob HIARBUEERATRERI A, Alice 21K
VRS {(x,a)} " Ton, B TF B AN
il a, =1 ANUTBAESNEET Bob HBIESES 2
Wl e, WafefEneN, An=n i,
2 exymin(a,.b,)=>"" b, =m,, Alice fil Bob [fJ

u>"0
. 2 d -2
My p=——2—, fij—L-=——"0 _ <0, if
m,+m, dm, (m,+m,)

LA Alice S A EYEBZ IR, FHBURORE 23,
BIA T ZZ BB >K B Alice 1T BR il N Xti o [H)
B, AT FIRREARAEK F Bob FY G R il A Bt .

6 KRME

¥ 7E PMSN H, BEALFAHUA 0 8 2k ) f 4
G n A Bk R, BN JE PR L EUEL X ) A
(L], BZEE mm=n)AN@E . B s
NN ke, AnBE IR AR K w =1.5km bit LLORAIE
BRAIAS R R . N TORE T R atk, ¥k 2
RS 3 R IBENLEC N 256 bit. 7E2 5 LTS
FH, IS S L SHA-1. 1024 bit % 256
bit ek 256 bit Mikik, KIKERA by exp mul
R add/sub. A5 A 4R H P B0 Rk 1) £

LLbit A AL, WL 1 Pior, AT RNAELITH
TF44E /N T Cristofaro! 1 Zhang ({7 %, B4k
WEITAR KT Zhang® 7 %, A5 TFRY & T
Zhang® 5% .

SHA-1. exp. mul F add/sub &5 7E/ K fE
FHL 1.7 GHz, Cortex-A8 processor, I GB RAM, An-
droid4.1.2 g0 AT FRI-F- 4 I 1) | 5 KIS TR] < fi /N T]
FRASE L DL bR 22 W3R 2 Bl . 81 2 BB T ASSC
Cristofaro!" 1 Zhang® %A 77 R 1 8 2k 1 5L 4
TELTT IR BE R APATIN ] . AT RAEE
L FFLITA AL 5 T RS T Zhang® (5%, H
SEAR ST Z ARV H TR NP A T I (8] 3 R B /N o
& 3 LA T me [100,1000] %u%ﬂ.z\ 1.5 il 3 1,

AL SR A 19225 7 = 2 ;P =278
Mokt AU FRIAR TR 220N, RS B R
W 2R, A RIS LI TR T
m PRSI . SR, Cristofaro! k1T SR s B dk
TS, BT K . ZhangP R LEA S
J5 E BT E TR N1, AR, BT
BT LA G BB, AN AT IS )
2(b)LL#E T AF m BL 100 £ 1 000 I &4 )5 %
MIFELE VMR . RS TH S BB AT N 1)
KT, Py DU S m Re st R AE e v 5T . A
AT LT w S 256 bit FevE i w > 256 bit
ik, LA Z AR T AR AN, Mo
Cristofarot V{1 75 %9 Jo KRR SHA-1 85,

#*1 HEFH
Ti % 2571 B HLITARY TEL U SLIT4 WA H/bit
Cristofaro 7%  KiLJr Q@m+2mPexp,(2m)h (m+m*)exp,(m)h 3m-1 024
W 1 (m+m*)exp,(2m)h 2m)exp 4m-1 024
Zhang J % R JT — (km)h —
i) N (km)h — w
Y NSWIES KA T (km)h,(2w)mul (4w)add/sub — 256w
e )3 5 (km)h Q@w)mul,(4w)add/sub 320
%2 EENITRIEI(BAL: ps)
BH SFHIE KA /Mg LAEDA b
h 6.75 14 6 7 13.81
exp(x10%) 11.21 15.57 10.59 10.82 0.76
mul 1.599 1.760 1.493 1.644 0.081
addsub 0.205 5 0.3452 0.180 6 0.193 8 0.022
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