5536 255 12 1] B N (=S 2O 4 Vol.36 No.12
2015412 A Journal on Communications December 2015

doi:10.11959/j.issn.1000-436x.2015322

R FARIFBIH S LR TY

XN, s , RE Y EE Y, FAe Y, A, R
(1 SRR AR SEOR RS, TLIR 950 2150005 2. VLIA PAFFHAR S AL B R@F H0, 035 #EaC 211102)

W OF BT AR AL S AT T RO 7 1 I SR AT R R AN 58 S AL AL R S P A 18], FDE IR SR 4
BT ARG, WHERF RS PEUERT R4 A 28 IR S P E R o R T4 47 B S S (B 2 Ok F P B RA R % 18,
AR R B G SRS AT o B —I%, R T 2 B AR A S AR YL, AT AFELR
PHER RGNS TR ORI RIAL AT W 26 R 5 B2 AL T A B B FA TR IR I) ,  FH P 4R RS HE 4 IR 5%« Horh, R TAZ
BARRAL A HERE, THEAUVAERUD, @A TR R S N T RS A S ity e
FEREE, 1A TR TR S N . 76 4 HIE SR AR Escse R, SR 2 Moy E1sen4r, A
AILARYE B & T KRG GIE Iy .

KHER: MRS AGELM: RSN Yao's Phi

hESES: TP302 XEAARIRES: A

Preserving data privacy in social recommendation
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Abstract: Social recommendation is a method which requires the participants of both user’s historical behavior data and
social network, which generally belong to different parties, such as recommendation system service provider and social
network service provider. Considering the fact that in order to maintain the value of their own data interests and user’s
privacy, none of them will provide data information to the other, two privacy preserving protocols are proposed for effi-
cient computation of social recommendation which needs the cooperation of two parties (recommendation system service
provider and social network service provider). Both protocols enable two parties to compute the social recommendation
without revealing their private data to each other. The protocol based on the well-known oblivious transfer multiplication
has a low cost, and is suitable for the application of high efficiency requirements. And the one based on homomorphic
cryptosystem has a better privacy preserving, and is more suitable for the application of higher data privacy requirements.
Experimental results on the four real datasets show those two protocols are efficient and practical. Users are suggested to
choose the appropriate protocol according to their own need.
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