5536 2555 10 1] B N (=S 2O 4 Vol.36 No.10
2015410 A Journal on Communications October 2015

doi:10.11959/j.issn.1000-436x.2015218

UVDA: BaitfitEFWRERmEEEZNZIT S

WAL REF, xFm, a2
. VG2 PR RS ZRE 5 MELE ROCH R E 5T 520, B 1% 710071
2. hERREBRY: BRSNS AZEEF L, JE 1014085
3. thEERMERE TR R AERE AR E, LT 100093)

B E. RIS T, JRIRE S ERE . SRR 2 ARG R . SR, IR AN B 2 (A 474
B IURA T, FEIREG RS 0 BIRE, SRR T 15 SRR ES 84.2 7 &R
Bl T SCASSIEARSE T IR LR E R N (HEER 94.4%), UL RImTAEWE EfllG (UVDA, uniform
vulnerability database alliance) HEZE. HJEfEZ2 MNMEIE L, STILT UVDA HEZE, st R4 Ashih. R
UVDA fli e C& N T B K 2 il 2, B a7 DL = S FI AT S — A R, HEdE T IRE B R
WUHIFRHEALIERR o

KR (5024 HoRG; IWIREERE; SCARYZHE; UVDA

FESES: TP309.1 SCRRARIRES: A

UVDA: design and implementation of automation fusion
framework of heterogeneous security vulnerability database

1 . 1,2 : 2,3 2
WEN Tao', ZHANG Yu-qing *, LIU Qi-xu™’, YANG Gang
(1. State Key Laboratory of Integrated Services Networks, Xidian University, Xi’an 710071, China;
2. National Computer Network Intrusion Protection Center, University of Chinese Academy of Sciences, Beijing 101408, China;

3. State Key Laboratory of Information Security, Institute of Information Engineering, Chinese Academy of Sciences, Beijing 100093, China)

Abstract: Security vulnerability was the core of network security. Vulnerability database was designed to collect, assess
and publish vulnerability information. However, there was redundant and heterogeneous data in vulnerability database
which leads to sharing difficulty of vulnerability information among vulnerability database. 15 main vulnerability data-
base with a total of 842 thousands of vulnerability data items were connected and analyzed. Based on text mining tech-
nology, a rule of removing duplicate form vulnerabilities whose accuracy rate was 94.4% and vulnerability database fu-
sion framework(UVDA) were proposed. Finally, three representative vulnerability database were used to realize UVDA
framework, which made the process fully automatic. The generated UVDA vulnerability database has been used in na-
tional security vulnerability database and can be retrieved according to uniform product version and date time, promoting
the standardization process of vulnerability information release mechanism.
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