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Abstract: Because of the high-level abstraction, insufficient description of database states and constraints, it was difficult
to find the tiny flaws in design and implementation. Based on PVS, a method for formal description and analysis of data-
base security policy was proposed, which was more close to the actual database, more widely used in reality, and more
complete in describing the safe properties, more extendible of the model, and ensure the efficiency of modeling and veri-

fication. Finally, this method is applied in the security policy modeling and analyzing of BeyonDB, which is a commer-
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cial database, find some security risks in the system design, and thereby verify its effectiveness.
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LabeofRelation(mac_table(ss))(relation)

10 bR LR

ZEBEM 3 (AEL4L):
DAC, WIS a7 H oo e AR I AT I e e S,

AL AR 2 T 5 R IR s T B X % % A

HAMMNEARBEE CanEl 11 Frzs).

4 cur perms

DAC_Security _Invariant?(ss:system_state):
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member(action,cur_perms_DAC(ss))implies
(Owner(dac_table(ss))(object_id(action))=user_id(cu
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Object_perms_index(dac_table(ss))
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bool=forall(rt_id:Realtable_ID,t_id:Tuple_ID):

if
member(rt_id,RealtableExist(database_id(cur_session_inf
0(ss))))
ANDmember(t_id, Tuple Exist(rt_id))implies
Tuple_Fkey(t_id)=nullID
ORexist(rt_id2:Realtable_ID,t_id2:Tuple_ID)
:member(rt_id2,RealtableExist
(database_id(cur_session_info(ss)))) AND
member(t_id2, TupleExist(rt_id2))

AND Tuple_Pkey(t_id2)=Tuple Fkey(t_id)

AND dom?(LabelofTuple(t_id),LabelofTuple(t_id2))
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:bool=forall(action:Action_ID)
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=(readonlyorreadwrite))implies
Dom?(LabelofUser(mac_table(ss))
(user_id(cur_session_info(ss)))
LabelofRelation(mac_table(ss))
(mac_table(ss)(proj_2(action))))

B3 f ez et i

LZeRBM 6 (At MR
AT T 5EE, A GBI 2 b — e i
YT P AR LB BIA N S 7 ARk,
Kl 14 fior.
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Star_Security_Invariant?(ss:system_state)
:bool=forall(action:Action_ID)
:member(action,cur_perms MAC(ss))
AND(PermtoType(OperationtoPerm(proj_1(action)))
=(writeonlyORreadwrite))
impliesdom?(LabelofTuple(mac_table(ss))
(proj_2(action)),LabelofUser(mac_table(ss))(user_id(
cur_session_info(ss))))

14 *4¢4s

52 ZEMSH

A e SR () & A TG 2SR A 7850 IR, L
XS EAT TR A 2 A, BVEG A AR 10 1 R 45
Mot Rk T2 nRE.

R R GRS 4 XNz Bk @k
B PR A B R LI R R 2 R A 5 . TE e
XA 15 fios.

State_Safe?(ss:System_Sate):bool=Subject_Label_Invariant?(ss)
and Object_Label Invariant?(ss) and DAC_security Invariant?(ss)
and Reference_Invariant?(ss) and Simple_Security Invariant?(ss)
and Star_Security_Invariant?(ss)

15 T X

LA U UL PVS Wi 1) and 3&E 8B R, vTLA
R HAN IS BRI B A Ry L AR A .
T PVS fgext CUEWI A BT R, I OAF
(PIUE I BEFH T AR W R R o WAz = U
ARG AAELRUEANTEN LAk 1R N 2R RIS, 38
W W e, AT AR AT (A5 T

ASCHE Py A o A i S sl
do_init PR RGURERATYIGA L, 15 204K
A init_ss0, ARG RIIRE %4 E X State_Safe?
SMIRILEIRS init ssO 25 0 2 4REE; RA,
AR S 22 A 10 08 SCHIWTAT ZOIRES SS0 275 %
2, WAL SSO “22 4 WA ek PR 255 A% K0 R 06k SSO
HHATEAESBPIRAS SST, ) SS1 e 4sff); &
B EREAEE 2 A ARSI, Wi
A A RIRAS A 2 A 0 84 508 PR R St o e A
Mo ik, WEMZ2EHaRE: YHRERS

58 BEDIR e 2 4 B
MERTEREEE ARSI VIHLERER

75 21 FRPIR AR A 22 R A 5 o BIEIE IH [ FE A
A E PRI 16 s

InitialSafe: THEOREM do_init(init_ss0)
impliesSTATE_SAFE?(init_ss0)

16 MR LA EH

REEMRBRETEE AN RE, N
XS T RS HATEAE OP Z 5 iSRS
VIR 22 A RIAEIZAT Z Al T2 RS
BATZ JG R AL 5 2R3

Feika Ul RAS SSO %24 and A OP NI ATk
A SS1 24 o BT BEIE W] AP IR A R4 2 4 s B AN 1
17 fios.

SecurityTheorem: THEOREM
(STATE_SAFE?(SS0)ANDop(SS0,SS1))
impliesSTATE_SAFE?(SS1)

17 24

A BE 8% UF W1 InitialSafe AT & £ 1E 5 10
SecurityTheorem M| R Ze i & % 4= (). ASCKH PVS
B AUEID 2 AN E B TUE . I HORIL T
BeyonDB [ 48[

FE 22 AR IR TR, 3 1 0 AR e — R W] K
i, Mg s, 28 3 R ERR IR A .

JRP—: B 53 A%—, W BeyonDB
SR sk G R KRN 21—k pk g R, WIETE
AR g | R 2049 5| IS G R (L
1)) A 2 — R — B C R . WA S 2 )
it SR AR R, R B AR G SE R BT ™
FEXT I, B i AS—S0) )R A

JRER e BRI BR B A ) = S, B
HRAEAE T G AN — 3Pk o Qs 2R AR o 5 B0 AL
I, FEORIEIZH AT S HARAL B[R] A R H &
P50 X ) R A & PR A6 PVS SR BRI
HIGRE T, PR R A a4, 7
S 2 WUE LR, JCHS R 303 SR

P
Hlj/?\c

JRP = BRI AAE,  EL IR 5 i AT )
B, ARICRAEN], IR T RGEwt AL
N
53 ARGGFEREG

W A SCHE 1 7 R N S B I RO 08 R
BeyonDB #7404, KISl [ o) i, FFh
MERIT% (N 2 Fis), M f 27 R g it
AT RIS T RGNS bR JR 8 ) 22 A il
¥, RFESRG T

RGN FERUA: RERIFASG AT
s BEPATI A2 2 A @ .

1) SRBSBTEATEHE: e SRR I, 2 —Lea
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1, JEHAZX) procedure X FRSLARIEATEAE N 7 5
LR R, KN procedure SEZAAMS K #3F T AN
GRTERI AR, WERANAE & A2 hrss
5 procedure “ZZAHRAE RIARAE SCHL AN 7873 () 1
W MIREEYH P2 AR 25 S procedure
KL BFRBEED, RGP ERPITE B AT exec AL
Mo AN H P AT AT I B FLAth 244 55 2 S R
. Y procedure RS TH P SR E AR,
H P $AT% procedure, WK 245540 H 7 R4 05 1)
T i YRR, EBRAEPAT S SR E T
MW A EARIEAT I %, WX (exec,object] ),
(exec,object2) 5. fEMHATZZAUEWII, 40 FAKEE
GeH P BT Ui T R SN % AR objectl, )
B C I W R e A fEw E, RPIRS, BSR%
Himg, FRAEAT procedure HIIEFEF, bR
B AT procedure T I T 244
)25

2) ARV A TERE: Bk RGSARN, e
RS B MREARARE TGS, R
VPN A S TIC %, HEE TS X5,
Wil hn 224559 0 L1 P Al — AN 5400 LR
B T1, A5 908 L1 Focdl R1, I HXHZo0
HPAT T select ¥fE, ARG LB (select,
R RJadem T B S A90h L2, JFH I L1
RPIHANEYON L2 AR A A IC4 R, BRI 2R
GEHHATUE I, @ B0 A A N A A R SEH R1 A
RIS, TCVEEATHINT, A e fip @it hT
SEIAT A B R ) e R 25K, It AR AT B
s PR Th R BB 51 ID, A SRVFAH ]
WA eI {E .

3) HEMEHAT AL A JEm I R Bt ARG
A el AHJE T E e TR A, IR 2 AT
FESRAFHIE LB A 2 22 @ e

a) K. ATHIFR: 1E BeyonDB H o T 1IN
R RNEYE, LA & T RIOEFATHIA R
J55 B s il U7 Il 40 5% o W SR T JE R ) s i U
) F2 T AR T IR AT vy il 5 o8, i —f7 3¢
W0 2 2 A bR A A IR AR Pk mT AT I 1% R
TSR, BSAITR RSN T Pl
SRR I R AT PRI 3 %
DAZRLIRIIS FF I o

b) fEsihth, AVFH P BSRS IR, H g
bR ENUE, WA S B il sk s d il %

aJEtk. I xR O BT TR O %
IR 00, M e T A5 R4
PREESE HSIE O, WAL “faj iz @it A
“R7 et AR ITAR: il
HA SV P BB & A hn i

=2 EIRLB LR RS ERA
Fol o RS
WM WA A AWM RIS IE  Procedure P ATRLREI K
st RIesh, WHNRE  BEAR R Z SR
B RIERAR Ak
SRR SRR R BRI AR
Sels RIEI, e %A AT
W1 R ARG, ik
AEEY)
FOMHTA 1 SETIONIR S R U AR
R AR, S b, ARG
SRR AT
2. AT IR,
P VONEEY
Mk b

54 FEXTLE

ASCHE 715 DA VR LA, R IR
RGO, IF Hgs T PR A ) e BT T
MR, FFg el A KM TCB 1844y,
XFE ARG i A TS R 2K . AT
LS AL RS bR KRG B
P AT RENE . AR SR A LA T AT L
5, 3k 3 Pios.

%3 FiEtbE
b seosta  THERIE o
bR R s Kitie i
SR A b o Kitie B
TR i i i
e i I i

LR RGO AR 1RO T R G AR
DL R GRS N RRG SER S R AR TE, MY
AR BRT- U e 42 BRI, T K S B R
BT AR, X &R E X Owner 3k
HUEARIJE F, € X ProcedureToObject iR I e 5
FARMIILSS, 52 X Tuple Fkey J#iid 75 & 7620 1) 41
(IS o EE X344, & X UserToRole, UserToGroup
AR B, T BRI . % 8 SRy
BAERSE, & SO INTVEAR I N2 DRIt v s
B, K AR SRR R ST 7 i rh U B v I 3

2015151-9



©202 ¢ moAfE

H 36 %

I o SCHR[7] SR 5 4 a7 F ok o i — 24k
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i, FEARE SR RS . SCHR[16]7F TR
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