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Alert processing based on attack graph and multi-source analyzing

LIU Wei-xin, ZHENG Kang-feng, WU Bin, YANG Yi-xian

(Information Security Centre, Beijing University of Posts and Telecommunications, Beijing 100876, China)

Abstract: Current attack graph-based alert correlation cannot deal with graph relation between alerts properly, and a large
number of redundant attack paths may arise when trying to find out missing alerts and predict future attacks. A
multi-source alert analyzing method was proposed, fully utilizing graph relation and threshold to correlate mapped alerts
and eventually reduce false positive rate as well as true negative rate. To improve the speed of the algorithm, a parallel

alert processing system (AG-PAP) was proposed. AG-PAP is tested on distributed environment which gets satisfied effec-

Vol.36 No.9
September 2015

tiveness and performance.
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GEMINAR Y FHEWTXE LU S 2% ) 2 20 Bk H.
ANBEXT T 1) DR PR A T R 2 s SR R Ly
Pl PAY S i A X R L7 R 7 BT 2 e AL
R K, i 206 s AT H7 0 ARIFAT
A MOEAE AT 2 F Bl B 20 B A 2 R
DEHCEN U (AR, (HIX R L 45 5 B AT
KB BITA,  FLME LR Bk B 1 =) o8 50T
IR, VSR A A AR, A it it
AT BT LB SAT S5 IR BNEABOR, N T K
(AES5 JR A5 0T, DAl it gk B ARSI I o S 23
& BT T A BT 7

et Bl AT, ASCHRI TR BER E I 2 U5
BRI B MTE, LR N E I SRR
AMEATIRSAE WA, 38 3 g {E BR 1 ArVa
M RE 20§ Tt 2 20 Bl A SR 5 142 9 g
DU BEAR RIS o [FIIN, i T & &I T A B o] %,
R 30 Ak P A e WS IR AT ARAC U e M AT
St e TIBITRE. RJa SRR KA o A
AL PRIRIAERE, R o A o AT AR B 5 |
PERERIL

2 HMxXIE

Hap, 561 Bk B 1 5 2 S i LR AR
RANEWTSY: Wang S50 Vgt 56 1 DA S J&1 10 il
BIVCHC &5 ¥, K BFS BEREAT AT AF 1 SRS A1
SR 7, 21 IR AR A A B A LA S 1)
WA, ARE NN S AR S 1, HB
HEAT (R BR A, Xl LA 4 T A e s i EL 3G I T X %
AR (3 I T4 . Sayed SFUOMR M T —RhIE T I
B TR A S OB Y, R S BT I O
I A5 [R] I RE A8 FEAE ARLPE LR 9 i R TR
B B AR 2, JERe R o |, (T
A B ORI 1) 45 o E BE N ) bR
B, BEHE R AT PR o U R I ) LB R TR
RAAH, AH A RE AR S AR IR ) e .
IR 3 T B 1 ) 5 A OGRS R — i
(I A i AF I g BB, HAEAE NS T 4524
e VA OGP HEAT TR — D R R T,
LS PR SR ST G R 1B AT 4 THI (¥ 425 R it e 2 2
U 41 1) A8

FERLH B FFAT AL R 7T, Roschke &1
T R A N P BE IDS SCIERSE, K e
S HERL G RO R PO R K B R

By M IEAT AL, AKFE T IR AT HESE OpenCL
MapReduce!"”, g% Rl FH 2 Bt 4, A pldl
RIGIE, AFAE I ) I T B AR R A It i Uk
B 7 2 DU By B 45 89 78 F-AT 50 2 A 23
SYHC, RISl I A R B B v R B ] R £
BRI AR 2y T i JER R B B T e e ok oK
EIREMIECR, ML I =1 H 2 0 3R
o AR GraphLab! ¥ 47 &b FIAE 42 2
CMU [1) Select SEX = FE 1, FETILZNAAET
S AR, &N R A HHE
28, HENBIRE Pregel UM AN AR . AEIFAT AL FRIE
J¥ I, GraphLab 3+ HAb bR sz, 4
% Giraph!"*'"), Hadoop 1 YARN, A BERS 1R 1
b S Bk ) S e AT A

3 ETHHEMNZREEXKSN

ok B AE 25 % 23 A b LA /e T e %
AR B s FH Pl ke o AN ] = B R AN (7] s i) 22 18] (1)
BRI G R o kDL 2 A & 5 O NAIE I g 8 5
U b 235 55 1] 32 A O R R AT HE TR TN o« A SC
P2 ) 3 T B ) 22 U T OGBS AR A
AR AR Lk S 3 Mo i s AR R, BLI
BN Ry r D 1) FH 0 R A IR I ) T 9 RN
HUG 1) HE W B BRI B RS i 2 A
P RURCR I R s A BT ), HEAT T
SRR E AT SN -Se S il P i B U &% 1 M EPS i
B, b 2 RERAT I AT R, BRARRRE . l
b AR R AL BE 3K 1) 4 B I A 0 i AR B
AR AT BE N — 2 Bk, BRI AR Z IR T
AT HEE
3.1 ETHEHEREERS

PR B B e CRSGt  se o,
AT I E S .

EX 1 AG=(A46, Cac, Esc)

1) Aug P BU B B R

Ay={aja=@imp, host, vul)}, A, imp KBt
B 55 a; 1) impact, host M a; FTZEENL, vul 4 a;
) 15 2

2) Cug B PR TT £

Cuc WBGHE T —RIPIRESTT R, Fondsh
HMES TR G 2 RSB Be i F EUL L 5)
VEREAT I 22 4R A

3) Eqo WIS
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Esc={ele; € (A46*Cac) U (Cac*Aa0))}, B ili &
e KL BN AR NN, AN R
PIHAARERN A S (Bt BEHEGE, AR
FMNH BB B S (Bad).,

EX 2 Rk UE Oy

AL=Timstamp>*HostxPort<xHostxPortxClass

Mal€AL W, al=al(tsre,sp,dstdp,c)/NTC4

1) t € Timstamp 375 0]

2) src € Host 4 25215 1P

3) sp € Port g 45 (i 1 o

4) dst € Host 5 H ¥ P,

5) dp € Port 435 5 1) H )% 1 o

6) ¢ € Class 42 Z 1wl A 20 28405 B

TEWES map(al) KA IS HUL & H bR 1P
EIRER DU PVAS b SHEEATIEPIR kRt VS N G L A
ST BIAEN £ a, WIS IOk 25

EX 3 HEYSE XN
a:vUOAG,(dst(al) = host(a)) O
(class(al) = vul(a))

@:HvO AG, (dst(al) = host(a)) O
(class(al) = vul(a))

3.2 EFHHEMSIREREES T

FE Tk I A5 S R T S A 3 A
JrTH s — &AW, R 2k 15 Wy Mo oh o
AT R B 1 ) B D R, RS Ak v R
SIRARAOCI s RS AETION, R ARYE Mt
ST S AT I IR B 2 S e AT I B
SRR RS IR, Wang” R Seyed! O i 2 Fif
JESHAT T R %18, A28 T3 THr S
R AT AN RS — TR — 5
WOE HEHeE, AR AR b3y s ARR Ml bl
B B AT, DR A ZE AT 10 R
JEAFEI T ZUERIE AT RENE I T 22 U5 A R T 5
TEAT T 25 (R HHE I A0 TR0 T ATF e 0% %0 4 THI M it o
O &R, RS ERIEE T — DB
T

ARICHEETBEEE R T R BB E (10 F1 &
B B (IMsg), 10, BB B CVRI J A ) 1),
0N A U7 5 5 R B 22 1) R 3k v AR U 7 A 41 B
RGN AT 455 I A . IMsg AR 1) AN R 7
I FRJI0HS « HEWTRIFUINY S o 10, 1R¥ IMsg 4T A
SREI SRR —2 IMsg RI%.

map(al) -

EX 4 IQ~(V, E), Hrp

1) V={Status, FwValue, BwValue, Alertinfo, AG-
Data} .

@© Status={FALSE | HYP | HHYP | TRUE},
FALSE AT RURBATEATSI IS, HYP AR R
R 1) TN 8 i) SRR B0, HHYP ARGRY i
v FsF 404 7 ) 000 =i 1 HEWTvH S0, TRUE AUEE
RS E T

@ FwValue fRIE s B KT 1) PRI R L o

@ BwValue R R K 1] HHE BT o

@ AlertInfo R UK BB BTG & 245 K, Bh
SR S ARTRD Y R 75 8 2 7 i SRV KU Alertinfo,
WAHTE Status 1 True W EAAEA

® AGData=(A,46*C,c)» AGData RER &)
Bri B i s fm B, BAREIEY R Ay FPRESTY
M Cugo

2) E=E g, 10, " WFI Bt I b i Al )

EX S IMsg ikl Sl

IMsg={Direction, FwValue, BwValue, Alertinfo} .

1) Direction={FW | BW | FBW | AL}, L& &
Jiml, A 4 AME: Fw ARRET IR,
At B ARG HEWTE R, i R
NiLALH FBW ARERAT G i &, ST SRt a1
AT ) U009 JEL R 1) T SR s AL AR P S
K UL AE RS 2215 R 5

2) FwValue: Ry W) Y58 EE . 24 Direction N FW
o FBW Itf, fwvalue € [1,ITH]. i Direction N} BW
o AL B, fwvalue J37% o ITH hiH Ko B

3) BwValue:J5i W) TIN5 S . 21 Direction 5§ BW
o AL I, bwvalue€[1,TH]. Y4 Direction N FW 5%
FBW I, bwvalue 3%

4) AlertInfo: #5245 B o A4 Direction }j AL,
alertinfo 4 £

HEWTRFIN R, PAAAS WA 1,

BiE1 ERIBORE

1) if exploit activated by alert(case 1) then

2) infer all pre-exploits and predict all
post-exploits within ITH levels

3) if exploit inferred(case 2) then

4) continue to infer all pre-exploits within
remaining levels

5) if exploit predicted(case 3) then

6) continue to predict all post-exploits within
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remaining levels

7) if exploit been both inferred and predicted
(case 4) then

8) infer all pre-exploits and predict all
post-exploits within ITH levels

TR 24 as 1R % alert WO, YHIRAS
exploit B{BGHF AT HAAKT IR, 5 8)7E75 54
[ ITH J2% Y HEWT R ORS00 s A4 2 B as.
as~ ag M ago ITH FsHEWTAITRI )22 AT
S I o ) A DRI R TN 14 = e 2 A A A Y v
SAEREE BRI, W ae xRS A 580 ITH-1
TIPS

1R 2 2 ao BJaEY KL as FTHENT, 4KEEAER
AR 2B A HEBTHT 1Y S @y

1B 3 2 ae BATIEY AL as BTN, 2K AL
RIS P S AE S R g

154 4 as RN a FUS P as BT,
WA Y AR I ARl B A, A
A RO ER BEATHE R AT ag AT S AT ag. 0L
[ RS T ITH. ASSCHI Sayed! ™ 7 i)
O T BE 8 MR Al A HE A S AR TR AT 2P
RIS T, AEBMEAR TR A1 O0 B BERS 73 Hr XU 1)
Ak ERAE, IR IRAR

@ @ @ @
@ @ @ @
(@) (@) (@) @
BBl THH2 TH B3

1 e AT

4 ETHHEEEAEFITH

AICE 3 RN 2 YO A T iR T
Tk 1T 110 5 220 DTG v R0 it ol P11 i ¥ JEL AR 2 1)
1, F 4 GraphLab (1] GAS(t&a—R F—43 )™ 1)
Y FEAL T BEAS AR L M B AT IRAT (AL B . A ST Ifg
e TR T B B B AT A B 5 % AG-PAP,
e 8 AR 1 by W) 5 28 b 3 () AN [R) AT 75Kk, AL FE
L IFAT U B AG-PM FIEAR FFAT 75
SIHTALER AG-GAS, K45 2 i S A 25 2 11 2548 2y
Mri AT S Aok, B RCTE & 10 26 T Bk B/ 947

AN PENESE
41 BETHHEMFITEELERGLEH

™ AG-PAP 513802 )5, SATULTR 3 4N
B AR BERE, WE 2 s

1) AT (AG-PM): 7 SR A e i 2]
Wi A v, JRIR A ] AEAZ AL T TCP 1)
RPC & #e [m] 25 45 BUeks {719 55 v (1) master BT 28 AL
HEAT A HO TR AL B o

2) FATEH IR HT(AG-GAS): B 5ELE)H 3
I 30 e 0 A 2RI 23 SR IS A Ak B R G B
B, fEf T AN AT . RN THE R ICH
AL PRARET BA L master 15 S, 1L MPI
A1 Pthread BEATIFATAESS AR/ AIALEE . Tl 2 4811
IEAH R, BOErBG B SR .

3) g KBRS E RO, TR
i LB O T B R DL A NI, Tkl IR IR e
KR A A A 5 HDFS b, J7 {8 R 4%
BT IR A 23 T

—  W# ] A
Wi ST 7 B TR S
£ 1 | -
b= fﬂi | %%E‘Ifmﬁx || —
e T —aw wm % =1
24BN ﬁ%.%. ,}é, gl
g |b st
%‘T . TR R o e Ay Bt — ¥
............... A Ml
=\ | T o | ||
SR OO OO <
[ SN L ) [Pt L S =
el | N ermsme ey |
A T REEEEE 13T
CLNAN N LN LNEN N AN

__________________________________ —

2 AG-PAP 7| AT A B R E 42

42 ETHHEMFIFITEEME

T B B AT A A AR R A OC & R N 4 )
WO EE R, Wik maptovertex(alert)¥ it E WL I 3]
X B B AR R, ARSI maptomachine
(alert,vertex) ¥ A A Hb b 34 11 75 22 [] 20 31 By 76 4H Y.
(#) master XLBE TG, A SO Roschke!! P mes 532
ANEIAE T Beids BT RO master H SR i — AN Ak
PTG b, BRI AR SCREAS 2 A0 AT 1 52 3
M — ks e & W E s B S H 2 A s 1
WSt S ) s P s e A b, AT LR AR ST
R R IEAT IR SR R S S AT SN, B
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LVE N

EX 6 AT EH B (AG-PM):

1) Jsda s e 2 2 B R B R

maptovertex(alert)—vertex=map(alert),

vertex€V

2) [AlAC bt B

maptomachine(alert,vertex)—machine,

machine € processing machine set
43 ETHEEMFHTEEXKRS N

AT H M1 (AG-GAS) AL T .

1) AR WS i ) A i 7 5 4 5 LAV 2R 2l
GRIVAFDNS I R Bk B B A1

2) WRRARY B 2xf 4 B R (R EBEeE
MRS ATV E S v RS R 2B
FHH Z I RE . i, wrm COamD e W
RS, 7N, Him CF ) 5B UK
T T 0 D T i SR PR R 5 BT ) VR RN e
i i) 553 8 S BRCRE KA, QA A LS 7 0 L
2 AR R

3) WIRAI B AT R SR S O
5 BT B

4) WCERWT B AT 1] P e, Bkt
PER B A 9Bl B i A Y i, 4R S
B BT, B RO S [ ROIRAS E
H ECREFT — 2 RN AI T . 5 o ML R
I J 1 AP B KT [v 8 5 R A H 2 R 1 R
Rt K s, MIE T —DRra e e . 73
—ANJ5 ) B AR, RLLLE BT 1) ey )
A 5 2 A7 1) B s B AR, USSR R
J7 AR JS 0(FBW); 5 2 /N7 1) s 484 0,
MIAMEATAT AR BE, - LRk 2 5 (R N H B BOF 43 &
BB

5) NHBrBe: WHRCE 1 R A AT AL B,
ST E SPRES . A RURBEAT ) )i BT,
W2 ARG BT D 1mE SE08 B S R0 /5 10 4H
HHERVE AT BT M EEAT N — UGS, i R
SHRPEIEDR 1o 1 AR I 55 i 1) Y SRR IR A K
W, WA IZY R AT B RETER R, AbBE Ty
I B AR, 5 2Ly Oy oLk
AT KL ITH (kAT S AL

6) 73 KM B AR AR IR 1 BT E SRS T
N IHERORITRIN . E AT R, VR
A HIRIE AR IR, WIVEAG I N R % .

A7 N HE R, VA A T 1) B AT
NI FIRJE TE B -

7) SRS RIFAT A4 O ST =y B el
B, AT B R Bod AR e 32 P i )
Wi {45 OR& R TRUE. HYP. HHYP 22—, W
BEATAA s A BGR E RUIRAS Y TRUE HYP. HHYP
o, [ARER AT A

HARERE A .

B2 WHERS

Input:Message this, Message other

Qutput: Message merged _message

1) if direction of both are FW or BW or
FBW(case 1)

2) then set merged message to be with the
same direction,the bigger fwvalue and bwvalue

3) if direction of one is FW and the other is
BW(case 2)

4) then set merged _message to be with FBW
and the bigger fwvalue and bwvalue

5) if direction of one is FBW and the other is
not AL(case 3)

6) then set merged _message to be with FBW
and the bigger fwvalue and bwvalue

7) if direction of one is AL and the other is not
AL(case 4)

8) then set merged message to be the one
with AL

9) if both are AL(case 5)

10) then set merged message to be the one

with latest alertinfo

BE3 oKk

Input: a local-cached sendmsg, EDGES

Qutput: ouput sendmsg

1) if Apply skipped then skip Scatter

2) if direction of sendmsg is FW then send fol-
lowing OUTEDGES

3) else if direction of sendmsg is BW then send
following INEDGES

4) else if direction of sendmsg is FBW

5) then change direction of sendmsg to BW

6) and send following INEDGES
7 change direction of sendmsg to FW
8) and send following OUTEDGES
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Input: vertex, EDGES

Output: updated vertex,ouput messages

1) get the biggest fwvalue b fwvalue from all
adjacent vertexes following INEDGES

2) get the biggest bwvalue b _bwvalue from all
adjacent vertexes following OUTEDGES

3) update itself and prepare hyp message for Apply

4) if neither b_fwvalue or b_bwvalue is 0

5) then set hyp message to FBW with
b _fwvalue and b_bwvalue

6) else if only b_fwvalue is not 0

7) then set hyp message to FW with
b _fwvalue

8) else if only b _bwvalue is not 0

9) then set hyp message to BW with
b_bwvalue

10) else if b_fiwvalue and b_bwvalue are both 0

11) then skip the following Apply and Scatter

HiES NH

Input: local-cached message, vertex

Output: the updated vertex

D)if direction of message is AL(case 1) then

2) if status is FALSE or HYP

3) then update alertinfo,set vertex's fwvalue
and bwvalue to be ITH

4) change status to TRUE
5) build sendmsg with FBW
6) and sendmsg.fwvalue=ITH-1 and

sendmsg.bwvalue=ITH-1

7) else then update alertinfo and set status to
be TRUE

8)if direction of message is FW(case 2) then

9) if message.fwvalue is smaller than ver-
tex.fwvalue then skip

10) if vertex.bwvalue is not 0

11) then set status to HHYP

12) set vertex.fwvalue and ver-
tex.bwvalue to ITH

13) build sendmsg with FBW and

14) sendmsg.fwvalue and bwvalue to
(ITH-1)

15) else then set vertex.status to be HYP and

update vertex.fwvalue

16) and build sendmsg with FW and

17) sendmsg.fwvalue to (ITH-1)

18)if direction of message is BW(case 3) then

19) if message.bwvalue is smaller than ver-
tex.bwvalue then skip

20)if vertex.fwvalue is not 0

21) then set status to HHYP

22) set vertex.fwvalue and ver-
tex.bwvalue to ITH

23) build sendmsg with FBW and

24) sendmsg.fwvalue and bwvalue to
(ITH-1)

25) else then set vertex.status to be HYP and
update vertex.bwvalue

26) and build sendmsg with BW and

27) sendmsg.fwvalue to (ITH-1)

28)if direction of message is FBW(case 4) then

29) if vertex.status is FBW or AL then skip

30) else then set vertex.status to HHYP

31) set vertex.fwvalue and bwvalue to ITH

32) build sendmsg with FBW and fwvalue
and bwvalue be ITH-1

5 Lo

51 HIYRIE

A TCR S AN A Hi /N TR o 4 Sk R T
BT R, S & N HPh s 4 DMZ
FHL hostl, PIHEEMILE A host2 3| hosts #HEZAAH A
W R =L AT LA 3 AR
ftp-rhost(CVE-2008-1396). rsh login(CVE-1999-0180)
H local-setiud-bof (CVE-2006-3378), B # e
it DMZ FH1 hostl Bk B host2 2 hosts, AT
fai A Mok B, Jl I G BBk B, AR R 2% A hostS
Al host3 ZMAFAEM LG IA LR, LA 3
B, AR S E 4 B

h T RN 22 Y5 ST 73 B ) ik e o P R A Y i
(16, 7E snort [, ASCIHECE T rsh fRRIIELI,
BRIy HREASHIN 21 rsh R FH RAH DG 155 o AR Rl 25 SR an
Kl 5 BioR, AT LA BIACFE S | SEREHE HERT H B A 1)
WS JEME, R GENE I 28 &0 5 2RI T
W14 fip rhost(1,2)« fip rhost(1,4)Lh B AR 52K
SRR, [T 2D .
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host 1

3
< | Firewall 2 i | Firewall 3

host 2 host 4 host 5 host 3
K3 eIk
[, ASCR ] Wang! Ml Seyed! "5 H1 i B
Sip(0,1)

\

PG EAT T 52830, WangPIEREAN 5 e
5 25 B0 2 HEAT T I A R 4R X TR RERS SR
T, TR AT ORI R, SRR AT
AR PHE R P A, (HRBuhE A
P ARl ok A, St ok AR G IR T AN
. Seyed! iy VA 2 1) LA v B A 1R 1
T, ek e N TR, A4S
REMACE AR, BT RIRECE, (AR
i o JE IR S TRl B A, (R IR AT TN g
AN L H ) 22 95 55 I3 A 5 T2 R e Lk &
5 IR )R T, ()P o o 1 L
g R ECE (AR Sed i 2
PTEAS R FNBCi A 1E, - DO AN B iadt AT
ARERD o 1 PRI AE T R R (1 P
AT LA H A S8 RIE T T BE ) BT WangP Rl
Seyed! "Mt Bt P DRI Oy v

\
:‘ Em

User(1)

fip-rhost(1,2)

trust(2,1)

Y

rsh(1,4)

user(2) user(4)

local _bofi4.,4)

local bof(2,2)

d ip-rhost(1,5)

Sfip-rhost(1,4) 7
Y
trust (4,1)

/

trust(5,1)

trust(3,5)

rsh(1,5)

rsh(5,3)

user(3)

local_bof(3,3)

user(5)

local _bof(5,5)

4 TRIEIRGE
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user(2)

local _bof(4,4)

Y
local _bof(2,2)

Bl s Tlsrbras R
1 KEKD TR LA
WARES Wbs R WlEE O RIREC SR
Wang 8 3 14 0 6
Seyed(HT=3) 8 3 7 2 1
ARLATH=3) 8 3 11 0 3

WL S 2% P ERLEE 10 &, §TK
o R A 72 AN R, ARG XTH T host2.
host3. hostd HEATHHE, P74 T 10 AW 2,
B 6 W] Wang" iy 7 vk A8 5 KR ) et 1] v
SR 2 ARk, Seyed!' M U7 vE I T BIE
PR RN BEAT AT AR R, fE e BRI
M, AT VER: Wang® ) 7 AR R AR R B RAR T
T 40%, b Seyed" 1y vk 4 % R TR A ok
AR -

52 SN MERESR

FEFHAT TR 452 |, AR3CHE IBM System
x3650 m4(AbHAE BS-2620, AT 64 GB) _LJilE 4 4~
CentOS FEAUNL, FEHERIMIIIEAULILE, 8 GB
1£, i HEREM-R, H3Z#F GraphLab Powergraph Al
MPI. AR SCRHW ) 2 5l b A58 ] 194w T g o 2
Bn, B 50 480 4. ST ARG B B AR
MulVALPVE R, 4058 5013 AN 50R1 12 036 4514

1 A/A/A

st —o— Wang i
—A— Seyed Jji%
|l 3 937
78 9 10

ﬂksﬁff":‘i‘%?ﬁ
K6 weaRkias

e A ERE AT b, ARSCAERS LU LA
THTEAT I

1) 5 A BRIV ()4 ) %) LE

2) ASIR] Y I A B A 2 R N T A b BRI
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