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Design and implementation of secure Windows
platform based on TCM
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Abstract: A secure Windows platform solution based on TCM was proposed to solve the integrity measurement and at-
testation problem of the Windows system. Two security modes were realized by extending the Windows kernel: in the
measurement mode, all executable contents that were loaded onto the Windows system were measured, and the TCM
provided the protection and outward attestation for these measurements; and in the control mode, the measurements were
further compared with a whitelist customized by an administrator, and all the programs that were not included in the
whitelist would be prohibited from running. Experiment analysis shows that proposed solution can enhance the security

of Windows platform and resist some software attacks; and at the same time, the average performance overhead is about
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20~30 ms, which will not influence the normal running of Windows.
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G P57 MRS . S A R B A X

Windows #1E RGWLINY E, L ABAR T ZARIL
FEX] TCM 24 ERT: 38k, X0 224
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ThinkCentre M8000t. M4300t % 41" 1 [ Jy () 2 F
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FERAT TCM ZRediAT THSEIL, FFH USB 4%
P ARM JF RN AL, AL 0] LI TCM %%
L. 1% TCM BT KA T LA Ik Eh =
PR, X R B . AT
144> Windows FR /L IX L Ly fl#% (LPC 1]
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711  http://appserver.lenovo.com.cn/Lenovo_Series List.aspx? Category-
Code=A02B30C01

712 http://www.tongfangpc.com/products/chaoxiangz/index. html

73 http://www.tsinghuaic.com/pdf/ [R5 18 HL 7 AT {5 T S A# o 5 ZE.pdf
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b283c0f91ef5762¢1{c99696d669cIb6302bc046d43 1acadacd7176912e5f21e myeclipse.exe
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ed5Selcfad0709¢f9a74ca785ac1 bl 76f9e583f3d965f5bb20b7029¢201082164 java.dll
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20:C:/Progran 18] : 2014-03-10-18-10-20)
21:C: /Progran_Fil, D11 d11 (g : 2014-03-10-
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R4 AL, FET RIS PEK IHEME, HATHE
SE [ 23 PCR L B AT TCM 224535 1 Be i A 44
B, n PUGRIEVE N B R A 4 5 50100 A5 R
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>, TCM A AL ER, TCM [ PCR %
ey BB reset 8L extend #EAEHEAT L,
I, Bk ik se i B Bt . BE— &340 TCM
(R 2, e PIK R A PEK UEF540 Jo2d it
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()5 AT PAT R P RN LT R PR R Ks iv4
SM3 J5 33347 TCM Extend 4, 24l $h AT R
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23:C: /Frogran | F:1as/Sﬂgn\ﬂnpul/tﬂmpnnanlS/Sglppandarfl n 2 205/S ghppender D11, d11 (8] ¢ 2014-05-10-
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34:C:/Progran_Files/MSH_Gaming_Lone/Windows/chlarzn, exe (1A : 2014-03-20-15-43-51)

3.0 NTHDOHS sy stend2fcale. exa (BT18] ¢ 2014-03-20-15-51-13)
36:C:/Progran_Files/360/360zip/300zi pUpdate. exe W[H]  2012-03-20-15-52-59)

7.0 fFrogran Files/360/3602ip/380zi pUpdate. exe (8] : 2014-03-20-15-53-04)

=i #Progran_Files/SSH Conmuni cations, SEE\.\(NW‘?SH Securs_Shell/SshClient. exe OHH ! 2014-03-20-15+

(a) AAPBEL CEBIBED

645 C:/WINIONS/ spstend2, spooldriv

W3DR88/3/arddrvui 411 BO1DBOEL CIZOCE46A

BAT C:/HIHDONS/ systen32/ spo %38/ 3fmx dwdui . d11 1BFC2BRCATE, 1DDSTTEFS 100
648 C:/WIHDOHS,' ub. dl1 JBTOAFT93FFICA0FOCESS92
/M ussgssvzncnsmammzmz;mvzs]x;mszcmgangcyammaszamzs
G fwhit ET)

(b) BER S WM Bl

11 Rootkit Kl 5 By )

6 ZERIE

ASCH I T Windows FR G AT (5 5 &
B, WL P i Windows PIAZ X RGO APT HEAT
hook, fEE ARG INE M AT P HATRE) s LT
TCM &5 FiE W 283> 6 1 5 43 70k LR Se 38k
RAEMATE M. ARSI EE A — L0 Windows
PfE R g HIR B LU e N 3 5, i ATM BL.
Hzh & R G5
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