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Narrowing the semantic gap in virtual machine introspection
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Abstract: Virtual machine introspection(VMI) has been widely used in areas such as intrusion detection and malware
analysis. However, due to the existence of semantic gap, the generality and the efficiency of VMI were partly influenced
while getting internal information of a virtual machine. By analyzing the deficiencies of existing technology of semantic
gap restoration, a method called ModSG was proposed to bridge the semantic gap. ModSG was a modularity system, it
divided semantic restoration into two parts. One was online phase that interact directly with user to construct semantic
views, the other was offline phase that only interact with operating system to parse high-level semantic knowledge. Both
were implemented via independent module, and the latter provided the former with necessary kernel information during
semantic view construction. Experiments on different virtual machine states and different kernel versions show that the
ModSG is accurate and efficient in narrowing semantic gap. The modular design and deployment also make ModSG eas-
ily to be extended to other operating systems and virtualization platforms.
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