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Abstract: With the development of cloud computing and big data, it had important practical significance for how to out-

source private data and verify the computing result efficiently. A verifiably outsourcing scheme for multivariate polyno-

mial evaluation based on multilinear maps and homomorphic encryption was proposed where the user could verify the

computing result exactly. The proposed scheme is provably secure without random oracles and the multivariate polyno-

mial itself and the input of the function are private for the server. Moreover, the cost of the user is much smaller than that

of the server, and it is much smaller than that of computing the multivariate polynomial directly.
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(pk,sk) < KeyGen(1*, 1) : BINGZESH A,
BREL . HH A pk RURVEH sk
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AR AN (a,ay,,a,) %S, S B IFlo=(o,,
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3.2.1 KeyGen(1*, f(x,,x,, -, x,))
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. ;2 .
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U, ¢ (s)58,,0005,) IR I3 5T
= H (€, (ﬂ}],]‘l >y

Jite i <d
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o, =g’ W, jell2k}, k=[logd+D].

?HAU.H:I]O-% :(O-ahl’o-a,,z’.“’o-abk)’ be {132"“”/1}’
% BKkiko=(o,.,0,,,0,) 4% 4

WHZRG, B ¥ (a,a, ,a,) BN gs 3
o =(0, .0, ,,0,") Kk 4. A RN 0" TR
VEWIZE S (p, 7, 70,oum,) . BLIRES p A3y # f(a),
a a’) . M1, 1% p W1E Y = f(a,
a,,,a)) o WNHNE 2 NGRS LOE L IF, R

g.ho, o,

51

t g _
e(—, gk(n+1)p) = e(#»”lp)

y

&r &
o(E 7 ) e(B 7))
& &’

2015172-5



.28

-
B

36 %

t g .
e(Tagk(nH)p) = e(#’(ﬂl )’)
& g

52

(B (1)) e(B (7, ))

& &g&"
s, =s+a ,ie{1,2,-,n}, Wik ik 2 RKth
5

t s P s P s P
e(_;’gk(wl)p):e(gl T )-e(g)” 7y )re(g)”,m, )
1

@)
e(?,gkw”)=e(gl-:(zz,*)ﬁe(gf,w;)p)-~-e(g|-:(7z;)">
3)

®2). RO, A
A2 G ) =G (Y @S2 ) el (Y
7 , z,
i
A2 G ) =2 () Vel G (2 )Y (g ()7
”1 7 7,

r
y =y
F}? [;L . gk(nﬂ)h/s — |:( ﬂ.l* J[lz*j . [ 7Z'n;’F J:l , B u
N\ .,

WL e fift ok (k(n+1),d) — MSDHS i {
4.3 IARFAME
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AT R

S "ERARGR S BNERE n TG d 2 02 I
X f(x,%,,,x,)€ Z[x]
F=(N9Gl’.'.’Gk(nﬂ)’e’glﬂ.”’gk(nﬂ))<_G(149k(n+1)) )
k= (log(d+1)—| y 8, <G o

BENLIEFE s = (s,,8,,7,58,) < (Z,)"» VI

5138 30eesS), )

_ o/
r=g
2/(*[

o, =(0,.0, .0, )=(g".g" . .g" )

0, =(0, ,0, 0, )=(g"g" vog” )

NERNEEE| pk={,g,h0,,0, .0, ;f) K IE 4y
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R, AX S HATHRIARIINE Wi . A KX
W (a,ay,,a)% S, S EWr«Z,, HH
o, =g’ W, jell2k}, k=[logd+D].

fitho, =(0, .0, .0, ), be{l,2,-.n},
&% B Riko=(o,.0,,.0,) 4 Ao

WS E, A &R 2 M a, = (a,,,d5, s
a,)s a, =(a,,a,,a,), SIEFi {01, k—1},
WAL B =a =(ay.a0..43) » Bi=a =(a),
ayy,ean) s HREBL B.

B k¥ b« {01}y, K% Enc( B4 S. Sil4

Z =(Enc(a,), -, Enc(afﬂ ), Enc(f,),
Enc(aéHI ) Enc(aéki1 )
HRIEL Ao AR« {0,1} 245 S,

Wb =1, S Hithb=1; HNHHbL=0. L
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¥ je {01, kb, X Z,=(Enc(a), -,
Enc(alzii1 ), Enc(aozi ), -,Enc(aozkiI ) s

W) Z, = (Enc(a,), Enc(a?), -, Enc(a® ), Z, =
(Enc(a,), Enc(a}), -+, Enc(afH ) o

EEPr[A]>%+gﬂLM&Hj

P A(pk.Z,) = 1]~ Pr{A(pk, Z) =1]|
= Pr{ A(pk.Z,) = 1]—%%— Pr{A(pk.Z,)=1]|
Ze+e=2¢

Mp=0R, Z=2Z; Mb=1, Z=2Z,,.
Pl 1

Pr[b' = b] 4] SPr[b':b li=1]Pt[i=1]|

k-1
=%|Z(Pr[b'zb|i=l,b=O]Pr[b=0]+

1=0
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