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HybridFA: a memory reduction technique for the
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Abstract: Despite the fast speed in multiple string matching tasks, the advanced Aho-Corasick(AC) automata wastes
storage memory to a great extent. Study indicated that the automata states have specific statistical access characteristics in
practice. Accordingly, a series of algorithms based on statistical characteristics for building hybrid finite automata, named
HybridFA, are proposed. This work completes partial states of the AC automata according to different features, including
access frequency, state hierarchy, and combined characteristics respectively. Experimental results on the real-world data-
sets like Snort, ClamAV, and URL show that the storage space of HybridAC is reduced to less than 5% of the space cost
by the advanced AC automata. Furthermore, HybridFA based on combined characteristics achieves the superior perform-
ance on matching speed and robustness comparing to other proposed algorithms.
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SINAHAE 0 3.47%, Himtb®h 4.58%, i
VU T 3 (0~ 2 5 AC H 3l Bl UL T 3 2 11
89.61%, HEAGELR A 79.98%; 241 i) JZ K FLFR N
3 I, HybridFA_2 SEVAMIAE 3 A 4 L0 A7 i =
[ SPMEACH AC B BIHLAERE = M 3.58%, H.
e bER A 4.38%, 11 VL 1 FH4{E ) AC H
FIHLUCECE LI 69.45%, HIMKHEA 56.22%.
AL, 2 FPEVELE VL RCTE BEAMIE T g AC 1R 50%
I, Al 2% 0] CRRAK R =4 AC (1) 5%LL T .

2) ZEA G R I AR 1) 5E A

& 8 mIA, oAbty in S At R
95%u 5 K, HybridFA 1 53274t 2% 1] (1) 18 K53
FEZHTIAER, A SCK HybridFA 3 B34 % AR
WA 98%: Ji4b, BAG e AR IR SRR IIE K,
HybridFA_2 5L AR VU PCTE B G IR [N, A7 2 )
WA, 1742 R IR 3 J2I, fEfif S )
NF Rk AC 18 5%, HIUCEGEEEL s AC 5
WEIK) 50%, FTLAK HybridFA 3 S0 2 R IR ¥

H 3. % 3 8T HybridFA 1 5ik. HybridFA 2
59k HybridFA 3 535, &gt AC B5AE 3 M ILsK
AR A7 fits 2% W) 5 DU C 5 xR

2 3 20T AT WL, HybridFA 3 S0 4E 4t 25 1)
% KT HybridFA 1 5751 HybridFA 2 5i%, {HL
B B # b T & . A, HybridFA 3 59k
Snort. ClamAV 1 URL 1% 3 M ¥didE A7 il 25 1)
3k 2.75 MB. 14.55 MB 1 8.70 MB, X5 &4k
AC HFHIAEMEZ A 4.90%. 2.65%F1 4.63%, fij
VC B 5 73 59 2 iR 2 AC H BIHLIY 85.80%-120.05%
F1 83.81%. WM., Al (134 /N T imdh AC BT
5%; VURCIEEEAE Snort MR URL B 5k
AC LAY, 4E ClamAV BN BT =2 AC 5k

SRS A5 R, Fys I SE AR 4y ) 2
RGEAA 2 PO iELER i HybridFA I AT IR GF
PEARR . XL &, e e ik, 56
AR S5 /N BAE A YT R, X O I 1 S v SR
fifft, JITCATE BL5E A4 s R A, A BT
TS (A B /D, EE S B v AR A 3 N AN
e JZERGERMI T, SEANEET AR BT
AIZ AL MBI R AR, U7 A S
(07 s AT RE R AR AR AN, H R 3 i U I A0 1R 1
PIEE P AEACZ Y b, ORI it 12 1R AR A 3 B 1 AH
XS, LESEBRN R, BEAE SE AL R I I,
ATAf 23 AR AH N ORGEIE K, DR b 7 ZEAR I AR 75 oK
BT S ) S5 UC T B ) G R . a4 &
H i U7 ) AR 1) 2 KR AE TR S B 3L
TESERAEATAG S )L DG P R R R 33 B 1 S 2
PERE B3RS T Bl R
4 ZERIE

SO ECE R F P ST MREE, B2
T ) A S A AN R T ) R IR e Ak 2
PRI IR A B SWLIEE, IR a Tl b 2 M
SERINEYNE 7 It e 2 A TR Geid SO0 =PI Rretog ¥ = RS

%3 HybridFA_1. HybridFA_2. HybridFA_3 fl15 % AC &7 3 tHETHIRE L EE= B AN LR Z X b

Snort $#4E ClamAV ¥4 URL ## 4k
e PRI R 17423 6] /MB UCRCAE /Y {efif=F/MB DL 2 A4 [5)/MB PLACIE
/(Mbit-s™) - /(Mbit-s ™) T /(Mbit-s ™)
widk AC — — 56.16 84.39 549.89 37.49 187.74 85.35
HybridFA 1 98% — 2.22 69.86 10.25 39.77 8.60 68.26
HybridFA 2 — 3 2.22 5327 13.29 33.74 8.22 47.98
HybridFA 3 98% 3 275 72.41 14.55 45.01 8.70 71.53
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HENI%%: HybridFA: —F3ET4 i AC HEPL b AR ©39.

RO AR SR S5 RRYT, Smid AC HIEAM
bE, 3 MHELRAEORUEDC L BE R [R5 )
KB H AC LN 5% A7, [RIR, g5&Hdiin
Vi TSR AT ) J2 ORI (1 B ShHL 58 A ik e
VG P T P AT A A W P g T AR A T R AOR . R
K TARRE X M AR AN YT 1) JZ KX 2 NS
b S E 5 7/

2 30k
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