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Abstract: The existing attribute-based encryption access control studies are mostly based on single authority, and this
scheme is apt to be under attack to cause exposure of secret keys. Thus, a multi-authority access control model
PRM-CSAC is proposed. Based on CP-ABE method, a multi-authority attribute-based encryption scheme is designed to
improve security level. Minimized attribute grouping algorithm is designed to distribute keys to users according to needs,
which can reduce unnecessary attribute key distribution and decrease the amount of re-encryption attributes. The read and

write attribute are added to strengthen the control of owners. The analysis shows that the proposed scheme can meet the
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security requirement of access control in cloud, and it also has less response time and system cost.
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