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Abstract: To select optimized features for intrusion detection, a two-level feature selection method based on support
vector machine was proposed. This method set an evaluation index named feature evaluation value for feature selection,
which was the ratio of the detection rate and false alarm rate. Firstly, this method filtrated noise and irrelevant features to
reduce the feature dimension respectively by Fisher score and information gain in the filtration mode. Then, a crossing
feature subset was obtained based on the above two filtered feature sets. And combining support vector machine, the se-
quential backward selection algorithm in the wrapper mode was used to select the optimal feature subset from the cross-

ing feature subset. The simulation test results show that, the better classification performance is obtained according to the

>

selected optimal feature subset, and the modeling time and testing time of the system are reduced effectively.

Key words: intrusion detection; feature selection; support vector machine; Fisher score; sequential backward selection
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