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Abstract: To solve the information leakage problem resulting from several assertions of previous range query solutions,
there is a secure range query scheme with one assertion (SRQSAE scheme), and the scheme is claimed to be secure
against ciphertext-only attack. The security analysis on SRQSAE scheme is presented, and it shows SRQSAE scheme can
not hide the size of search keyword. A new scheme of secure range query on encrypted data is proposed through intro-

ducing random numbers in the generation of search index and trapdoor. The new scheme can provide the privacy guaran-

tee on search range and search keyword, and it achieves high level needs of security without losing efficiency.
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3) Trapdoor (H,L,SK) - % HBUH F* AU FIH FAEH
SK , MERXIEE) LN H L, A AN A
RIMER T, JFRIES CSS BTG K.
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JIEXT I R 088 50 ik 4y AU 75 U No 15t W)
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RigR, IFRPRAERRIE KRG R R RER. H
& CSS A IR (1) — VI BRIk B AT 73 47, &R
KRB I DR ) 5 | FIX (A E R b T 148, SRR AT
NI ERS W P SR PN : 35

WX AR R T R 2 e AR K
BEF AT R R EE AL, anoeB i, B
IRANEFPOCR, R R I RN B A4 (5
BEXTAMEREL T AT CSS 43l Hh BERA T (1) 5 S
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W, RS SCIX TAIR 2R 7 0 AL A BB Bt o KA o

EX 3 (W CSS MR RE X 2 —FF, 8
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2) BuildIndex( 8,SK ). %415 & A FH AL 4]
M, IITHEHRCETOMX M RGN
1, =[cos0,sin60]M . DO ¥ I £ MO 7= 5|
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R LT 2 ANAEFR TR LR E GO 3R
J& T N 4 B OLH)F

1 sin(6, —83)>0 A sin(6; — 6,)

sin(6, — ) sin(d, - 6))
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—y FAEAE 2 PRI RN XIN R RS 1, 5 (), 1) Bt
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2i LTk, SRQSAE 5 AN GE R 2 O Hl 7
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4 ZFNXEEEFHE

1EXF SRQSAE 7 %M & A TEREA T 0 T s, STk
(81 ZUFW T4 & 2 MERRGI LA,
SRQSAE 5 Z %) HoAH W% 2 B =7 6, i1 9, [/

AT, HR Y% it 2 MERZE T,
W, LA, WREIEET 6, 6, 6, K

AFREAEEN, FLZORAEL Ry FEgl(6) . FERE
M [AfRAFAE

. a, b
1, =[cos @, sinf|] =[n, Kol
c, d

) a, b
I, =[cosb,, smé’z]L a’} =[r, 1] (6)

) a, b
193 =[cosb;, smé@][ }Z[’%l, 1]
c, d

XA /& SRQSAE 7 EARELRIER 51 K HE 7K
ANHEFP DGR IR R AL

TEAATH, gy T — > SO3E % SCIX (1A % B
7%, 5 SRQSAE J5 % BuildIndex, Trapdoor £
R E T EIVEART, B RAER I E IR A4
B, EGINBEHLE, AT G A5 B I RIX
i) bR S BT T AR L B .
41 RENEXXEEEMAE

W 2 A IX MRS R T E B U 44
%

1) Setup. DO E S FENLIEFE—A> 4x 4 (] iR
BEM , JEUHSE AN H R M o 2 [M ]y, %
INHIRE MBS VAT B 2 ATRIEE 4475 T (M1
FORTERERE M~ W 15 5 2 FIUREE 3 5. Wy
RINFAIN SK N {[M 13 [M 43} » DO Hf SK %
AHIRIES AU,

2) BuildIndex(8,SK )o X FATRE R BT
6 » BT BBV LE R o e R, WIDCHEY- 60 T
XX R R R T A

Ni

1, =[cos8,sinb,c;][M ], 7
DO s Fetls A SCBE 7 X R 51— IF Rk gy
PEVER i

3) Trapdoor (8,6, ,SK) o X T4 X 8] ¥ _FFR

AT BRAE (6y,6,) » AU P E 56 3 8 bl HL L
B, ye R, JilH
T, =[M'];[cos6,,sin8,, ]
T, =[M7] Jyz[cos 8, ,sin 9L:7]T (8)
T e =C08(8y —6,)

range

BREMEIIER T =AT,..T.T,}, AT %
bk, FFEZRT, TIFARREESTT,, T,
R SC RAEBEHLAT . AU KBTI B R %4
CSS.

4) Search (I, T) o #MLEIMETIT = {T e 1. T}
Joi, CSS XEEMER RS K5 30(9) /2 15 L.

Tange <UT)XUIT) ©

range

WER AT, T Yes BRE R T/ R X [H]
JEFIN, ST No, WHRGIATEHRX A .
%%, CSS Kefarth &5 0 Yes [ JCHHE X I (1) 125
B K4y AU,

42 REHI

TEAT T, 45 3 SCIX ARG 2T RN 2 20 T o
G 7 B IR . A DR TR R X ] I 5C
e RE AL (9).

IETRME T [ My, Bk M P 1475
2ATRIES 447, MNIITHE [cos 8,sin 6, 04 |[M 15, BLAH
T8 [cos 6,5in 0,0, 1M , W

[cos8,sin 6,01 ][M 13,4 =[cosb,sin6,0,01 1M
ORI T (M L 511 F 51 2 AR
[M™'],lc0s6,,sin8,,81 =M '[cosb,,sinb,.5,0];
[M'],5[c0s8,,sin8,,%] =M '[cos6,,sin6,,, 0]"

PNIITEE]
(IT,))x (IT,) = ([cos ,sin 6,0,0, MM "'[cos 6, ,
sin@,,,5,,0]" )([cos 8,sin 8,0,c, MM ~'[cos 6, ,
siné, ,% ,0]") =cos(6 - 6,)cos(0-6,)
FIHER 1, a7 R IEmT .

N IE SR B A Bt O Learning BB
A [A] I S RAF A 2R OG- H A N I R R 51, HA)y
SRICVESRAS 7 R I FLHE

EI 5 (B HATE Learning B3RS T k
W REEFRRINE (O, 1,),i=1,2,,k » BliFREE
PAF RGN SK
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Uy, 1,814
WERR R (M 15y =| uy,75,85.1 |
Us, 13,583,103
MHERRGUN T, =105, 05.04] » IR R GRS
ERFAERENLEL vy, vy, vy » 1S EII0 R 7 FE4

cos Quy +sin Qu, +vuy =1,

6, %

cos@r +sinbr, +virs =1,

) , i=L2,---,k (10)
cos@.s; +sinG,s, +v;s; =1
cos@t; +sinbt, +vit; =1,

AT T3 AR LT Ak AT REREAT AR, AR R

%D% Viu3, V,»l’3, ViS3° Vit3 ﬁ\%u)ﬂ/}% xl" yjo Z[’ W[ 5{%

z

. X . . W
For, HAg Z = Yirl _ Zixl _ Wit =m;, m AR
X:

i Vi Z Wi

o ALK REAL10)HI T FRAL(1 )RR
cosGu; +sinQu, +x; =1,
cos@n +sinfr, +y, =1,
cos@;s; +sinb;s, +z; =1l

cos@t, +sinbit, +w, =1, ,i=1,2,-k (11)

X tmx; =0

Vi tmy; =0
Zi tmiz; =0

Wiy +mw; =0
T R AR BRI

Uy, Uy, 15Ty 5815805850 s A Vis Zis Wit i1k
W2 BT RAQ D) T ILE A 8k —4 N TR, T
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