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Abstract: Traditional methods of protocol identification, which is mainly based on individual flow, lose their effective-
ness as dealing with sophisticated network applications. A novel model of identifying sophisticated network applications,
called flow-aware model, is addressed. This proposed model abstracts the characteristics of sophisticated network appli-
cations from spatial dimension, time dimension and flow dimension, and provides the detailed analysis and deeply mining
in characteristics of behaviors and states. Based on this model, a framework and method of sophisticated network appli-

cations identification is proposed. The experimental results demonstrate that the proposed method can achieve the pur-

pose of identifying sophisticated network applications effectively.
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