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Side channel attack of cipher chips based on difference variability
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(Department of Information Engineering, Ordnance Engineering College, Shijiazhuang 050003, China)

Abstract: Side channel attack (SCA) has the problems of high sample quantity and long analysis time. Noise of side
channel leakage and its differential reduction method are researched combined with the architecture of micro control unit
(MCU). Signal difference variability and hamming weight difference variability are defined, whose inverse proportion is
checked. Method of key analysis based on difference variability is proposed, which uses its change property in encrypt

process. Data encryption standard (DES) is cracked in experiment, which only needs 150 power tracks and 1.03 s analysis

time. The attack method can be extended to crack other block ciphers which implemented in general purpose MCU.
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