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Abstract: To construst a minimum-cost network hardening (MCNH) scheme in large-scale network, a stochastic loose
optimize strategy based algorithm (MCNHA-SLOS) was proposed, and its effectiveness was analyzed. MCNHA-SLOS
was a near-optimal approximation algorithm, which could achieve iterative computations in the array of sparse spaces of
the whole plan space, so that the near-optimal scheme must exist in the low cost plan space. Instantiation analysis and

experimental results show that the MCNHA-SLOS algorithm to be efficient, precision controllable and asymptotically
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optimal, and thus very applicable for large-scale network.
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512 10, 10, 10, 11, 8, 30, 13, 8, 10, 12, 10, 11, 12,12, 11,9, 10,9, 11,9 11.3 0.95
2048 9,9,10,9,10,10,8,10,9,9,9, 10, 10, 10, 10, 8,9, 9, 10, 9 9.35 2.75
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Nsparse (4) 22.1(0.05) 14.45(0.2) 11.45(0.6) 9.85(1.5) 9.1(3.1)
Noparse (8) 25.7(0.1) 17.7(0.3) 11.1(0.75) 9.6(2.05) 8.75(4.5)
Nsparse (16) 27.2(0.1) 18.55(0.3) 11.3(0.95) 9.35(2.75) 8.45(7.75)

2015027-7



mofE 5

Eixd %536 %

GeneratePlan(density) = (x,x,,--+,X,), 2)

o, a3 Rand()%10 < density <10, W x=1, HH
Rand()%10 = density x10 , W x=0. 11 GeneratePlan()
=Rand()%2" SLF5 L& densitn=0.5 I XQ2)1EILIE
Ko ANTE Noparse A S5 WS density BIANRIHUERT
Approx-Opt-Plan “FYRO I 550 o

YT B S PRt MR mE 6 ProsiBed
K, st B 9 BioR. 2 density B 0.3 I, H
GeneratePlan() 7= "E /] Plan 4 %1 ME R 8K,
Approx-Opt-Plan MEVAEHT, I Nierare BN,
Approx-Opt-Plan T~ YA 4E 7 7158 = 1 K P (1
TR Z I LA ROFAN TR 1 Nigrare=8 192 ],
Approx-Opt-Plan TP AR I T [ 2 BRI K
Fi Y density 5L 0.7 B, 1 GeneratePlan()r="+: 1]
Plan G 3IRER 1 &1, Approx-Opt-Plan W2 )
B IS Nyerare BN, Approx-Opt-Plan 1111
ML 2 T BARKI K, AR T density B8R, H
GeneratePlan();="EW) Plan WA WG L HERFLER S
7KV, 24 Approx-Opt-Plan HIPFRAMN SR — ¢
PR S, WURMERAHE N 2 density HL 0.5
0.45 W, i GeneratePlan()r=": 1] Plan H 3 HIREHR
Lb#e & B, A Approx-Opt-Plan 1~V bt 5
Niterare PV INBERS BT B, I H 2 Nigerare BRI AH
REAERF LU W ) R RRads, ALLRIN S, density
HX 0.45 55 0.5 BATHUFIIBOR

30 M) B O densin(0.3)
25l ] — | O densit(0.45)
W densiny(0.5)
& 20F k £ density(0.7)
¥
& 157 h 7 -
H_
i %
10 g g
s| g 7
LW W L |
32 128 512 2048 8192

RIS
9 AIF density 1 LLEE

BrEHL IR density, SEPR T I ZS IR BT
ARG, ek E P R OCHE H AR AR e 4
I, OCHE H AR A 7l 2 Kty (RIS B E SRR
XFPGULT density SUNAZIERUEKIOE; 24 2)E
I H AR R BT, W NERUR N density o
6.2 EIEXTLE

Hurgik, S ADEXT MCNH o) @K g s

2%, (HECIERERS N T KT A2 4 AR D,
R H ISR ARV weighted-Greedy! ™™ B AT
IR . oK MCNHA-SLOS 5 weighted-
Greedy HEATXEL . g AHE ., AEAH R ARCRE A RA L5
(Intel Core Duo T7500 2.2 GHz CPU, 2 GB RAM, Win-
dows XP)F1izAT 2 FpHyk . Weighted-Greedy 5741 1ot
|CIXILRARISHIE I AL, Horh C FoRMags PRI
WA RTSEE T, A e, e A ss
SATME— T RTEERIR B, 10 L AR n-A7T300%
AR N TN EE 2 PR AN 1) e SR PR
FIH Net-MD HJEE T 5 MNP LRSS : Nety, 200
ML R, 10 MESSTE: Nety, 200 NRILETS AL
20 /M1 Nets, 200 ML, 30 ANfEsSYE;
Nety, 200 NRILEAT A, 40 METITE; Nets, 200 4NH)
2505, 50 MG, I Net-VA #IEE T AR
L RGN AT B R AR AN )
H: 16+ 116+ 244, 975 F12297.

Sei e, o MCNHA-SLOS &4 2 1) density,
W Noparse UK 55 FHAKHE| CIXILIRBE LA Nierare
i 2 AMEVEHATHE TR, AR X 2 A
H33k 453 Approx-Opt-Plan [ P34 Wil 10 o,
EE S N s P SN = AL A i
weighted-Greedy % MCNHA-SLOS 5 {14445
S AHBEA ) U AR L3S I, MCNHA-SLOS 1)
Pz B, {E Nety, M1 Nets F, MCNHA-SLOS 4
2I{¥) Approx-Opt-Plan PPN I BAK T weighted-
Greedy, FHIXPI &SR )8 52 2R FE IR 3G Bk
AR . T S, MCNHA-SLOS AEusiE T
MRS 5T 24 W9 288 A5 1K MCNH. i) {8 K A

18
16
14
12
s
& 10
g
2 _
6 /
4 ——MCNHA-SLOS
2 —a— weighted-Greedy
0
Net, Net, Net, Net, Net;
W] 4 B1 5%

& 10 MCNHA-SLOS Al weighted-Greedy 5 L%

7 ZERIE

MCNH — B2 2 G HETE e it
Y TAE B4 2 AT — 7 T A AT R e v s

2015027-8



5519

BOCNERE: T BEHLRA sty SR ) 0 268 e S8 R M S

I, ARRRE. TS SR T
e IR AL F, anfep g FH LA B) T Badk A T v
B ARAR ISRAN AT o BEAE 25 2 Ax ) 1V H 2
WETAY OSSP VSRS <y NP pea i O
FOLSHIRNFIE SR, B8 2B E .

AT MCNH )88 I SEA ) 8, 5F
BEXPIL NP st I T —Fa s R g 5%
MCNHA-SLOS, iz HBENLAA sk simg, #ao
TF) P DI04 i 850 % A A B9 B PR ot 7 22 T Fr P 4L
W] R, K NP FEE PR i i8Sk 2 A Db oK B T 428 1)
APPSR AR A AIE S, MY d 2 m] 3 BAT v
HEHIR, IEFEE 24, MA MCNHA-SLOS &
IR R AT B s LR A T % . IR R,
MCNHA-SLOS RINA HIEAE K fif 52 7% MCNH [1] /8
I HAT B E RS, RS IE T K A 52 26 N 45 21
5. MCNHA-SLOS HRREMS 15 FH T~ KA 5 2%
RINEE, (HAAT T BRI, 2 it
RIMEEZRZ: 1) Neparse 1 Nigerare ZIIIKFR: 2)
WA density HEAT 4 B AT S0k BT S 4 (R 1k
AE: 3) 78] SRS LS A I

2 30k

[1] JHA S, SHEYNER O, WING J M. Two formal analyses of attack
graphs[A]. Proceedings of 15th IEEE Computer Security Foundations
Workshop[C]. 2002.

[2] NOEL S, JAJODIA S, O'BERRY B, JACOBS M, et al. Efficient
minimum-cost network hardening via exploit dependency graphs[A].
Proceedings of 19th Annual Computer Security Applications Confer-
ence[C]. 2003.86-95.

[3] WANG LY, NOEL S, JAJODIA S. Minimum-cost network hardening
using attack graphs[J]. Computer Communications, 2006,29(18):
3812-3824.

[4] HOMER I, et al. From Attack Graphs to Automated Configuration
Management-An Iterative Approach[R]. Kansas State University Tech-
nical Report, 2008.

[5] SIJQ,ZHANG B, MAN D P, et al. Approach to making strategies for
network security enhancement based on attack graphs[J]. Journal on
Commurtications, 2009,30(2):123-128.

[6] CHENF, WANG LY, SU J S. An efficient approach to minimum-cost
network hardening using attack graphs[A]. Proceedings of the 4th In-
ternational Conference on Information Assurance and Security[C].
2008.209-212.

[71 CHEN F, ZHANG Y, SU J S, et al. Two formal analyses of attack
graphs[J]. Journal of Software, 2010,21(4): 838-848.

[8] CHEN F. A Hierarchical Network Security Risk Evaluation Approach
Based on Multi-goal Attack Graph[D]. National University of Defense
Technology, 2008.

[91] ALBANESE M, JAJODIA S, NOEL S. Time-efficient and cost- effec-
tive network hardening using attack graphs[A]. Proceedings of the
42nd Annual IEEE/IFIP International Conference on Dependable Sys-
tems and Networks (DSN)[C]. 2012.1-12.

[10] DIAMAH A, MOHAMMADIA M, BALACHANDRAN B. Network
security evaluation method via attack graphs and fuzzy cognitive

maps[J]. Intelligent Decision Technologies. 2012, 16: 433-440.

[11] SWILER L P, PHILLIPS C, ELLIS D, et al. Computer-attack graph
generation tool[A]. Proceedings of DARPA Information Survivability
Conference &Exposition II[C]. 2001.307-321.

[12] SHEYNER O, HAINES J, JHA S, et al. Automated generation and
analysis of attack graphes[A]. Proceedings of IEEE Symposium on
Security and Privacy[C]. 2002.273-284.

[13] SHEYNER O. Scenario Graphs and Attack Graphs[D]. Carnegie
Mellon University, 2004.

[14] AMMANN P, WIJESEKERA D, KAUSHIK S. Scalable, graph-based
network vulnerability analysis[A]. Proceedings of the 9th ACM Con-
ference on Computer and Communications Security[C]. 2002.217-224.

[15] LIPPMANN R P, ef al. An Annotated Review of Past Papers on Attack
Graphs[R]. MIT Lincoln Laboratory, 2005.

[16] LIPPMANN R P, INGOLS K W, SCOTT C, et al. Evaluating and
Strengthening Enterprise Network Security Using Attack Graphs[R].
ESC-TR-2005-064, MIT Lincoln Laboratory, 2005.

[17] OU X M, GOVINDAVAJHALA S, APPEL A W. MulVAL: a
logic-based network security analyzer[A]. Proceedings of 14th
USENIX Security Symposium[C]. 2005.8.

[18] OU X M, BOYER W F, MCQUEEN M A. A scalable approach to
attack graph generation[A]. Proceedings of 13th ACM conference on
Computer and Communications Security[C]. 2006.336-345.

[19] CHENF, TU R, ZHANG Y, et al. Two scalable approaches to analyz-
ing network security using compact attack graphs[A]. Proceedings of
International Symposium on Information Engineering and Electronic
Commerce[C]. 2009.90-94.

[20] CHEN F, SUN J S, HAN W B. Al planning-based approach of attack
graph generation[J]. Journal of PLA University of Science and Tech-
nology, 2008,9(5):460-465.

[21] MAN D P, ZHOU Y, YANG W, et al. Method to generate attack
graphs for assessing the overall security of networks[J]. Journal on
Commurtications, 2009,30(3):1-5.

[22] HOMER J, VARIKUTI A, OU XM, et al. Improving attack graph
visualization through data reduction and attack grouping[A]. Proceed-
ings of 5th International Workshop on Visualization for Cyber Secu-
rity[C]. 2008.68-79.

[23] HARBORT Z, LOUTHAN G, HALE J. Techniques for attack graph
visualization and interaction[A]. Proceedings of the Seventh Annual
Workshop on Cyber Security and Information Intelligence Re-
search[C]. 2011.

[24] ALHOMIDI M A, REED M J. Attack graphs representations[A].
Proceedings of 4th Computer Science and Electronic Engineering
Conference (CEEC)[C]. 2012. 83-88.

EEEIIT:

Rt (1984-) , W, TEHERHA,
ik, FERIBCEAMNEE A BEYET, R
e N Y e S o

BIRFE (1979-), 5, TN, L, s
ARSI, BSOS WO S R A

FhGKAK (1984-), 53, BRpuvb e N, [EPGRHOE AL
e, BEEWTIIT ) L A, BB s,

2015027-9



