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Region-based lossless data hiding with high
capacity for medical images

. 1,23 . 23 . .23 .1
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(1. College of Applied Science, Jiangxi University of Science and Technology, Ganzhou 341000, China;
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Abstract: In view of the significant regional features of medical images, a new high capacity lossless data hiding method

based on region and histogram shifting was presented. Firstly, the presented method utilized segmentation method of the

maximum class separation distance to get the foreground region of medical images, and then used the polymeric polygo-

nal approximation and image fitting algorithm to get the embedding region of region foreground. In the embedding pro-

cedure, the difference histogram circular shifting method and the code-based histogram shifting method were presented to

embed hidden data in foreground and background region respectively, which improved the limit embedding capacity and

resolved the overflow and underflow in traditional histogram shifting method. Experimental results show that the pro-

posed method achieves high embedding capacity with 1 bit/pixel and stego-image quality about 40 dB. The presented

method can be applied to the quality of sensitive image’s large capacity information hiding with regional feature.

Key words: medical image; region; reversible data hiding; privacy protection; histogram shifting
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R _RONI I W JG RONI I X 13k
R WS A B2 G

3.1 HIEERA

E % Embed_bits H K SEILE B ml i A

MWiN: I BAAEYE BE. ANBIME L. JEK
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i FIE P 15 2] ROL X2 A
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732 ROI_I X I8 e K AR 3R max;

If max-+L+1> 2% _ ]

A%, W

¥ ROL I TR =% L+1;

W sign=1;

Else

w sign=0;

End if

ALY £33 ROI Ig;

Hi& ROI 1y WZEAEH )7 KR (0 £ B
3 P e it

BN BE I3 I A len (BE);

For each block in ROI I

I E(10)~X(13)¥5 BE R AAE ROI Iz, 15
F em_num_ROI 1 ROI Iy;

R _BE= len (BE)-em_num_ROI,

End For
i ] SHA-256 535135 S);
IfR BE>0

Rk NG D 750 S, ® R _BE ;

Else

D= §j;

End If

£ RONI I X3 E T, 152 5L peak
HEAE G ZR AL num;,

Q)= AR T

If len(D) < 2num

len(D) =2num ;

End If

For the all data in D

R (20)7E RONI I X3k psiziife N, 1595
RONI 1,

End For
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}

IRARERE T, 1 e I b ¥ 5 &7 e ROT Al
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BIGIAES, K w70 D e s o — BERIR A s 15
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For i=1: len(D)
i H] CHS J7 i BUR N B ex_wmy, KJE
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Y% RONI Iy 33| R_RONI I,
End For
FREL ex_wmy IR 256 bit 4 R AERS Sp;
If (len(ex_wm1)>256)
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End If
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Ry iR BB B AR LT
A (14)~R A9 PRSI ex wmy I
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¥ R_ROI I X =8 | L,
End If
End For
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PEEUCH Bl A %0 H. BE= R_BE+ ex_wmy;
Else
S Bl Aok
End If
}
A TR GUN bl NN U U I = I 701
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WIER, 4 ROI AR SE M B (s & 3L
AE RO X S U H 45 6L, SR MG R 5
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3.3 ARMEESH
1) MAFE
WA G 4B MXN, ROI I %A
M num_ROI, W NN L, ROI Iy WP ZEAH A 11
MNECH num 1, W) ROI I WHRAE G & em num_
ROI 1 7[ZR7R N
eminum7R017I=ZL:numil (22)

=0

HA, em num ROI 1e[0,num ROI].

B RONI_I DX Ak §- 0B AR AN EON num
peak, W) RONI I Wk NE 5 & em_num_RONI 1K
2num_peak. M2, JRIGEAKEIR T BRI
N

em _num_[= ZL:num 1 +2num_peak (23)

2) KB
ROI T X3 R FL b St PR 15 DL A& BT A1 1R 8
RACHEE T L1 AR (R0 55 1 ] B A A 2
FHR AL, W ROI T XIS Bk B8 &+l
255%255
)

H%W_ROLJEJO@(

MSE = (L +1)

76 L=3 {58, PSNR_ROI 1%y 38.59 dB.

XIF RONI T X3, smetbom s e A R i
HEEIN T 3, W) PSNR_RONI 115/ MEZ1 9 38.59 dB.
S V- S e W N WA SR 5 RPN ] SR SE
JUEE KT 38.59 dB. R iR AN BIME L H4RINF, K3
TEHE RS A I TR,

3) MR

A SCIEAE BUR PG = P AR N B, AT 240
AMEEAE A 0] o ME— AR S BN B key, AHLE
KA EUG B, key MK EAE N HAZ 107G
2

4) W IR

SRV TRY ISF ) 9 6 T AR T 0 R A5 3% 1 41 4
Beferp, b DI EE SR ROT X L
SL I R S22 B3R R 8 O(NN), L, N o3k
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S, BENLIESE T 60 M (MRIFICT % 30 M#)
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Windows XP, {#iff] Matlab 7.0 /E N gRfeiriE. T f
SIS HAEOK H T Matlab g7 ELAER, JEEILH 6 1
(MRI I CT % 3 &) EGIAHCE G . 6 MRIEHL
(A S 2% AR ] 5 Pl 4 b B R 52 31 40
iy, kR IR RN B, JF LR
SRS S A ERS 5e 4 — 80, A K
G5 RERG e W T ONERAERE. 4
PR G IE R E S, a0 JPEG R4, SR A
W, P ERICA, UFE T TR E S T

RIGHT 6 IRBA GRS T KR EE
FEEL RO X I (1 43 %1 3 {EL F1 RONI H [V A s A
B AGF A 4 ROLIR A BIE L=2 A& G R
SEohy 8 X8 B DL (AR 13 HH B 1 BR DA B F R R

(a) MRI_ It

<P, AFEAARKG ) RO B KRN 5 sign
PR VERH SR R () e K R N 25 e R B A - 5T i
W T B2 BRI = o Ak ke, KE MR = 01
FEIRFEAS AN 2 AMARAE AU, SR B — (R TG4 3
I 86 7 YA M AR e P N L R P P985 ) R, A
B BE 2% 5y 1 ROT A RONI J&, 1T ROI
DX sl I A T A RE R (I X, i RONT A4
FALT R, SR A R A v R R A L M
Yo ), WiEk 3 P sign=1 UM ROI X IkA7
G ES R, AT ROI GRS — 2
5 L BPaTB kit 554K 3 Rl LLEH, 6 1R
ARG K B K I N 75 =3 1E 0.6 bit/pixel LA L, 3
e U I I N 25 AL T 1 bit/pixel

Ble 45 th T 6 MREUARIBRAEAF AP & R
Kb G . WL, AR S =T
K, BRGNS R AR R
(LK T4 MR IS . MRI_ETS50R1 CT _fifi
HB KI5 T RONI X345/, I H RO 1 SUHAH XS
LS 2y, o KIRA BTN T 1 bitpixel, Hr
MRI_JHIER G SR B A%, BRI, Hik
AN s/N; M MRINES. CT Z#F CT F
K5 AR KR RONT R, Hif Kik AN28
Alik 1.3 bitpixel Zefi. Hrf, CT_FHiE B RAZE
wEION, —F R RONI XK, 53— 71
JEHT ROI R R AR s, I B ROT
WA THREME BRI, ANFTEX ROI ik
GEIATIEE, T AR UG i e

(b) MRI_fii 7 (c) MRI_ 35 (d) CT_Jilisp (e) CT_AL#B (H CT_T-Itii
5 BIREIALE RS
%3 HEEGH D EBRNEURBEARASEMRWEGRE(L=2.5ize=8)
BARE G SEIBIE  ROIMKAZ R/t sign RO index KJ%/bit  RONIMEEANEL BN A F/bit KAl 4 5t i PSNR/AB
MRI_ gt 106 61571 1 108 49 256(peak=13) 160 083 38.88
MRI_Jii 60 50 843 1 144 131 882(peak=0) 314 607 40.00
MRI_E 3 106 45508 0 180 88 420(peak=0) 222 348 41.58
CT_Jifih 129 129 771 1 108 24 213(peak=0) 178 197 38.63
CT_AL#6 91 43615 1 126 145 950(peak=3) 335515 40.17
CT_FIi 79 41 363 0 162 148 813(peak=3) 338989 4228
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ASANIEE Sy DX 2 G i AR R B S RGBTV

—o— MRIJIER
—&— MRIfix#
—e— MRI'E i
—— CTHfi#p
—a—CTE#
—— CTF-Hi

~
~

o~
vy

I~
[\S]

PSNR/dB
=

\\ AN
\\
AN

04 0.5 0.6 0.7 0.8 09 10 1.1 12 13
N & /(bitpixel ")

Bl6 AR B2 BB AEAN RN A () Bl P 15 o i

o
=)

Bl 7 45 T AEARHIRANBIE L (156, MR
o 38 AR ) ik N FE A G i . B o] U
e, BEE B L G OC, Bk B N7 R
K, BRI R R4, 24 L=2 I, RN R
RO, Badb R PGB AN LI KT 40 dB. 4
L=3 5 4 [IIHE R N A IG5, I H BRI
G, KT 40 dB. HIA{E PSNR=30 dB I,
PR S AS 1 BB PR % 5 T o TR A% 1 22 P, A
N7 AR B G 2 A T3, B B
L=2,

48

B\E\E\

34 s - s :
1.00 1.05 1.10 115 120 125

R NZB/(bit-pixel ')
7 AT B X PR N 5 e A B bt G 5 1)

Bl 7 45 T RO DXk, AN [A] ROST (1) G A
BRtof 28 A PR i N 2 B R RS RS R PR S . A
R BT, RN B G ROT X
BHHMTRIA R, A EIEZ0 ROT X0 K%
Be, {H)E DHCS Jykrp, Mk AR R B2 S
FEHA KM o B G BEAE RSEh 4 <4, W%

PSNR/dB
IS IS
S )

i3
o0

BLpop B i N 25 B2 0.75 bit/pixel, 4R 6X6
i, FEHRAR PR 2 L 0.83 bit/pixel. {H 2 Fifi 5
BB, T ROL A X AR, —4
6X6 Herp BT —/MEFEAL T ROL 24k, N4
K35 ROG#. WA, Frkil—"E1E RSB
B, MK 8 WLAEH, MEIGEI 8X8
AR R IR AN IR, 2 ETHE] 10X10 A
16X 16 I, AR MIE H 2 NEEH. Pr
DAL ) UG At ol 8 X 8.

1.25
—k— 44
—8— 6x6
1.2 —O— 8x8
—>— 10x10
—6— 16x16
fom 1.15¢
S
]
&
g 1.10}
%
= 1.0s5¢
i
1.00
095 . : . . : y
40.0 40.5 41.0 41.5 42.0 425 43.0 435

PSNR/dB
B8 AR i B RS s P {5 o A\ 2 oA i [ {5 o i s i

4 BT ASSCELA Tan 19777 Hong 1)
7R i N 5 R B P14 3 T (97 g 4
M PR AT ] o o He, - B R 2% 2 TRl ZE i ik
A . Hong J7 ¥R F 100 S04 2145 22 8 X 7ot
fHL, R AR 5 OO P 2 B P RN B - R
HHR NS SIS A O, S Tan J7VE 2R
ik 2X2, BUAEE SR — MR E NS HLE,
PRI 2. Hong VAR ANBIMEIE N 2, K
PG 22 0 DU AT S EA T FI0 o A SO A BB BB T
i L Tan 9222, (HOE RN B B A 205
Hong 7712 1 UG o s FUAR SCEVEFEAR — 3, BAR
TEA SR R AR B AT K )02 % RONI
X sk 5 i o H2E Hong J7 VA MM PR A B AR 280
I 1 bit/pixel, 17 A SCEE 1) 5 e A 5t 0] ik F
1 bit/pixel LA Lo FFRISCER[14]0T £ 75, BEOR
FLAF 3 i N 25 2 R0 Rl UG o AR T A S 7,
TRTFAT 2% RSB 2 R 1) 3 DR RE I . S8l T
ROI RIRZ B LA A%, SCHR[ 14771k #ekid 5
By 22 R, XF ROI Xk = 47 25 {4, A
JNEFR SR EUR I oy X R, R liE & 147
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Ej54 36 %

FEIES: RONT D45 A B 5 rh KA A S Bt

F4 AKXFZF5HM 2 HEAELZR LR
Tan 11777k Hong 117772 AILTT
Zw KE AR BgRE AR BgE

MRI_HIEE  0.452 43.13  0.746 38.82 0.611 38.88

ARG

MRI_fiiif  0.685 42,67  0.945 40.54 1.200 40.00
MRI_E%  0.523 4342 0.891 41.06 0.851 41.58
CT_ili#B 0416 40.76  0.768 38.67 0.686 38.63
CT_Z# 0713 4296 0958 40.43 1.287 40.17
CT_Tfi  0.724 4412 0974 42.87 1.294 42.28

5 #RiE

BT 1R 2 PRIAR 23 TR R R A SR R X B
Ph, ASCHR T — Pl T X O 55 PR 1 Je 4
A CT ST W RN M EN TR N L W ARFS
X ER DR PEA T HE L, JEXT ROT DXREA T 2R &
BRI 7R £E ROL Xk, X 5T 70 EH 7 K1
Byt AT, R E 5 BB ik iR A
TR DA B s A RONT X8R st i 45 T
Gt B 1) 157 VR A RN AR IO VIE RS o 75 S Y
B HOB SRS BR VAERS,  H3REGH A
UEAS HE AP 5 SR B RA Bt A 2 . SR SE
15 7 B R I KA 0 B B ORT A 28 A
E. SR QU 2 A TR W T — A Bt A
ROI X535, AEAN R DXk b R et i Ly
SR TR AN, B A T AR e T K
AR, SKREREN], HSOATIRSEA, 5k
FEMRA B AN AL B G i B HA 3. Z5E
Jad BRAE T 338 T R AT WY 70 DXy Ak P s 2 1
%, NI AR 5 RS AE X R PR AN 2
Be 2 G R AT T IS R B . A SCRRAE Y T
e G R AT R AL DR L BRI A S T i
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