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Abstract: A novel approach to locate the fault for null pointer exception is presented. The approach first computes the
static slice guided by the runtime stack, then conducts a null-pointer analysis and aliases analysis on the sliced program
and obtains the suspicious statements that throw null-pointer exceptions, and finally generates a fault localization report.
The experimental study indicates that, although time spent in runtime stack information collecting and aliases transferring,
the proposed approach can narrow the searching space of the problem with runtime stack, and discover the value transfer

process with aliases analysis, thereby eliminating false negative and false positive, and improving the effectiveness of

fault localization.
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DAL 1 i) — Bt Java 25 2 481 5 ] L i) 3
K1 R R PR B 4 AN R 57 method 1, method2,
method3, method4, — I vk foo S main
Jiike IBATHEAN “17 KaAEiln) 9 5lk—Aa

REFRE, FPISLIL, MR SERHERRSE BT

B

exception in thread "main" java.lang.nullpointer
exception

at cn.edu.cumt.slicer4;.test.foo.methodl (foo.java:9)

at cn.edu.cumt.slicer4j.test.foo.method4 (foo.java: 18)

at cn.edu.cumt.slicer4;.test.foo.main (foo.java:25)

SN HE R AT R W R P AT il — AR R A
FE o HAHTHER AR A AE 3 N7 method 1.
method 4 Fl main. main 4VA7E1ER) 25 P8 T method
4, method 4 7E154) 19 Y H T method 1. FF method
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T method 1 J5vk, HZALE method 1 ik (REFEE
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ORI FH 52 I HERR A B A R FR AT S 15 | S R 2
AN, TR TR AT IR, SRECE 2
AT Bl Bdlm sl s ettt o
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public class foo {

1) private object obj1;

2) private object obj2;

3) private object obj3;

4) public void method1(string mode) {

5) if ("1" equals(mode)) {
6) obj1 = obj2;
7) } else if (obj3 ==null) {
8) obj1 = new object();
}
9) system.out.println( “objl:” + objl to string());
100}
11)  public void method2() {
12) this.obj2 = new object();
13) }
14)  public void method 3() {
15) this obj3 = new object();
16) }
17)  public void method 4 (string mode) {
18) this method 1(mode);
19 }

20)  public static void main(string[] args) {
21)  foo foo =new foo();
22)  if (args length>=1) {

23) if (args[0] length()==1) {
24) foo method 3();
}

25) foo method 4(args[0]);
} else {

26) foo method 2();
}

27) )

28) public foo() {

29) obj1=null;

30) obj2=null;

31) obj3=null;

32) )

3)}

K1 —EpiRes foo

K 2 SR T SEIFET foo MR A iyt .
TN “17 IPATEHAZW T : 21a, 28, 29, 30,
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\
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=
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B2 SEBIRT foo I
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entry main()

‘ entry funE() )

‘ exit funE()

A

v
Jeall nAO|  ean funB

call funB()

exit main()

(2) J5 V&R AL FIRIT 454

\d

(b) T AT 1B 4 32

/
ain()

“~{ exit funE() oredicate

(c) AL TIRIMAN

4 3 FPEARGEHIR BT A AL

J7ik, D, w] DA e e AT 1A Rk R I O B 2 e
R [El X T AL 24, TSN HERR S BRI A A
JrEm GG R, ik, ek N A 23
K R 25 AR T 24, WJSVE method 3 /2
A REPAT I T

Fran, P2 1) main J7vETER) 26 T T 5%
method 2, 1] main J7¥5HEA) 26 18 4 HT T IS 2
ot AR REBAT IR A, Bk, AT RLWTE Ok
method 2 75 4 Ui PAT I FE TP BA g A, )
obj2 IME AL BT PAT TP L B A AT i X

R EFTR, ERE R G RN, AT DR PR S
INHERRAG B, S aTS R e g, rr
BT A 7% 4 TP id 3 AP T 2028 . ekt
HIZRGEr, I i ) 3 R 42 R B 56 vt
PR IR A
42 ETERHERBESTIRERE

B B oM mT . BRI AR SR A
ATk ik AnE R, HX LS T VL AE AR A IR
AT AR RE W, WD) By i a] DLASGE FE kAT 2R
B, FH AN T 20 A ARG R

ZREE 1 P SEEIRE Y, ERAAT I T E
main. method 4 FIl method 1, & BAHHATHI 7%
H method 2, FJRERINAT I JTV2:4 method 3. [AlUIL,
TEAL 1 R GO ] I 7] DL 28 $ 772 method 2, 2
IR 5 1) RGO R L1982 w1 I St 7 4k

ASCHUE T RS R, HU) R HE A <P,
V, CS>, Hrp CS AL HErR 5 &, WLz

FHREF R E U A, BN TS ) —
25V e 20 (RT3 2 1% H e 21 4 20002 W AT )
Uk AT E V) R SOE I AR . TR
(1) 28 GO 1R il b R AT S iyl [y, AR
U)o 0 I AR AR 42 T MO ) R INAS 243
B fr AT o E A AT IR Tk Ak
1 TR
BiE1
Input

SliceUnderStaticTrace
G: simplified system dependency graph
Output Slice: slice Based on real-time stack
begin
1) markreachingvertice(G, S, { parameter
out });
2) §'=all marked vertices in G;
3) markreachingvertice(G, S, {paramter in,
call});
end
function markreachingvertice(G, V, Kinds)
Input  G: simplified system dependency graph
V: collection of the initial node
Kinds: edges that are not tracked when
reversed traversal
Output S: all nodes that can be reached from
the initial node
Declare Mark(v): marking for v
Pred(G, v): all of the direct precursor
ofvin G
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Method(v): method in which node v is ref
erenced
E(m): exceptional terminal node of method m
Fetch(worklist, v): fetch a node v form
worklist
add(worklist, w): add a node v to worklist

begin

1) worklist=v

2) while worklist #2 do

3) Fetch(worklist, v)

4)  Mark(v)

5) for each node w that is not marked in

Pred(G, v) do

6) if edge w->v belongs to the type of Kinds
then continue end if
7 if Method(v) is marked as not executed
definitely
then continue end if
8) end if
9) add(worklist, w)

10) end for

11) end while

end

BEVE 1RSI 2 S5 G I R SR
MU ENITE A TT AR, 55— AN 2 B 0
RGMME (SDG)HAT S I [T, 55— W AWS
Kok NJRVR A% SDG JEAT K [ r o g (K
R RS E AT e B 1 T R L
markreachingvertice %5 7)fT 1 8)17T 5 X5 73 #r
FEFP I JTVESAT T DU T AR 3, 15 St B ER (R 5 5%
U w—v BEAT AW W AGE S w BT AR 7 MR
WA “HENRERAT” g, Y)R EIE AT 2
PRBEX SN — AT RERAT I T .
4.3 ZTIEStO R

EARER AT 2 B O AR R RTRE Y R Y
U BAR &, LR FRET e b e A R3S Ty
KEEMAVER o 7 Java t, {E2A null B S0 FHATAA]
Tk IR AR E e, AR DI R TR
h AR, DA i B i 2 Java s il A ORI
(RS o AR BEH AR e b A IR R e R A
PIRTS, TS ORI 3 S et e i AR K
PRI . B ITIREAT soot! TR HLAE (1 g R 1
S AR AT D . BRI S, AR R

MR b, He ARG b aT e o i 5 | A AR & 5
B bR, DME TR 5 A S FR B AOA R (K
o FZbr b, X ANE LI R v B,
AIHIH] soot S A EE 1, S AR R v HUHE Y
FiWr, By AR A
L2 45 T LT soot SEIVER XX I A FRET
AT R . SRR AU e, MR AT
VI 85 ARG 70 B ARG s SRS, 20 BT ik ey
RS AR R A S O e, MRS A R
Ji xml SCAF, g5 5 bR <alwaysNullList> A [11T53&
IR N RARSA T A 234 FR2E<NullUnknown>
P IRIAT 5 3 735 00 I (R ARI AT v A7 A AT g O 2 1 AR
o AR RS 2 For.
H3% 2 doNullnessAnalysis
Input resultList: the program slice
Output alwaysNullList: code lines which con-
tain the variable with null value
nullUnknownList: code lines which con-
tains the variable that maybe null object
Declare is UnknownNull (statement, local):
identify whether the variable /ocal can
be null
isAlwaysNull (statement, local) :
identify whether the variable local is
always null
begin
1) for each class ¢ in resultList do

2) stmtList < all statements of class c;

3) for each statement in stmtList do
4) refLocalList <« refVariables in state-
ment;

5) for each local in RefLocalList do

6) if isAlwaysNull (statement,local)
then

7) mark statement as null; end if

8) alwaysNullList « statement;

9) if isUnknownNull (statement,local)

then

10) mark statement as unknown;
end if

11) nullUnknownList < statement;

12) end for

13) end for
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14) end for
end
S5 2 ORI N2 5 4T85 12 17, JEMR
PV a5 RARIAT 7 M BT 5 | AR i, R 45
B BRI R E AT B AR AR AT A ik 2251
BEIEMNT . FHEF I is AlwaysNull Hl s
UnknownNull & KH soot [ZEFREN 707 R BESZ I
o B IR ATEE SR LA xml K U ARAT BIS MRt B
44 ANEDH
A4 o BT R 4R 5 T A R 15
HR-AEF ) 5 BRI 2 A5 IR AR 2 15 T o 44
AT HE A SR R T S R S A TR R B I Uk
DR, ARSCTIFAESE YD R SRR, R TR
BAF soot Pl gmFEEz 11, BEXF 5 1R T FRE R 1
XA T, T 58 T A5 AR
TR RSN, (8T ReE— BB 5 R T IRET
S IR TR R, AT B e R S O e AL
RREIF IR . BRI, )44 i SR A H
soot FiFEL 1, 4.2 WYL b 4 A8, AR IH
TR, AR5, R iy 5] i AR
HAGURTIRE R AR R TN A KR 2
BB 3 8 AR AT AR B A7 AR 44 50 R AR B T AEAT
TEF IR FRET 3B 25 SR (1) xml SCPERS AR AE ) 44 57
Frivngi i, AR R EE 3 fos.
H3% 3 doAliasAnalysis
Input sliceResultList: the result of Slice-
UnderStaticTrace
className: the class in which the run-
time exception occured
lineNo: the line number of code which
thrown the runtime exception
Output a xml file which contains analysis result
Declare ePointsToSetList: the alias info
list of the object that resulted in run-
time exception
pointsToSetMap:the alias information map
of all the reftype variables
pointsToSet: a class which contains alias
information
pta: the instance of class points to analysis
begin
1) fetch the list of reftype variables according
to className and lineNo,noted as localList ;

2)  for each local in localList do

3) pointsToSet pointsToSet = pta reaching-
objects(local);

4) ePointsToSetList «— pointsToSet ;

5) end for

6) fetch all locals for analyzing according to
sliceResultList as glocalList;

7)  for each glocal in gLocalList do

8) pointsToSet pointsToSet = pta reach-
ing-objects (glocal);

9) pointsToSetMap « pointsToSet;

10)  end for

11)  while pointsToSetMap is not empty do

12) fetch pointsToSet from resultMap;

13) flag=hasNonEmptyIntersection (point-

sToSet, ePointsToSetList) ;

14) if flag ==true ;

15) resultList <—value paris <className,
lineno>; end if

16)  end while

17)  output resultList into the xml file ;

end

Sk 3 LT 44 s AR (doAliasAnalysis) )
TEARRE . B9, MURSRARATS, RINATRES K
FIRE AW AL, TR R R
()~5)47): ek, RIGYVI R 73 Hrid REA 45 RARICAT
AR 5 A3, ARIR I T iR LA 4R BT
B(6)~10)1T): =, MM REKHREE, H
W AR B[] 1) 3 44 K FR(1D)~16)AT)s dwefm, F R4
IIHTEREL xml SCAF 7)) it UM A7 s o

5 SLiFMIR

51 kit

T RS A S SR T S R e A VA I
ARNE, A T A R RS T A R
T Ho JFE—H IR LT R A Fe T S s e
PESEG o SEEGF R W 1 Fin. SEI6 IR BT A
ant [f] 7 MAFRFRA, WEREPAUSITECS 77 980 1T
£ 179 889 17+ LAZIREF W AE AW H bR, MAH
I P SR B 5 P PRI T % A R R R e, AR
BugID. ZFHREF S 51 RIS B A = 1 AT
oSG H R IR UE BT T VR RE A R A X e
W SR AR RAR AR 1 TE o
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wfE
*1 KB RNA
ant 1.4 77 980 5652  UnknownElement 148
ant 1.5.1 131419 15465 CBZip2InputStream 327
ant 1.6.0 172445 25826  GenericDeploymentTool 788
ant 1.6.2 152483 32200 CBZip2InputStream 285
ant 1.6.3 157646 34878  DirectoryScanner 875
ant 1.6.5 157678 38622 ImportTask 96
ant 1.7.1 179889 46236  DefaultLogger 339

52 IWERKRDH

H T B TR R, KA R 4 W ETIR T,
o, WREPHATARE, HERRA TR AT T,
P, TESERHERR G BIEAE b, TR R HE, JF
KE M ) R JrE SR s R TRE
FEU R 5 AT B AR B o A RO 24 0 i, TR
P RAR B 1) ] BETE A A AT AT IB S . e
TRRE T UR AR .

BARM S, TR 1Rt T 2 4
SEHG s B 2SI P AN SE I HERRAS R, R
XA VRS IEAT UL, ARG PR EAT  FR AT A AT A
AT B A S A SN HER AT R AT
Wk e Ay, BRI S AR AR B R P AT Y
] B HEBR AN AT BEPAT (1) 7 5 4 Yol PR SE () Y5 ),
mE i E R B R, SRS R T SR A
TR 44 0T o DAb 2 21 S0 1) dpe 28 45 03 il an 2R
2 FZ 3 Prss

x2 TR HRIERIESHEMER

PIRERT  ZREE  NEANE BN

BoelD e pRTNC BERIGM 8
5652 1394 873 53 44
15 465 1968 1018 14 14
25 826 16 602 11179 122 117
32200 17 574 11 852 23 22
34878 18 091 12224 132 124
38 622 18 111 12 244 5 5
46 236 18 425 12 444 23 6

R 2 0L, SO0 G s FREr o i i 42
ST A DL R 4 /N vl SETE A)VE . BN, e A g
55 652 S FREN R, ) A v A AT A
M 77 980 1T4E %A 1 394 4T, ey 3T 245
By B AN 4 B, o ks n] BEu 45 /N2 873 4T

1S3 AT, SRt A iR AR G4 BT 1 45 SR
HHEAAOES, MFIEEARCY 44 17
F3 ETIHNHEREREBSTEMNSER

B PIRJap wEEaE BlEOE RAE
uglD

FIATH FiRAT AL BRI TR
5652 1390 868 53 44
15 465 263 44 10 10

2 5826 15525 10284 120 115
32200 16 372 10 862 23 22
34 878 17 051 11342 128 120
38 622 16 885 11218 5 5
46 236 8 541 4954 7 6

& 3 T, 7RSS MERRERIES T, %Xt
P AT AR IR, ARG FRREAT R P V) R AR AT LUK
W 5 4 /I W o 7 TRV TR o s g5 oA 32 200
R FR e e, SETESE HERRAE B4R T T, H 4.1
R T, X 152 483 AT UEACKD HEAT A1,
AU, 15516 372 17, IXELEE 2 PAREEAT
Y AR AR RN D8N IV P (17 574 A7) SR 2 AT,
XMW, 45 IMREY BT R U) F a] B
WU R E R TAER, IR BN R BEE A
£5,

EFxla 2 fIEk 3 HhiEdE, KA Wilcoxon fit
IR, S5 HR W, 7ESEm HEARE B4R T MRy
21 )5 D) F U LG B AR VR AR e B TS D) v R
R LU B 2 4N (p-value = 0.064 1), H4545%
S AT AR A A B 82 2 FRAIK (p-value = 0.064 1), {H
JETER 3 AT d R E 2 B D
(p-value = 0.034 98), T $5c 2 W 52 A7 45 R ) 22 Sl AN
K(p-value = 0.448 9).

LR 2RI 3 T, BARm A e T
FREF RS R 2 Mok i, (B, TR
HH PR 4 9 v T DA ek D (A Kk
93.6%) v E V) v A TR R, DR, w] Rhsks )
RV TR TR R I ] 5
HKE, ASC N T R 4 75 i e, b
T ERR Y BT ]

B 4.1 TaTaran, FEP BT iR e E
RERR P — YR MO AT I 77 2 R AR AT B4 e
PEBHAT I I AT REREEAT IR 5 IR AT 8 A AT
(W75 3 2K, b fa vl g i, R b
AT 2 RIPERATHOBOC R8T, JEAE A Bk
TR, DR FE ks ise . ik, mred
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AR AR I B B O E T

ARAT T T LR b AT SRS S AT K
KAMTER], JFLAHETRE L. AR, AR
JPAT RO RSP RAT I LE )5 R, T
AT Z SR AP RSPAT I IR o b, H i
MR RIFAGE &, NI AEIRIR A AT HE. BRI
Z4b, T oAl BEE AR G T R A, 0 R
HERAR B, RIS R i e 3R B S AR A AE ]
Stk tdEa 2, I HERRIETE f TF R 2
SR RSO SR 2. Mk, AT
BT 4 R IERA 1 o

6 #tHXI1E

R AT R 3 B 2 AL IO, IR 2 2 4R
TSRS 5 R0 715 3 AT 2 A
JIEREN R A T I 5

68 FH % 285 TR0 W0t 52 N7 7 Y ARG £ s A L 1)
AT : Hovemeyer S v o e 1) it o 20
FEAR RIS 24555 HAI S BUG. Evans®:
J% T LCLint R&5 SRR A AE C FEPHIMET IR,
U A AR R 4% . ESCaval® S — NG R I 1] 1)
FEFPAS AL Ay, CAR A e MRS 5 P e A 5 5K
B AR B] AR AN — BRI AR IR SE I B R . AN SCH,
ARAF A, FIHX LSRR ZR P LR 7 e
fiff, AT B (R W s A7 TR JO R R T

Bush il K 2% C B2 — AN A7 1 (R SR8
FRIATHER SRR oA, AFES T X4
AR 5 A R I P B ) L 9 o0 B g VR
B, AR N AT R 1) B AR UK A3 BT R B
BRI TTIL AR . SR1MT, XA Ve — ANl s
(1), WEFEAT SRS I VE AR A3 . Nanda
A Sinhal R T b bR SCRUBORN AR SR 1 ot
R o5, H TR 2 3e 59 H . Xie
A Engler " T —F T AR ARG R (st
PSR ARBIRBD k. SRIM0, IXEe )ik 2 gl
AN, WREGFHSHEAAER AL S, 51X
BT AN, ARG B R AR
B HEEANTSE A, T LU Al FR S 5 )
o AN, ASCHARAE S e A 2 BT S REAT SR HE
Hefs B T NIRRT, sk TR AN,

Rountev 258 T8 A0 W AKS 5, JF42 T
TP X RIASERG (1) 715 o R R 2520 BT AN B i)
B — NI LR AT NTRBIAS T

Hangal Al Lam JI% T —/>T.H DIDUCE", %%

TIE T B AR A L HEN BUG, WA H
2N BT, AEH TR M
R ASCTEA B 3315 B L HEARE B
A

Tom 25U T —Fhgh & A M A8 2553
W 732K I Java B2 7 H SEI A o 107921 5%
BEAT AT 1) 1 R R A5 AT R R L AT e 8 BUG 11
ZUo, R JE B AR e ke fik & % BUG . SR 11,
A7 W o, WRILBUG I —451E ) (G
WO D TFS, AR AR S HERRAE EoR IR
J 1w K153

Baah 2P0 T i gk gt N MR R K
KK AT R B AL ik &R el F RS
W VEAR R PO ], 8 e 3 o 481 ) 44 7
15 B R B R DAL T R G O OC ZR, NI
B FE PO ], e 2 s TR e A
o SARFENAFZ AALET: DX IERERS
G707 1 BRI R PO R e S 2)7EBhas
SIRTOTI, b R R W A8 1 AT A
B, WEWEERPNE&BITE R, MAREA
T AKX B fE B, 0] AYE S AR v B RS

Zhang PRI T — RS 5 I 3h &)
VAl e K RO L DA R Y R 3 i DU A = AT
) RS R AR A e T 1) AR AR L %, 3
o AR AR R s T ) 7 A TR L A L R A 23
e, AR T I Y AR R TP RO IE R 1 IR
KAGRENEVI A RN 2 B ER EE X AIET
ARV RGN 75N, AR SO 8 i S HEAR (S
RRARRAE 2= E, A% B IS 2 A .

Sinha 5 H T —Bl0s VAR E AL IR LEAE Java
TR BT A IEAA AR 5 B0 I e 3 e o %0y
TS HERRAE R, MU 51 R T s, 2t
AT J5 1 A T o M, IR HX A HEXT SRR A
fHIER] o TARSCENAA 2 m. 1) FIHMERRLG
B s G RREP L  aAT, EEHERR AR AT
HEASPATI T, WF R EAT U A, JF
TEY) el B AT BB S B U 44 0 B AR P
I 2 5 DA, A S s e “ I i)
BB EAEAR R PATIE A b o T HX R s A R
FP UL B BEAS LA T 2)7E D) A S R 5 44
38T, A BT R e A RS, e e R RN
o ANEZMAET, Sinha BT VEIEREFR 3 W] HEAE
NUIBAT R GRS R R B ) . AR
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FEFP O R R AR 2 N AR .
Gupta PR AEF SV A PSS EE, =il
T—MBE DI R Ik SITER W R BB
KRR P RS R T aSE R, e TEFY
FB TR AR B o %A S AR SO IEM R 2 b 2
PR A T IR B a5 B, SCER[22] T 3l A&
5 AR Ol B = AR 0, AR S e
S GRS A o 2 B TR AN RN Z AL s AR
O R 2 G, XHEAT T 2485 2 A R 48 73 #r ok
SE R E A

Hur, Vr2#8 et 7 — 83 It e i e
RrJid, BB EES N A LA T

Renieris 25 T —Fh 5L AR U P 6 1 1)
BT ARPATEUIE(INNQ) k. 76 NNQ J7ikd, Xf
TR HAT RV 2 BT AT, AR i 2 T
DU A S D PAAT 36 B — 45 B e 6 1% AR 2R LA T e
(PRI AT I LR P S A [7) AT 4 5
BAFHRS . Jones S PR T —Fh Tarantula 572,
GONVEB TR P SR M BE FEA, IR AT
Hewe W IEARR A T 3 2, H 2 R B AR
JIT{E - Santelices 252 H T — Rl + 2 A 55 (144
8 N N, 12T VE R A A A BRI (I 2
PR 5E E ALTVE B B P AR K s, 2Rl
M Z M SRR, RS EE SR e 7 7V
AR, SHFEAETHE T BN REERAE, 15
AR E5 Tarantula 75980 RECEPHRET
— I T A A WA W 6 o T AR
e R U REN I EE? O 4 et ==d i 1L WA R 7 I i e
PR, ARJE RS AT 73 A, AT AT DS A i R
/N PR 3 SO (1) S AT

DL b 5 % B o R A DK B e AT R AR 1 B
THE BRI TR E AL, 77 ZERCERFE P (M) B A4
TE R, MARSCONEA T X LS PATH R, 1
T BT IR S I HERR AR R, DAL, ST
TR E L VEA I A, A SO EEUEZh S
5 BT ISR Z IR ARS )7, BAT—Em)
Pk

7 ERIE

Xt Java FiFP A fREN T 4w R AR HoE

POENL SR AP e L, B2 T — Fhahas(E B
LR IS (s A B E R IDRT T % %5
V5 ARSI HERRAS ST T T AR SR T R
TR RO R, db TR AN KA, IR
Ja IR PP REA T 2 Rk o A A & b Bea, AT
AL TR 7= 73 A 4 R AR G URA RS o 1% VARE fE
FE—EREY LIS T 8E RAKE AL, X
HE DR Rh S I HE AR A G0 TR DGV S N T A A
A, T HABANT EAE AN R R B &

K127 VA N RT3 H 2S5 S
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A TR HE— P FT I R P #2520 i BARSR I
FEPP IO AR S, IFIT RIS 2 i AN BB IR
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