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Abstract: Based on the analysis of security overlay service (SOS) approach of defending against DDoS attacks in large
scale network, the vulnerability in the exit mechanism of being attacked nodes in SOS approach is explored. The vulner-
ability is solved by improving the Chord algorithm according to the routing strategy in cloud computing. Hence, the vir-
tualization hash security access path (VHSAP) in three-layer structure is proposed to protect the cloud computing plat-
form. In VHSAP, the heartbeat mechanism is applied to realize virtual nodes by using the virtual technology. Therefore,
the virtual nodes have the ability of resilience, which can complete the seamless switching between being attacked nodes
in cloud computing platform, and guarantee the legitimate user’s authority of accessing to the resource in cloud comput-
ing platform. Experiments of VHSAP defending against DDoS attacks are carried out in simulation network environment.
The parameters, such as the number of being attacked nodes in hash secure access path (HSAP), and the switching time
and the handoff delay between nodes, are focused in experiments. The result shows that VHSAP achieves a higher data
pass rate than that of SOS approach, and enhances the security of cloud computing platform.
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