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Integrity verification protocol based on privacy
homomorphism data aggregation

LI Xing, LI Chun-yan, WANG Liang-min

(School of Computer Science and Communication Engineering, Jiangsu University, Zhenjiang 212013, China)

Abstract: Secure data aggregation in wireless sensor networks can effectively prevent privacy leakage, data tampering
and other issues, it also achieves efficient data transmission. An integrity verification protocol based on privacy homo-
morphism data aggregation (IV-PHDA) was presented. The protocol uses homomorphism encryption to ensure data pri-
vacy, then it used random detection nodes to detect the integrity of the aggregated results to verify whether the aggrega-
tion node faithfully transmit each data packet. The theoretical analysis and simulation comparison verify the performance

of the algorithm, the results show that this protocol can detect data integrity through transmission, and achieve better pri-
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vacy protection and higher data accuracy.
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Algorithm. IDDA

1) Source nodes encrypt the data.

2) for 1<<i<</ (I is the number of the source nodes), do

3) si= Ek(S;)

4) Source nodes transmit s; to Aggregation nodes

5) Aggregation nodes aggregate the data

6) for 1<<i<\/(/is the number of the child nodes of one aggregation), do
7 a=Ysi

8) Check if there has some detection nodes

9) if aggregation node 4; is a detection node

10)  then the next aggregation node receive the data from its child
nodes (4; is included)

11) the next aggregation node’s other child nodes send their data to A4;

12)  the next aggregation node and A; aggregate the data, check the
aggregated results

13) if the results are not equal then
14) drop the data and inform it
15) else the next aggregation node transmit the data to next node

16) else the next aggregation node sends the aggregated data to next
node

17) Repeat step 8 to 16 until the data is transmitted to BS
18) BS decrypts the data it receives, and verifies the result
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