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resist against covert channel
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Abstract: With the rapid development of network technologies, real-time information exchanging between heterogene-
ous networks becomes more frequently. To effectively guarantee the secure and real-time information exchanging cross-
ing different networks, a network isolation communication scheme (NICS) is proposed to resist against covert channel. A
newly theoretical model of NICS is designed and proved based on the information theory, and followed with a specific
solution. Security analysis indicates that the NICS is able to effectively solve problems of the potential packet lengths’
covert channel (PLCC) and the status covert channel (SCC) in most of the existing work; and, given similar amount of
information for exchanging, the NICS can achieve equivalent security degree with the physical isolation in terms of re-
sisting against the covert channel.
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ARG LM T 1) o0 4 G 1 300 £ 7 ¢ 103 -

B AT DATAS 2 I8 A5G Kok 1 5 4%
RS, PACKETR 4 KEde 414k 4,
HEADER & %# /34143 413k, PACKETH M T
SUKINEEE 241, PACKETW 2R 4144

MEAE P OB DS P (EPei W WA A B

CEE A 3R S R EUN SR 1 7)o

Divide(data:INSULATE) <

data# DATA

if verify(data)=true then DATA’=DATAU {data}

Lga= length(data)

n=split(data,L jta,Ls)

if (length(r,)#length(r)))

then fill(r,(xxxx)| length(r,)=L;)

if data.rig PACKETR then

PACKETR’=PACKETRU {r}

if data.r,g PACKETR then
PACKETR’=PACKETRU {r,}
PACKETR’=PACKETRU {data} ™
Addheader(packetr:INSULATE) <

(packetre PACKETR)/\ (packetr¢g PACKETH)

if (length(r)= length(r,)=...= length(r,))

it (creath(ry,sockID,state,length(r,),packetID) /\
(header.ri g HEADER))

then HEADER’=HEADERU {header.r,}

if(creath(r,, sockID, state, length(r,), pack-
etID)/\ (header.r,¢ HEADER)

then HEADER’=HEADERU {header.r,}

HEADER’=HEADER U {header}

if (packetr.ry ¢ PACKETR /\packetr.r; ¢ PACK-
ETW N\ header.r,c HEADER)

then r’=addh(r\,header.ry)

if (packetr.r, ¢ PACKETR /\packetr.r, ¢ PACK-
ETW N\ header.r,c HEADER)

then r,’=addh(r,,header.r,)

if packetr.rig PACKETH

then PACKETH = PACKETHU {packetr.r,}

if packetr.r,g PACKETH
then PACKETH= PACKETHU {packetr.r,}
PACKETH’= PACKETH U {packetr} >

Addtail(packeth:INSULATE) <

(packethe PACKETH)/\ (packeth¢ PACKETW)

pack-
eth.rl=packeth.r1||CRC(packeth.r))||ECC(packeth.r||
CRC(packeth.ry))

if packeth.rg PACKETW

then PACKETW’=PACKETWU {packeth.r }

packeth.r, = packeth.r,||CRC(packeth.r,)||ECC
(packeth.r,)

if packeth.r,g PACKETW

then PACKETW’=PACKETWU {packeth.r,}

PACKETW’= PACKETW U {packeth} r>

check(packetw:INSULATE) <

packetwe PACKETW

if (verify(r) or correct(r)) then store r into S;

else  askresend ri>

delete(packetw: INSULATE) <

if(sort(ry,ra,...,r,)) then ri’=delete(r))

r,’=delete(r,)

if(defill(ry,length vaidr1)))

ifldata.ri=ri>/\ ... \data.r,=r,")
then lengthi,=combine(r,’,ry’, ***,1’)
if datag DATAOUT
then DATAOUT=DATAOUTU {data}
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Fz1

BRI K R &

R4

fiiid

verifyp

split

fill

creath

addh

verifyw

correctw

sort

delhdr

defill

combine

A VAL U5 P 5 ARG O TR P LR B, AR S 3R 0] True, 75 W3R 9] False
verifyp(data, protocol:INSULATE) <]

Result=(data EDATA) /\ (isvalid(protocol)) >

H N I 4% U 1) (R R A 0 D T K L TN AR A, IR IR 43 I (A A AN B NV
split(data,L jua,Ls: INSULATE) <|

result=Lju/Ly >

HBAR S AN TR AL, W, B )5 e KR True, T50IZ[A False
Sill(r,L:INSULATE) <]

result=(length(ri)=length(r,)) >

N i N EAR S ARG S, 35 r 43k JE T HEADER MR [T True, 50X [T False
creath(packetID,length(r;), state,sockID:INSULATE) <]

r; EPACKETR

listl=<packetID>

list2=<length(r;)>

list3=state

listd=sockID

header= list\Nis2Nlist3Nist4

result=(header; EHEADER) [>

A AN EER S I EAE L R Ak, IR N

addh(r,header;:INSULATE) <]

ri EPACKETR

list1=header;

list2=r;

result= list1Nis2 >

PR AN A 2 BEATAR S, IR [A] True, 750W/IZ[A] False

verifyw(r:INSULATE) <

result(r € PACKETW Aisright(CRC(r))) >

XML AL r BTG, FHH EFERIER Troe, NI False

correctw (r:INSULATE) <

result(r € PACKETW Aisright(ECC(r))) >

FE BT AT Ak 23 A e A3 A S b AR NE 2 25 BEATHES - 7 58 BOR ] True, 75 MR [0] false
sort(ry,rm, **,r:INSULATE) <]

result=(issorted(ry, r5,***,r,,)) >

F A 43 2 A 1R o3 A SRR MR S R R IR I AT L A AT A5 A5 B 2, IUHH LT 9 A OB A 4y, IR R R
KRN

delete(r:INSULATE) <]

result=(lengthyapiq (1)) >

A B 53 A R K /N T A, W e B AR, SRR K O A S A 8 23 I JE W3R 5] True, 75 U3 [7] False
defill(ry, llengthyaia(r) :INSULATE) <]

result=(lengthyaiq (r,)=lengtho(r)) >

W TR 2oy A Sk B R 1) ELHE L P A OB A i 23 24, IR I SR R B K N
combine(ry,r2,***,r,:INSULATE) <

list1=r

list2=r,

listn=r,
data= list1Nis2++Nistn

result=#data >
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