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Artificial noise aided secure beamforming for
multi-antenna relay systems
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Abstract: In the amplify-and-forward (AF) relay systems, the confidential information forwarded by the relay can be in-
tercepted by the eavesdroppers. For guaranteeing the secure communications, an artificial noise aided secure beamform-
ing method is proposed. The goal is to maximize the secrecy rate of the system by jointly designing the beamforming ma-
trix and the artificial noise (AN) covariance matrix at the relay subject to the total power and the per-antenna power con-
straints. This non-convex secrecy rate maximization (SRM) problem can be recast as a two-level optimization problem.
The outer part can be solved by performing a one-dimensional search, and the inner part can be handled by the semidefi-
nite relaxation (SDR) technique and interior-point methods. It is shown that there always exists a rank-one optimal solu-
tion for the SDR problem, i.e., the relaxation is tight to the original problem. Simulation results demonstrate that the pro-
posed method can improve the security performance of the system significantly.
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Het, 4, =0,VE,6=0,E,=0,Yn,1=0,Z = 0,M =0 535N
YIREAT(180)~ LI ZA(18e), A = 0 FI X = 0 I AR & .

— R R (18)i A Slater £4F: n o B (18)f7AE
FEATAR, U I T AR WA AT R
5B ) 5 A8 ol R TR A AT o B, e R . KKT

(karush-kuhn-tucker) 5. 5UFBAHDCI KKT 4cfF0 N

K N
Z=(1+6)D,+> 4(C,, —aC,,)-1(B - 1;B,)+ Y ¢éD,,

k=1 n=1

(23a)

M=6I, - iikagk g —ushh" + ZN‘;E (23b)
k=1 n=1
ZA=0 (23¢)
A0 (23d)
X @3bynf s, AT, S MM ER
(Kronecker )24
I, @M =01, - iika(lw ®(g.gh)+

k=1

(1, ® (") + 1, O F, (24)

n=1

R D, C,, A1 B, 115, AN (23a)k 23 (24) I 73

Z=(+0P(S fH®IN T+ AC,, -

B+ EP(S)OE, 41,0 M 25)

n=1

Fe 3 @5) Wi Rl I A TN 4, JFRIR(Q23e), W
tB A=

(+OR(f fH®L )+, +AzﬂkC1,k +i§ﬁ(f*fl)®Eﬂ +1,®M)4

4

(26)
TR, 1, -0, 1 Q ThHABI h e kR,

I Q- 0 REFRFEE . it
Rank(A) = Rank(QA) = 7Rank(B,4) < Rank(B,) =1 (27)
Hrh, Rank(B,) =124 Rank(B ® C) = Rank(B)Rank(C)

3. W Rank(A)=0, W A=0, NPHHEBIELIE
24, W, >0, FTELZREAE(18e) kAL, 1

8 TA#. Bk, Rank(A)=1.
LrerUl L 2 S HOTE NS, TR 1.
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