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Abstract: To ensure the safety and correctness of the critical ‘mimic bracket” components such as protocol proxies of
mimic routers, a BGP (border gateway protocol) proxy was designed and implemented, and formal methods were applied
to verify the safety and correctness of the BGP proxy. The BGP packets communicated between the peer routers and the
master actor were monitored by the BGP proxy. The BGP sessions with the slave actors on behalf of peer routers were
established, ensuring the consistency of the BGP protocol states for all actors. The formal specification of the BGP proxy
was written based on separation logic. The VeriFast theorem prover was used to prove that the program had no memory
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unverified one. Works done provide a reference for applying formal methods to verify the safety and correctness of criti-
cal components in mimic defense equipment and systems.
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HAthB 5y 298 120 40% 418
st 1278 708 55% 1986
BT HORA F BRI C R R AR A7 405 3 4 SN
V) 4L 4L 4 N N /— M /\
=1 ‘\ P A A P b 5
BN 43 4T 21747 301 4T 2747, BARKE, Peer 192.168.180.129/24 129 130
N N N ey =} ST 4 B
BGP AR H I iEAAS AT S Ct—a?ﬁﬁéﬁﬁiﬁﬁﬁth Vasier 192.168.180.130/24 30 129
12k 0 R SRR, IS
18 55%, BAESERRFRIERES, BRIEFTFEA Slave,  192.165.150.131/24 . 120
S iA] 24 B T R R S 3 4
R Hﬂmﬂmaijiﬁﬁﬁﬁj\jj‘ INFIRN 3 5o 1T Slave, 192.168.180.132/24 132 129
7 A3 H B2 0 R e AT S
WARMBIEHRR TR AR LS, T o wmmn -
WEBH TR I RE IE A, RO T S B8 B 1
TR RAEE K . BGP AT ) 52 BRI 5 IF A RS ARFTSZIGH) H R R G TR e BRI RE

TE UL SCHR[22] -
4 SLIGHHR

4.1 SKWINEME

ARILHT eve-ng 4.0.1-86-PRO “F & #& 1 #l
A B H BT KBS, L0 KR PC Bil%
SUHL, 1217 Ubuntu 20.04 #:1E RG5. A0 & H 2%
Peer. T 4T/ Master A1 AT 1 (Slave, . Slave,)
BT JFUE Y FRR (free range routing) #% FH W i3 4%
BGP fQHIE AT A SCSLI FIF2 )7 1523t BGP-Proxy .
SEUGBE £ iE I Open vSwitch HIBE, W &5 B0
R A4PR.

DR S E R 21l . BRERAT . WHAT
PREEHIX 3 AN FE. PERRIINGCE SO H S RIS UERR
BGP-Proxy i T FH AL FRFT 75 HIR [R] ) 2E 5
AL, FTRLOGE B HH AR BESEEG 1, BGP-Proxy
TETHDR KBS S B, 2% 5 S 15 IR o3
K, T2 B2 it int UL K B J& Master. Slave, - Slave,
=FH M HRE RS .
4.2 Ihaeli
42.1 EipniE
Master. Slave;. Slave, ] BGP 2BJE{5 2k 12
fizs. MW 12 /TULEH, H BGP 4B)E(5 SRR
Peer 1] BGP K7 N Established.
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BGP neighbor is 192.168.180.129, remote AS 129, local AS 130, external Llink
Hostname: ubuntu

4, remote router ID 192

tablished, up for 02:

180.129, local router ID 192.168.180.130

BGP neighbor is 192.168.180.129, remote AS 129, local AS 131, external link
Hostname: ubuntu
, remote router ID 192.168.180.129, local router ID 192.168.180.131
BGP state = Established, up for 82:58:02
Last read of 18, Last write 00:00:02
Hold time is 180, keepalive interval is 60 seconds
BGP neighbor is 192.168.180.129, remote AS 129, local AS 132, external link
Hostname: ubuntu
BGP version 4, remote router ID 192.168.180.129, local router ID 192.168.180.132
blished, up for @3:46:02

Hold time is 180, keepalive interval is 68 seconds

12 Master. Slave;. Slave, ] BGP 4l J515 &

422 HWEAA

1E Peer FIES KA 3 B H{E R, ATEAK
Il Master. Slave,. Slave, #i % T % M) UPDATE
RIC. B EHAR O RS B 13 FE 14
Fimo B IUE P4RSCTAE B, 3 M 5E
BT S B ED .

192.168.180.129 192.168.180.130 BGP UPDATE Message
192.168.180.129 192.168.180.130 BGP UPDATE Message
192.168.180.129 192.168.180.130 BGP UPDATE Message
192.168.180.129 192.168.180.131 BGP UPDATE Message
192.168.180.129 192.168.180.131 BGP UPDATE Message
192.168.186.129 192.168.180.131 BGP UPDATE Message
192.168.180.129 192.168.180.132 BGP UPDATE Message
192.168.180.129 192.168.180.132 BGP UPDATE Message
192.168.180.129 192.168.180.132 BGP UPDATE Message

68.180.129, ens33, weight 1,

8.180.129, ens33, weight 1,

8.180.129, ens33, weight 1,
254.0.0/16 [0/1000] is directly connected, ens33, 00:
.168.180.0/24 is directly connected, ens33, 00:23:03

.0.0.0/8 [0/100] via 192.168.180.2, ens33, 00:03:37
.3.0/24 [200/0] via 192.168.180.129, ens33, weight 1,

.4.0/24 [200/0] via 192.168.180.129, ens33, weight 1,
.5.5.8/24 [200/8] via 192.168.1808.129, ens33, weight 1,
69.254.0.0/16 [0/1000] is directly connected, ens33, 01:48:4

.168.180.0/24 is directly connected, ens33, 01:48:47

.0.0/0 [0/100] via 192.168.180.2, ens33, 00:18:34
.3.0/24 [200/0] via 192. 180.129, ens33, weight 1,
4.4.0/24 [200/0] via 192. 0.129, ens33, weight 1,
.5.0/24 [200/0] via 192.168.180.129, ens33, weight 1,
.254.0.0/16 [0/1000] is directly connected, ens33, 01:
.168.180.0/24 is directly connected, ens33, 01:38:04

K] 14 Master. Slave;. Slave, I HEE R

4.2.3 MMATIREE I
Slave, N&i2 )5, Slave, TR I H1{E 840
AR, WE 15 s,

K=* 0.0.0.0/0 [0/160] via 192.168.180.2, ens33, 00:08:58
K>* 169.254.0.0/16 [0/1080] is directly connected, ens33, 01:54:08

C>* 192.168.180.08/24 is directly connected, ens33, 01:54:08

Kl 15 Slave, R R HI#R
s Slave, FH1 L2k, 7] LLA I BGP-Proxy £
Peer &%) UPDATE i SCH X K i%4 Slavey, PL5E
5 Master F Slave, PR [F2P, B R ME 16
F7R o

.0.0.0/0 [0/100] via 192.168.180.2, ens33, 00:04:44

.3.3.0/24 [200/0] via 192.168.180.129, ens33, weight 1,
4.4.0/24 [200/0] via 192 180.129, ens33, weight 1,
.5.8/24 [208/6] via 192.168.180.129, ens33, weight 1,

69.254.0.0/16 [0/1000] is directly connected, ens33, 02:
.168.180.06/24 is directly connected, ens33, ©02:23:50

Bl 16 Slave, #F B8R ik

4.3 THEEEMIR
Master NG E BT 12k, fil/k Peer 55 Master

HFroe BGP & HAE, HEififii’k BGP-Proxy
[FIFE 5 Slave,. Slave, 58 BGP &1, 4t Peer
tHr 5145 1 000, 10 000, 100 000 2% Hifs SAT,
BGP-Proxy A B A % 115 BT R I A] R, Slave
Slave, 5E N BGP 21 AT 75 i) (0] B CELRG AL %
HAE B ATAE SR IO R]D, AR Bk % et 45 2 A BRI (1]
4 BGP 2 i Hf HAth 20 BR P 75 BB [A] O, Hoh
B=R+0. % [EF|Gi i8] 52 48 5Lk, .IH:XT
T Eid 3 RS ERBEAT 10 YRSEEG, SRR 5 fr
Ne o, T (Gi=1~10) RoRE § IRSLEIEE R,
A IR 10 IRELE B35

MNF S v, BEAE R AR, Sk ieiE
(1) BGP AR % oAb 35 T 75 (1 [A] DA K 5 il A~
BGP 2> 1% FT 75 (I [A] R 2 38 . (R m] DU,
B 1 2% B AL SRS [R) A1, A8 40 P B[] #41 B S5k 1
e XZH T BB EG IR, M R A
BGP £ i+ UPDATE i SC 1% P & UPDATE #k
LMK E, X aomR XM mEZZm T
BGP-Proxy I B 15 2 (AL PR T4 5 . TCP & 4% .BGP

%5 I8 EAY BGP-Proxy %1F 1000, 10 000. 100 000 £ 15 28940 IR AT E LK% BGP £1ERT 8]

Yt HIR Ty T, Ty Ty T Ty Ty Ty Tho A
R 00106 00129 00167 00170 00145 00182 00172 00152 00164 00141 0.0153
L0005 0276 00216 00239 00238 00237 00204 00301 00255 00261 00231 00255
i O 00170 00087 00072 00068 00092 00112 00129 00103 00097 00090 0.0102
R 00797 01055 00351 00540 00538 00626 00587 00661 00557 00632  0.063 4
IOE%OSJ% B 00975 01267 00598 00764 00777 00901 00826 00892 00734  0.0878  0.0861
O 00178 00212 00247 00224 00239 00275 00239 00231 00177 00246 00227
R 01939 00914 02031 01968 00710 0950 0.1515 00834 00879  0.057 0.1380
10(;;%‘; K B 02160 01003 02193 02073 00754 02067 02165 00919 01027 01396 01576
O 00221 00089 00162 00105 00044 00117 00650 00085 00148 00339 00196




f

oif

4D . ﬁi

ZZ i OPEN R SC &5 (1) 32 252 W 28 Y BN (1 52, I
ANSZ i BRI N B2

K1 IGAIE #) BGP-Proxy WIS [H] A4 U3 6 FIf
e BEAE B HE BRI (1000 2%, 10 000 %%
100 000 %), ARLILICIUERN] BGP-Proxy X i HH#% 1)
ARFRI ] DL f 58 % BGP 22176 T 5 R s 8] . b 2 384
fn, {HIAEIIENR BGP-Proxy —#f, 5E#E1 BGP
S UE TR T B EH A B IS [R) A0 G A 43 (0 B TE) B TG
HERTS YR

XTEEFR 5 % 6 AT LA I, 448 & i H 48 4l
A 1000, 10 000 100 000 25 HHf, % R. B F1 O,
&K 243 ¥R ) BGP-Proxy # /b T & ik 56 E #)
BGP-Proxy. X4 H{E 54 1000 2641 10 000 2517,

E[)d 44 4
IR 0.025 s F10.08 s A4 4k s BiAF)

100 000 250, £ 36 E T BGP-Proxy 524% 1> BGP
AT FT R I (A 2 /2 R B0 IE F) BGP-Proxy [1) 7 £
HFZFRE, N7 eI, 752w

4=

AREPEATZ . B, MEERAERAR, HiEH
REEIR, MTIRTFE L REIE AL 1 SIS o (H 2

SHERA, BIME S SIA 3] 100 000 5%, £ WAE
[*) BGP-Proxy [WACFRI [ABATIFEZAPIN, TE R
N BGP il At A#ET 0.2's, 3Rt

ARATSLIGAE R E), Master. Slave;. Slave, B
FKAERWE 17 B, RIS 28 H (5 2R3 100 000 2%

i}, BGP-Proxy 153847 R4F, 4ERF T Master. Slave, .
Slave, =#F B HHE(E B —8. XAMEI T AR

23T B0IE 1) BGP-Proxy 71 %4/ BGP £ 1if (1 Ab PR (7] ST BGP AR B A R4 e a1
R 6 KRZiFIIEHT BGP-Proxy X 1 000. 10 000. 100 000 5% {5 S AY4LIEET 8 LA & BGP £ AT (a]
Yt HIR T T, T Ty Ts Ty Ty Ty T Tio A
R 00009 00009 00089 00011 00013 00006 00022 00009 00008 00018  0.0020
! g;’gj’ B 00078 00092 00137 00154 00054 00066 00087 00103 00047 00072  0.0089
O 00069 00083 00048 00143 00041 00060 00065 00094 00039 00054  0.0070
R 00056 00063 00080 00096 00082 00051 00054 00063 00073 00084  0.0070
10&%0[(1)]%% B 00088 00160 00122 00110 00167 00081 00091 00163 00133 00158 00127
O 00032 00097 00042 00014 00085 00030 00037 00100 00060 00074  0.0057
R 00251 00198 00238 00211 00207 00184 0026 00177 00182 00202  0.0208
10‘;;28 % B 00323 00257 00306 00273 00270 00266 00313 00265 00253 00274 00280
O 00072 00059 00068 00062 00063 00082 00087 00088  0.0071  0.0072  0.0072

1001 d 1001 total

paths

root@ubuntu: ~

t@ubuntu:~# ifconfig
BROADCAST ,RUNNING ,MUL

(al) Master

root@ubuntu: ~

teubuntu:~# ifconfig
33: flags=41 UP ,BROADCAST ,RUNNING ,MULTICAST>

inet 192.168.180.130 | netmask 255.255.255.0

inet6 feB80::d7el:abf6:645a:51dc prefixlen 64

(b1) Master

(b) HPeerf510 OOO%E%EEHQE

root@ubuntu: ~

62<UP BROADCAST ,RUNNING,MULTICAST> mt
68.180.130 nztmnﬂ( 255.255.255.0
inet6 fPRO :d7e1:abf6:645a:51dc  prefixlen 64

(c1) Master

n
inet6 feB0::394a:81d5:4.

(c) Y4Peerf5100 0004 I Hi{Z B

17 SERCRAEFSE, Master.

(a2) Slave,
(a) %Peerfg1 0004 B FafE BT, SEBCRAF G HE &

(b2) Slave,

(c2) Slave,

(@3) Slave,

(b3) Slave2 N
i, mﬁJZ«{ka*/FFB’Jﬂ%EE%

root@ubuntu: ~

teubuntu:~# ifconfig
33: flags=4163<UP ,BROADCAST ,RUNNING,MULTICAST>
0.1 5.255.0

> ntf
etmask 255.255.255.0
asg:f1ff prefixlen 6

inet6 fe80::5829:8892:63¢7:85

(c3) Slave,

Hj‘ ’ mﬁk’lkzw Hﬁfﬁﬂ‘]ﬂgﬂﬂ%
Slave, [1#% & (E B

Slave;



%53 4 FKHES . S H A% BGP B S5 1 AL Ik <43
. 17th USENIX Symposium on Networked Systems Design and Imple-
5 HFRiE
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2 M ORT Ty R T 1 AT 7 B Uk I RIE O AR . TR
AT VAR B AT TR ATk R B2 1 s 1)
— MRS TR, YT AE 2 A IOC I I 48 T R B B
RSP REAREN. A0 RIER
AR TS 6 B 2% R LS HE S 4 2 — 1) BGP
REE, 5T BGP REEAI W HRBL, 5 H
VeriFast X} BGP A #4T 1 MIRIE, uE# 1
HNfERer, RS MR IR IER I (58
MAFEL)) . BGP AAFLISE 1986 17005, H
o, SRS SR IEARAD E 2 LhZh 1.8:1, SERK
o7 B s AR 3 56 30E T A 9% RIS 1) 2 Lh 40
1:3. SEIGSE R, FrscBli BGP RELIEIT 4
Rif. SRS, N 7RG EEL 2T H 0
KM EERT.
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