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Research on test strategy for randomness based on deep learning
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Abstract: In order to achieve better test performance, researches on the randomness test strategies based on deep learning
were conducted, including the batch average strategy proposed by EUROCRYPT 2021 and the selection strategy for data
unit size. By introducing the randomness statistical test model based on deep learning methods, the statistical distribution
and test power expression of two test strategies were theoretically derived, and it was pointed out that: (i) the batch aver-
age strategy could amplify the prediction accuracy of the model, but it was prone to an increase in the probability of the
second type of error in statistics, instead reducing the statistical test power; (ii) the smaller data units of the deep model
generally obtained the more powerful statistical tests. Based on the above understanding, a new bit-level deep learning
model was proposed for randomness statistical tests, which gained the advantage of prediction with 80 times fewer para-
meters and 50% samples, compared with the previous work on linear congruent generator (LCG) algorithm, and achieved
significant prediction advantages with 10~20 times fewer parameters by extending the model to apply to 5~7 rounds of
Speck, compared with the model proposed by Gohr.
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