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Abstract: To solve the problem that existing studies usually assumed that the QoS data of cloud API recommender sys-
tem was reliable, ignoring the data poisoning attack on cloud API recommender system by malicious users in open net-
work environment, a data poisoning attack detection approach based on multi-feature fusion was proposed. Firstly, a user
connected network graph was constructed based on the designed similarity function, and users’ neighborhood features
were captured using Node2vec. Secondly, sparse auto-encoder was used to mine user QoS deep feature, and user inter-
pretation feature based on QoS data weighted average deviation was designed. Furthermore, a fake user detection model
based on support vector machine was established by integrating user neighborhood feature, QoS deep feature, and interpreta-
tion feature, the model parameters were learned using grid search and alternating iterative optimization strategy to complete
fake user detection. Finally, the effectiveness and superiority of the proposed approach were verified through extensive expe-
riments, realizing the poison attack defense against QoS aware cloud API recommender system at the data side.
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12) end for

13) /AR P u BEAT G

14) label=SVM

15) return label

SR 2 A DATHEE 1 RS2 U Rk i
PARVERMTRRERL S 58 2)~ 12)17 AR AL 38 2%
HR PR AIER S, B 13)~ 1T F g5 2
(24058 AR AR A

FE TR AR FETT TR, 550 2 SR Budk B g ik
FFNZR SVM, 1E5 2)~5){T LURE T @ 2 A
for JEH K4 SVM I LA IE T 240 ¢ IS4 a.
TEES 6)4AT ISR SVM $ATIN, 7524 75 1)47 3R
M PR B e, , WURETE 2 BIREEE %N
O(MxNx|e,|), A1, M NIESISE ¢ KITERIESE
BRI, N NS o MTESEAE RN, 15
RIS RBETT, B2 3 DATHRE— KA
| e, |4 B A A7 it P R AGE r) i, G 23 ) B 5%
R O(e, ). % 2)~12)THEAT SVM FRALIZRI
TG B svm « best il best_ parameters Z5:45
&, 5 AU MxN ook, WS [ 25 O(1).
Zil, Rk 2WEIAEIRERN Oe, |)-

B0 1 AL 2 DR 7 P is 4T, i
NQI-Detector ¥ {4 (1l [ 24 O(UP+HUHMXN x

best _ parameters (eu )



* 162 ﬁ {

palll3

L o044 %

le, ), FEEEREN O(UPHe) [+e [+e, ), H
e <le, |, |e*|<e, |- HT M. NFHl|e, [{fE5 %
SEFRHAT IS BB FRE, i NQI-Detector [ =&
7% B B T 1A @R | U], NQI-Detector AJ 5 F
FRIBE = APT HEE R GO BAR BB B A . )
ANERHR S 2 fE . DATRAREE 5 ST 9 1 #ET
FURFAESEEL, ]t — 23T+ NQI-Detector X 5 5 4
AR (R AR B 22 2%

5 WSS

51 SKIOER

1) SEIREE A SCSLIGH R R B Bttt R =
API JIR%5 i B 5di 4 WS-DREAM!"®, WS-DREAM
P03 T E SR 2 A = APLY /A7 75 7] 7
B 339 AN PR BT A RS R R . SR
HARSEiHE Bk 2 Fios.

%2 IWHEHITER
ol i1
Wi 7 8] 768 FEl /s (0,20]
S-S5 8L [ /s 0.908
Wi %7 [ 5 B P /A 339
i B2 ) B 5E = APT Hi/A> 5818
A B /(kbits ™) (0,1 000]
PR R (Kbits ) 47.561
Tk B HERE M P BE A 339
ik R HIEE = APT HR/A 5801

TEFFMEEIAEE R, Mg = APL AEIR %,
B BAAN s S D B APL HRH P -=
APl [RGB M. v TS 5 st
1= APL B HZsRFF—8 fEH -2 APL RS R
A FRH A/ B ARAKFRE RS i = H AR -

2) ZHAE T ARSI AR 55 o 2 s AR
FEEIANR, AR5 5w 22 B AE ¢ A EUE AT H
RSS2 A . DR, BB () B s AR B
T ZEBIE = =5, ke 5 v B e 2 A 7 [
JEH 2500 AL, SVM BRIETI 4 c FiZ 4 a
TN 7 P T B8 B BB N (S, 0.5), FE At A
B E (20, 0.5).

3) VM FERR. T VPN R ORI, R
F 2 AF I HERE 2 (Precision). 4 [EIZ (Recall)
FFLEAEAVEM AR SR, 2J0E LR

TP
P +FP

Precision =

(18)

Recall = TP (19)
TP +FN
Fl— 2 x Precision x Recall (20)

Precision + Recall
Horr, TP /R IERAAI R IEGIECR, FP KRtk
R NIEBI R, FN FoRR AN U] i HeE .
4) SEEGIAET A AFIAE SRR R ARG (0D,
WAF 32 GB. B ZWAETE 5 Python3.0, Ffs
I3 VS Code.
5.2 IfEEsea

FRE R H AR A T B IS5 T B I
= APLHEYE R GRS M A %, Oy 1k
BH BB 7 AR M RE A AE R AN AR R, B 4
JeRt B IR BRI A, KT S S API
55 5B R HE R U, BEAT XL 3BT . 4 FhouS B
Hl g e R .

1) PCA-VarSelect™" . #it 7 (it 75 W B 5% 85 Bl 1
ML, AT E SR ] AFAE, SR RV TR T S
7t (PLSA) RE|BAMMmIFHIH P REA, 455
PCA-VarSelect \Z et T2 41 % BT AR PP R P o

2) Bayes-Detector™' . — R B R 5 P Al
T3, FIRFERE N RN T P by i R s URPAE, B
Je A% FH DLt S AR TR A R 7 AR A 5 B R B BT R 2
FEHE LA SE R AR FH P A U

3) DL-DRAP, — Ry B 5k, A=K
B SRR D VR B M B, AT IR
JEE 27 2] WX 2 HEAT AN o

4) DSAE-EDM™, — i i 2 5] B B 4R 1
K758, EHER IR B shgmtt s 5 sh e BUH
R FE AR DI 3 B A A R

T B UE PRI VERE AR G bt e 1 IR 55 o
A AP HEAF RGO R R Sl o e, - SEaG:
3 TEE M S P ) B8 S AN e B R AR B AT HE A
G iy Rl WIRFA O 5 VTN P e S BB C
BRSNS, AR AE D7 RE AR A SEH
Jro FESEER R, IR BCE Y 4%, Bl
R E N 3%, 5% 10%F125%, L F1ENITNTR
b, SEEREE R 4 s, BASHTINTR.

1) FEBCE SRR E B RTER T, RS I
TR BN 3%8F, PCA-VarSelect i F1 {E&T
0.8, TIEARX 7 HSEM MBI Xtd T
R I E KM F 1 PCA-VarSelect HIEHE FF4E L FE
RN, EWERIEN S e RN R,



ER MRESE: TR RS R ERA T APLHERE R G BR BB i Ak Iy ik 163 -
= PCA-VarSelect ==aBayes-Detector 1 PCA-VarSelect ==aBayes-Detector 1 PCA-VarSelect =aBayes-Detector
DL-DRA swDSAE-EDM DL-DRA swDSAE-EDM DL-DRA sssDSAE-EDM
ez NQI-Detector & NQI-Detector &z NQI-Detector

1.00 1.00
095 8 | o N
g K N
090 B YN R 7 N
= 7. B : B N N E N N || N
=085l NS =B TN N | =085t P % % INE
N N NN | N 2 7 2 N
N N [N || AN | o0l 7 % 2 N
NS N NG NS NG % % % NS
NE] N N NS N % % % N
0.75 NE N NS NE NG 0.75 % % % N
NG N N | | NS N % % % N
NS Ns [ TONE || N | | ONB % % % N
0.70 N & . ANE | INE [N LN 0L LN I INE | LN | N
’ 3% 5% 10% 3% 5% 10% 25% 3% 5% 10% 25%

Bt Bt Bt

(a) A2 I PRI 4R R AERE ML it v B F L

(b) i J32 I TE) iR T AE A et v B F 14

(c) Wi B I ) B4R T FESAME B it b Y F L

— PCA-VarSelect =aBayes-Detector = PCA-VarSelect =aBayes-Detector — PCA-VarSelect ==aBayes-Detector
zz2a DL-DRA sssDSAE-EDM zza DL-DRA sssDSAE-EDM zza DL-DRA ssDSAE-EDM
xxx NQI-Detector & NQI-Detector =2 NQI-Detector
1.00 1.00 : 1.00
0.95 , 0.95 2 Bl oos}
7 & g
7 K NE
0.90f 2 0.90 K Nl 090t
= N = A N & :
= 0.85} g% g = 0.85 ggg é§§ = 0.85} 2§§
% N N K
0.80} g§ é 0.80 N\ é§§ 0.80} é§
i N K
A 2 N N N
0.75H ?% ? 0.75 N gs;;; 075 N
0.70 2%@ 3 K 2 0.70 2%;3 QSEEE 0.70 2%5:1 R N :E ,\:Et
3% 5% 10% 25% 5% 10% 25% ’ 3% 5% 10% 25%
Wi HUAE Wi B i B

(d)Frnt B R T AEREALS T H Y F LE (e) AL E LR FAEMR B h A F A

B4 AR B B MOt A 77 i 0] B g R

() Bt T E R F 1E

NQI-Detector Reff AL LA A RFE, EMREGH
SRFE IR BRI IR . B R KR 25%0T,
DSAE-EDM Al DL-DRA #SH] LA 2460

2) B, PEARI RS (1 o S A ) £
P4, DSAE-EDM A1 DL-DRA (¥ F1 {5 #5451 0.85,
ARG 58 SRR AR FH P R e Aar il 2% e 1) 2
A AHME SR - BT B A RS T AR, RA2 4
IR 55 o3 = B R AE 2 A8 (1), NQI-Detector 5
DSAE-EDM #HEL, A48 1 BT AHABU: (132838 Y 2%,
0T % P ARSARFE A2, SR B T SR FHRRAIE
1 E 1, AMESEIR T A& SN AR AELE T XA [
T IBCT I T R 3 HH SR (1405 3 A AN e [l R, i L
B0y R P R AR o

3) AT T R S A A AR I 55 1 52 B
LB AT S (R R A, R T REAE T4
HIGE B SR, BT ISERER, Ak sds
SEIEHEE BT R T A, S EUKEEREL
B T AR B S e T A (A B 2 58 R 25 35
SER P IRSS S, I RTURR AR A A Bk

FIRE S B P P RFAE, AT SE AR
53 ARIBERE THIENEER 24

AT LIS @ N 5 APTIRSS & BRI A
() Tt o ) s 5 75 T R 1 E A NQI-Detector 1
PERE, WEBEHIA 5%. Frde 7k bl e B M
1A 5% IR AR A I, 2 il AN AN [R) B 5 B
(4% 8% 12%F1 16%) MIBENLEGE . WLt LA
FIE B R R A e A g5 R an & 5 Bk
MWE 5 " ULE W, BEE I R 8 OK,
NQI-Detector [ [B] R FNHEN R 2B Wi 5, 6l
RORIZ IG5 . X 5 B 1 e B o B K e X
B B2 B el HH M AT O I TIOIH — 2
54 ARIBEE THENEER 240

AT SIS IE N 2 APTIRSS 1 & BRI A
() T A 1) s 15 755 i R 1 F A NQI-Detector 1
PERE, WE R E SN 4%, NQI-Detector
WA R B UL I 3 BB 7EAS RV T bm Al
BORXS AN EE 6 P o

—MAEOLR, FEAN S%EUEL I BHR R S O



+ 164 ¢ B OE ¥ O® 44 %
1.00 1.00 — 1.00 —
AL — (YO P TN — -
0.98} = Bt R ==t e — 0.98 = Be ity
= E B 0.98 HEm A W i = EHE s
mro.%. 2097} o 09}
g 0.94 H g 96} Z o094
0.92f 0.95p 0.92}
0.94f
0.90 H—I 003l 0.90}
088 o 8% 12%  16% 0925, 8% 2%  16% 0880, 8% 2%  16%
Y Yt Wi
(a) W Jo7 BT ) B3R T R RO L (b) Rz B TR B4R T A B3RS L (c) Wi o7 B ) B3R 88 FL{EAS b
1.00 1.00 1.00
0.99 HEBEALK 7 0.99H= BaALA it _ L
= =t 0981 [l e —
e E S = HE = HE Bt
097} - 0.97}F 0.96}
096 #0.96F i
§0.95 ! ] Eo.95} = 094}
0.94| ] 0.94} i
093} 0.93} 0.92
092+ 0.92F 0.90}
091} 091}
0= 8% 1%  16% 00 = 8% 2% 16% O e &% 1% 6%
ool g BL& Lo et g
(d) B EEHRE T R () ki AR T 7 M RAT L (f) FntEHIRSE FFUEN b
B 5 AT R A4S R
1.00 1.00 1.00
B paL 0,98 |2 HERLSL 7
0.98 e g i 0.98 Hem i i B 98 e e _
0.96 | |ER A 7 _ 0.96 {EE A TGE _ 0.96 | ER A B
5 094} 3% 0941 @ 0.94f
§ 092} % 0.92} = 002}
090} 0.90} 0.90}
0.88} 0.88] 0.88}
0.86 } 0.86} 0.86}
3% 5% %  10% 3% % %  10% 3% 5% %  10%
YA YA Wi
(a) Wi o7 Bt ) B 4R T v 2R L (b) mi BB R B3RS T WIERAT L (c) Mg 37 B ) B4 T F IS b
1.00 1.00 1.00 T
AL HLI —
0.98 D%ﬁ%gii _ 0.98 D%ﬁl&g 098 Di@ﬁimfﬁ‘ -
0.96 iﬁﬁi’ﬁﬁ 0.96 iﬁﬁlﬁiﬁ ] 0.96 \E=2 i Bt
3 0.94F 3 094} 094}
& B o I
5 092p T 092t = 092
090} 0.90] 090}
088} 0.88] 088}
0.86 | 0.86| 086
3% 5% % 10% 3% 5% 7%  10% 3% 5% % 10%
YA Wi Wi
(d) Bt EHARSE FHEFHR (o) FILEHIRE T A EIRAT L (f) HFH-EHIFE FFUEN b
B 6 AR Beas IR R I 4

SR TBR

CH PR SRR A, bR A

BHntE AR 2. R 6(c)fE 6(H)IF) FI1 {8

SN 3% 5% 7% 10%. ME 6 ATLLEH, 7E
BNFEL K B $URS R, NQI-Detector &k A {45
RIFHIRIEE f), X WIGAE T HAES AP RS E

45 SR, NQI-Detector XAt Ko ARl 1A REAIC
TEAEBE VEREFEIR - X2 DR AL 2 B
REBH R, BB AR FRAT 2 APL EOLHI AR



%5 8 W

RIS T RS TR AN AP 47 22 48 10 B 5 2 Br b ) 75 32 © 165«

FEkRaREC, BEOERREEEHRT S
AP ESER -, AERITEA G Rl k. b4,
H T BENLSCH R A R B i, B 5 = AP
A H A RS T A B AN T, 4R S8 TR
WLBC AR  SAE T R Rl 45 ROk R A2
ENE L

5.5 BURAFHIEHRLSCIE

T BT TR B 3 A AR A 2
P, AR 6 MHRIAR SRS, DA IX LRy
FIE KT 2 o B89 5 75 T A 00 ) 7 2 R A5 A AE 1)
oM, 5 AL x e (NS, W ,NS,NW,SW}, Hrf,
N. S W 53R e e Fluy, » NSv NW
FSW 43 B AH N AFAELH A, NQI-x FRnsK
SO RS A AT R A 3R 3 FIR 4 R T 1E
Wi J57 P [ 4 B AN Ak R B R 4 B SEEREE R, I
R E N 4%, DU EN 10%.

Wk 3 MEK 4 Fiox, NQI-N #XF NQI-S Fl
NQI-W RV 2, X P AR SRAE CE AT AT 25
R T EEER . A NQI-NS TETH X %25 5
Y VEfRe e 22, 1% 3R B AR R RRAE AE S 8 FH T
TSR TR ZRIERE . SR, KRR e A AR

%5 IR IR FERHEAR 25 6 v] DA Rotb s i Bt &, X
b DS A i 7 ) R KA £ E RN FEAN B, (R
Gt EHARAE b, X 2 FRRFIE R S5 & S INA 24
5.6 IEBFERTIRLHT

Bayes-Detector 1 A5k 48 F Ba sUR-EE AT 2L
PEPERE B AT ) v 5.2 9 SE 25 AR B i
NQI-Detector [t Bayes-Detector /775 IE R N TR
FOX— R, R AT TSR T BB B FH P R
fERIR . A SZI6{8 ] Maaten 25PY3E HK) T-SNE
(T-distributed stochastic neighbor embedding) *JHEHX 1]
FAEPTALACALEE, T-SNE H4 i 4ERuh A SRFIEBOR,
AR B ARG BE RS S, AR S PR IS
Yerh PR B I, {8 T-SNE 207 2 FhO5 2 Fr HU Ak
25 o B AR AR B REAE, S R R A AN At
BIRSTEHERSE b 2 MR B SGRINTT
HF PRE AR S5 SR ] 7 Pl

ME 7 W] %1, 5 Bayes-Detector #H Lt ,
NQI-Detector &1 - HRFAIE 0 8 P £l o
b, AU P RHE 3 AT SE R, AR S S
RIS i . [KlE, NQI-Detector 7EAGN 2
API IR 5% 5T S 250 5 (R R FH 2 I 58 2

=3 TENG R B B iR & L IHRL AR ST I EE 45 R
. BN MG WEBE
i TR FEEES F1 {8 T2 FEEIES F1 & TR FEEES Fl {4
NQI-N 0.565 0.500 0.529 0.617 0.667 0.635 0.577 0.594 0.580
NQI-S 0.841 0.817 0.829 0.927 0.951 0.941 0.902 0.947 0.927
NQI-W 0.972 0.951 0.972 0.941 0.918 0.928 0.958 0.922 0.948
NQI-NS 0.554 0.482 0.512 0.524 0.584 0.552 0.590 0.549 0.552
NQI-NW 0.594 0.569 0.573 0.561 0.538 0.545 0.561 0.527 0.548
NQI-SW 0.958 0.945 0.950 0.932 0.910 0.924 0.945 0.962 0.955
NQI 0.989 0.964 0.955 0.975 0.959 0.968 0.970 0.982 0.979
=<4 EEMERIRE FIERM T ARSI AR
. BN R WEBE
i TR FEEES F1 {8 T2 FEEIES F1 & TR FEEES Fl {4
NQI-N 0.732 0.754 0.742 0.695 0.752 0.617 0.715 0.744 0.729
NQI-S 0.941 0.964 0.955 0.849 0.869 0.854 0.874 0.832 0.857
NQI-W 0.964 0.970 0.966 0.957 0.922 0.941 0.958 0.967 0.962
NQI-NS 0.533 0.630 0.574 0.585 0.562 0.542 0.523 0.583 0.554
NQI-NW 0.583 0.659 0.611 0.570 0.551 0.561 0.614 0.655 0.639
NQI-SW 0.961 0.957 0.958 0.953 0.948 0.955 0.938 0.920 0.928
NQI 0.978 0.985 0.980 0.964 0.982 0.975 0.972 0.955 0.961




.+ 166 * b

44 %

30 -20
(c) BHHEEHREE T hyBayes-Detector

30 20
(d) FnkEFIESE T HNQI-Detector

B 7 A [ 45 i i 4 R 1A P P R R AL 2 b

6 ZERIB

NT IR IR = APL HEE RGP L
PEPRERIL A, AR T Rl (7 55 o
= APL HEFE RGN T 2 RERL & I BB By
K75 B, MR ROR M e Bk T R
IR, FIF Node2vee HyJimid E L ItBEH LI
FEAERA P ARIBARFAL s K, MRS s Hea A
I FIAREL E ii Ss T2 408 AR 55 BURAR BERHIERR
FRIEE T P RRRERAE . AR5, RAVRHER N FORIE
BRI IOABIRFAE s W55 B TR BERP AL 55 A R4
SEIL T2 T IRAR . FEILER B, 25 E kg
RO RS, -7 R 4EM BRI T R
FPIIRENRCR . e, WS ATTTHRAT SIS, AR5t
Moo HT 1 P BR S B A R ST A T 5 VA R 55 ot
BEAIZ APHER: RS A RbE

SE WK

[1] GONG W W, ZHANG X Y, CHEN Y F, et al. DAWAR: diversi-

ty-aware Web APIs recommendation for mashup creation based on

(2]

B3]

(4]

(3]

(6]

(7]

correlation graph[C]//Proceedings of the 45th International ACM SI-
GIR Conference on Research and Development in Information Re-
trieval. New York: ACM Press, 2022: 395-404.

QI LY, LIN WM, ZHANG X Y, et al. A correlation graph based
approach for personalized and compatible Web APIs recommendation
in mobile APP development[J]. IEEE Transactions on Knowledge and
Data Engineering, 2023, 35(6): 5444-5457.

CHEN Z, PAN M S, HE P F, et al. Context and auto-interaction are all
you need: towards context embedding based QoS prediction via auto-
matic feature interaction for high quality cloud API delivery[J]. Future
Generation Computer Systems, 2022, 128: 265-281.

SHU Y J, ZHANG J H, ZHANG W E, et al. IQSrec: an efficient and
diversified skyline services recommendation on incomplete QoS[J].
IEEE Transactions on Services Computing, 2023, 16(3): 1934-1948.
CAO B, LIU J, WEN Y, et al. QoS-aware service recommendation
based on relational topic model and factorization machines for IoT
mashup applications[J]. Journal of Parallel and Distributed Computing,
2019, 132: 177-189.

PRI, Z3CH, B, 5. RN Wi 0 2 e LRk
BB, TS AS B2E R, 2023, 45(1): 371-382.

CHEN Z, QI W C, HE P F, et al. A survey for cloud application pro-
gramming interface security: threats and protection [J]. Journal of
Electronics & Information Technology, 2023, 45(1): 371-382.

ZHENG Z B, LI X L, TANG M D, et al. Web service QoS prediction

via collaborative filtering: a survey[J]. IEEE Transactions on Services



%5 8 W

MRESE: [ MRS TG R A = APT HETE RGBS B d Mok vk

° 167 ¢

(8]

(9]

(10]

(1]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

Computing, 2022, 15(4): 2455-2472.

YE F H, LIN Z W, CHEN C, et al. Outlier-resilient Web service QoS
prediction[C]//Proceedings of the Web Conference 2021. New York:
ACM Press, 2021: 3099-3110.

MANIKRAO U S, PRABHAKAR T V. Dynamic selection of Web
services with recommendation system[C]//Proceedings of International
Conference on Next Generation Web Services Practices. Piscataway:
IEEE Press, 2005: 117-121.

RAN S P. A model for Web services discovery with QoS[J]. ACM
SIGecom Exchanges, 2003, 4(1): 1-10.

YANG J, CHEN Y, RAHARDJA S. Neighborhood representative for
improving outlier detectors[J]. Information Sciences, 2023, 625:
192-205.

BURRA V B, PACHALA S. An improved proxy re-encryption scheme
using resource optimization and authentication protocol[J]. International
Journal of System Assurance Engineering and Management, 2023:
doi.org/10.1007/s13198-022-01809-9.

GUPTA P, YADAV K, GUPTA B B, et al. A novel data poisoning
attack in federated learning based on inverted loss function[J]. Com-
puters & Security, 2023, 130: 1-8.

ZHANG H X, WANG D Y, ZHANG W, et al. QoS prediction in intel-
ligent edge computing based on feature learning[J]. Journal of Cloud
Computing, 2023, 12(1): 1-16.

LI J H, WU H, CHEN J P, et al. Topology-aware neural model for
highly accurate QoS prediction[J]. IEEE Transactions on Parallel and
Distributed Systems, 2022, 33(7): 1538-1552.

ZHU J, L1 B, WANG J, et al. BGCL: bi-subgraph network based on
graph contrastive learning for cold-start QoS prediction[J]. Know-
ledge-Based Systems, 2023, 263: 1-11.

HA J, PARK S. NCMD: Node2vec-based neural collaborative filtering
for predicting MiRNA-disease association[J]. IEEE/ACM Transactions
on Computational Biology and Bioinformatics, 2022, 20(2): 1257-1268.
XIAD W, ZHENG Y L, BAT Y, et al. A parallel grid-search-based SVM
optimization algorithm on Spark for passenger hotspot prediction[J]. Mul-
timedia Tools and Applications, 2022, 81(19): 27523-27549.

YANG Y T, ZHENG Z B, NIU X D, et al. A location-based factoriza-
tion machine model for Web service QoS prediction[J]. IEEE Transac-
tions on Services Computing, 2021, 14(5): 1264-1277.

[20] MEHTA B, NEJDL W. Unsupervised strategies for shilling detection
and robust collaborative filtering[J]. User Modeling and User-Adapted
Interaction, 2009, 19(1): 65-97.

[21] YANG F, GAO M, YU J L, et al. Detection of shilling attack based on
Bayesian model and user embedding[C]//Proceedings of 2018 IEEE
30th International Conference on Tools with Artificial Intelligence.
Piscataway: IEEE Press, 2018: 639-646.

[22] ZHOU Q, WU J, DUAN L. Recommendation attack detection based
on deep learning[J]. Journal of Information Security and Applications,
2020, 52: 1-13.

[23] AMEZE, SRATRE. & TUREE A 0% 988 A FE T 4R Ok U7 i 0],
TN TR 5 R, 2019, 55(1): 9-22.

HAO Y, ZHANG F. Ensemble detection method for shilling attacks
based on deep sparse autoencoder [J]. Computer Engineering and Ap-
plications, 2019, 55(1): 9-22.

[24] MAATEN L, HINTON G. Visualizing data using t-SNE [J]. Journal of

Machine Learning Research, 2008, 9: 2579-2605.

[EE R

FRE (1987- ) , B, BAEEMA, L,
Mol KFERIPEE . LA SN, FEPR
T ARG HHE . HEFE RS FIR S
FFRE.

Z3CHEB (1998- ), L, WHALA N, #aloEm A, &
LR FTT IR & AP 2 R 5.

BT (1999- ) , 5, WdbAREN, #HilKEm+4,
TR T AR S S T B R S A B R R R S

Rl .

BRFER (1962- ), 5, BRTEARHA, B, #ilkE
¥t LA, EEHR T AT RE . RS EM
g B s%,



	14-230293-H˜

