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Abstract: Aiming at the current problem of insufficient security in clustering data collection and publication, in order to
protect user privacy and improve data quality in clustering data, a privacy protection method for K-Modes clustering data
collection and publication was proposed without trusted third parties based on the shuffled differential privacy model.
K-Modes clustering data collection algorithm was used to sample the user data and add noise, and then the initial order of
the sampled data was disturbed by filling in the value domain random arrangement publishing algorithm. The malicious
attacker couldn’t identify the target user according to the relationship between the user and the data, and then to reduce
the interference of noise as much as possible a new centroid was calculated by cyclic iteration to complete the clustering.
Finally, the privacy, feasibility and complexity of the above three methods were analyzed from the theoretical level, and
the accuracy and entropy of the three real data sets were compared with the authoritative similar algorithms KM, DPLM
and LDPKM in recent years to verify the effectiveness of the proposed model. The experimental results show that the
privacy protection and data quality of the proposed method are superior to the current similar algorithms.
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