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Electromagnetic signal fast adversarial attack method
based on Jacobian saliency map
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Abstract: In order to generate high-quality electromagnetic signal countermeasure examples, a fast Jacobian saliency
map attack (FISMA) method was proposed. The Jacobian matrix of the attack target class was calculated and feature sa-
liency maps based on the matrix were generated, then the most salient feature points were iteratively selected and pertur-
bations in their neighborhood were continuously added while introducing a single point perturbation constraint, finally
adversarial examples were generated. Experimental results show that, compared with Jacobian saliency map attack
method, FISMA improves the generation speed by about 10 times while maintaining the same high attack success rate,
and improves the similarity by more than 11%, and compared with other gradient-based methods, the attack success rate
is improved by more than 20%, and the similarity is improved by 20% to 30%.

Keywords: deep neural network, adversarial sample, electromagnetic signal modulation recognition, Jacobian saliency
map, target attack
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5 MindArmourl.9, GPU Jit4< >y CUDAL11.1.,
321 R&NAKREALER

WIRES, W ER AT 0 ZHhFE, ED Rk

5] e FR A A T L B 70%AE R ZRREAS, 30%1E
NIRAEA . T2 K L, 3 MR E A,
W6 1,=0.01, BN ZRIEAR— 58 1 B R JE R — 2,
X AL AT VI 2R e 8 PRI WSS, TSR3 5 &
FE A o3 AL () HE A R W0 ] S TR o &1 X ResNet
R, SHERFHINRIREE, B 7k 0 2 4h, K
RIRZEDERZ I 3x2 BN 3x1, X3 2
B ERR 23.6 TR T 141 754, 45
LK 10 dB B, “FIMERRIER] T 96.2%.
XFF CNN 2%, 4 SNR KT 10 dB i, “F#IE
ffi#I5 %] T 88.6%. X T MCLDNN #i%, {3
Balb KT 4 dB B, IEMFRIEET 97.3%. H5L
I5 45 Tl 5 AR, A5 R bb KA 10 Bt A B At A DA
PR TE AR ), O AT B WA S BR E
fEMELL R T 10 dB BIFEATE & I 28 A 8 | 3t 11531
) 1E By 56 B2 e IR 21 80%, IR M A S B 33 AT Hic 4l 7l
AEEE T AR, Bk S L KT 10 dB M S HEAT
SIS, %R 4> B fE % T 5 35 Hh S R PR A1)
S PR B BE 7 o 3K UIE B AR A 2 0 BURE AR T
W7 HE IR R, T AN SR O A B W i 22 B0

ol R
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80% I

60%

YT
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20% L
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E5 3 AR HER =

3.2.2 FISMA 3%

FISMA 5 JSMA ZURX e anfd 6 firr, Hor e 6(a)
NIEIEREAR (BR BN IERIFRZE OOK), i T
HARPRZ N 32APSK, F 6(b) A ISMA A 1%} 7t
FEA, 1 6(c)y FISMA fESRBNBRH & = 0.2 I A2 Bl
RIRTPUREA . XFELRT LR H, FISMA 773k AE B )
PUREAS BE INBE L o
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JISMA™! DI-FGSM!™, PGD™. Grad-CAM™*'F11
MA-NA-FGSM™ I o7 J7 3 /E i %t b, 3
MA-NA-FGSM  H PGS0 (1) 5 o AR 07 325 24 sl 1
Ko T FISMA NH#bEH, Kt DI-FFGSM Al
PGD 1% B N B AR B A . Ak, ARSCERFFE T
e Wsem, Syl E R EN 0.2, 0.4 A1 0.6, FENER
Wil R . ResNet i, CNN A7 | MCLDNN #%

R Z Wi 45 Foy Nk 1~3% 3 fiR.

1) Yt Rtk

H#E 1~F 3 W4, FISMA {#£;5 JSMA.
MA-NA-FGSM [Fl7K-F- BBt b 2, 51KT 95%,
3+ DI-FGSM. PGD 1 Grad-CAM. N T EHMW T
fE P SRR (s, 2l 7 TR R
RUEff 6 o A5 TE A 238 A T e Bk T Bk T R
A TR T A 25 vy WU Bk B ) R, RZ TR R
B 7 AT, B 2 iR Y 5 A A F 1) A
B, HEEXNPFEA TN RESRRITIrH, H
WM T R 2 ST R B 25 5 52 B B AR s R
[F i, A< SCHE HUf) FISMA 4k & T B bR Bl s Bl
PERIE £

& 1~ 3 1A, STPREAREuE (A DL
KEGBERATEE WS, H, FISMA 1587
10%5 A4, BEAET JSMA 1 MA-NA-FGSM, {H&
T DI-FGSM. PGD Al Grad-CAM. Itt4h, HiRIZE
XFHUREAS IE AR I B A5 B SR T R, 78 FISMA
5 ISMA WX FUE AR 0.2% K IEMZE N E G
J%, 17 DI-FGSM. PGD. MA-NA-FGSM Al
Grad-CAM _EHARF] 10%, mbal kst hike A BAa
TR RIS S PR A AR 2 R SR A R

L B M %0, FISMA REWS{REr S TSMA
[F7KF B A Rt R HoAl 4 Fho5ik.

2) WiskE

AT PUREA A AR XS LL i 8 TR H
Bl 8 AT, JSMA HA 1R s i () 52 4% B, FLAE A%
X PURE A IR T I FERT 7E ResNet 55128 |4 611.22 s,
£ CNN B |4 432.08 s, fE MCLDNN A |
N 488.36 s. 1 FISMA K iZfgkr KigREA%, 7E
ResNet A & 63.94 s, £ CNN # A |4
40.51's, f£ MCLDNN #% |7y 47.29 s, Al
FESRTE T 29 10 5. X2 KR ISMA FE % FERHE 2
B SR FH A& Y s B e, iR Fn i B i B
5 IVRFE ST, SR ARRAE S & il 2,
(7)) PT AT, ISMA  TEIEFRFFAE A506F 1) B[R] 52 44
FEH O(n®), T FISMA B 320k 45 5 5 35 (1) A
IE 55, PRI AT S A0 BUARFAE L, %07 2k
P T RTWTHE, BEEREREN On), il
FISMA R ¥ IR Tt — N E R AL . R
AN TR B AT B SRR B S, DR R A T
FERR, AHARA I 2Bl TR 2 52 M LN A AT
SRR T =
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*1 ResNet 1RB Z I HLER
Yo 75k ASR ACAC ACTC ATS/s SSIM Lo Ly L,
JSMA 97.76% 76.33% 0.003% 611.22 80.79% 3.61% 0.11 3.08
DI-FGSM 84.75% 65.71% 7.331% 0.58 53.66% 75.00% 0.68 2.26
PGD 72.58% 53.82% 4.884% 0.63 67.39% 93.84% 0.45 2.18
FISMA(£=0.2) 96.91% 66.96% 0.097% 78.44 93.93% 26.81% 0.09 0.19
FISMA(£=0.4) 97.33% 69.27% 0.051% 63.18 92.92% 18.94% 0.12 0.39
FISMA(£=0.6) 97.64% 74.85% 0.013% 50.21 90.25% 15.64% 0.18 0.56
FISMA(AVG) 97.29% 70.51% 0.054% 63.94 92.37% 20.46% 0.13 0.38
MA-NA-FGSM 95.20% 72.33% 1.94% 1.76 76.8% 87.21% 0.49 1.04
Grad-CAM 80.91% 65.26% 4.791% 11.46 85.41% 24.33% 0.31 1.74
%2 CNN RBIZF I HEER
Bk 75 ASR ACAC ACTC ATS/s SSIM Lo L Lo
JSMA 97.12% 73.03% 0.128% 432.08 76.48% 8.07% 0.13 3.11
DI-FGSM 83.88% 66.81% 2.146% 0.42 56.71% 88.96% 0.73 2.69
PGD 74.12% 49.85% 17.251% 0.36 65.46% 100.00% 0.65 2.13
FISMA(£=0.2) 94.55% 64.91% 0.107% 46.38 92.38% 28.26% 0.11 0.18
FISMA(&=0.4) 95.48% 70.33% 0.081% 41.25 90.31% 18.93% 0.16 0.37
FISMA(£=0.6) 96.35% 75.82% 0.034% 33.89 87.90% 10.58% 0.21 0.58
FISMA(AVG) 95.46% 70.35% 0.074% 40.51 90.20% 19.26% 0.16 0.38
MA-NA-FGSM 94.36% 73.21% 1.88% 1.55 77.31% 88.90% 0.53 1.13
Grad-CAM 81.42% 66.34% 4.63% 10.98 86.37% 25.61% 0.29 1.58
=3 MCLDNN #ERZ K HER
Yok ASR ACAC ACTC ATS/s SSIM Lo L Lo
JSMA 97.33% 74.83% 0.038% 488.36 78.23% 6.59% 0.13 2.79
DI-FGSM 83.97% 62.18% 6.012% 0.56 54.62% 87.89% 0.77 2.12
PGD 71.44% 52.91% 7.297% 0.73 64.93% 92.47% 0.61 236
FISMA(£=0.2) 96.35% 67.48% 0.307% 53.93 91.87% 27.33% 0.13 0.19
FISMA(£=04) 96.12% 70.35% 0.196% 47.29 88.69% 19.26% 0.19 0.38
FISMA(£=0.6) 97.24% 73.67% 0.103% 40.66 86.31% 13.95% 0.25 0.53
FISMA(AVG) 96.57% 69.55% 0.202% 47.29 88.96% 20.18% 0.19 0.37
MA-NA-FGSM 94.97% 72.95% 1.76% 1.58 74.29% 87.13% 0.47 0.98
Grad-CAM 80.57% 64.47% 5.81% 11.23 85.92% 25.82% 0.34 2.01
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