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the classification performance through the use of synthetic data. Furthermore, local differential privacy (LDP) technology
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F)' =F; +F(0,s") )
ent, , =cnt, , +1 (6)
BT BESEFEARS , —HAEBRKEAR

(300150 e [&0,10)) | e oab TR, FIDL
THE D, M558 logit ﬁ%{ A O ,}%ﬂﬁ;& N5

B8 {ent), ,ont), |, 1T ~R@)FR,
F =F" 1+ F(0,,5) 7
ent, ,=cnt, +lcnt, =cnt,  +1 8)

F8] 2 W MMEIRS IR T ROT LA

Eﬁ%ﬁFﬁﬂFFiﬁlognfﬁga({FmtaFd }{iﬁﬂ}f)’ R
TR A9~ K107
= Fomt
FHmt = :n (9)
" cntgu’t
F° F,
F), = =t 10
@, Cntg,”,z @t cnti,n p (1o

RJE, DM IR S5 RFEARGEEE AR 250 70 BT
A UEIR S SAE LA IR AT logit MRS
PEME, FFREMU ST R I A RT ) logit 17

Fy,
~ N

FE3 5 3R, LDP BRBYH T
TEIRSSIERE M DA C MEFERE. ¢ RTEAD
s e 8 FEARIIBEIE g, FI D EFRHEA (5,50 FEA

Fyofs £ ] 1 A (F° H,{F,’"} )frﬁﬁ»ﬂj (1)~
KA.

g, (5" =

vg[cce(F(a,, (0,,s<b>),F;m)] (11)
2, "5 =V,[ L (F(@,s")1)+
ECE(F(wt,ﬁ(b)),0)+7w(ﬁce(F(a)t,s(b’),F’tl)+

£.(F(@,.5").F))] (12)

F{O 1}
w, t _
=, A Ft(OJ} :nTﬂE]] {E'" =

s<b)),m)+7/,9£Ce (F

T R6 K /NBER RIS, L2 Ju b A
g, Mg, MBI N g, Mg, , HHBTREN C, M

c. , w13~ R,

(b)
(b)) _ g&, (s )

gy, (s (13)
| 118 ") Il
b Cg
£, ("5
gw (”,8") = g, (5,57 (14)
max 1,—g”’ ’ 2
C(U

BB’ 4 AT IRPEEEER, UMEIRSERE
HAEA g, BN g, I K G B T
N(0.0;C 1) RIN (0,02C21) » LA3K A3 F 9 W 7
BEEE g, g, o WG, DACHIBE o Ml 6,#%
B g, F1 g, 6007 B 5N o,
0,,=0,-a,8, -

5T DFD W #ME IDS BERIIZRA NS = 115
K& AR AEBGZAGRE Sy, T B 5E 1 A ) ER A
MR AL 3 MR, X2 RN PFD-GAN
R T RE $2 A U A Dy IE AR R S # PR A5 B8 2 (A
RER, XRS5 WHiIERSbhe.

5 SKIWKRLERSH

=0, -a,8, MM

5.1 SLWIMESSIIESH

LFHHSH (FE 1 Fir), Bk
SRR, ARSI 2 (O VL E Ny 24, Horp
B 23 YENRSE, BUE— N RIERAE, AR
WITEAE [~ L1] BTG s IDS SEAIRLT55 3 Fieh
ﬁ%%DwEO@mﬁ@Lﬁﬁﬂh%?ﬁﬁW%

FEARTIHE S RAEEL, B ORI I 250 # R % 1
BT AR FN AN 7 SR8 1) 27 2]
%, Wa,. a, Ma, BB H5x10™; HITHEC,
M C, WBLE N 0.01; AHIEARET,, ,, %né)%’i%_
RUELT #V% E H[50,5,1001F1 50, Hrh T=T = 2

To M B A5 R AL A AN ARZE B « 70 Al e BN

0.1 M1 0.7; LDP [ AE RE (6,0) B X E N
(6,1x107°) o DL EZH i B R AEHET 2 8

G AR TR, fF 54 5, RS
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SR SHH
WIS E dim(z) /4E 24
HERSREEH B 11 5=
FEAR @y 5x107
HIWEC,,C, 0.01
AHGERIHT,, 0 /K [50,5,100]
S RERUECT K T=T, =%
T B R E 2 0.1
hbr%s B 0.7
LDP 75 U (&, 5) (6,1x10%)

KT RIGHAEE T, KA T —AESEH Tk
CPS ¥ynds, RIff/KEERS (WSTS, Tk CPS )
—AEBIRED HEE". WSTS BiEEE A
FGAFEARI HH— A5 23 /@ M HRRE 1) S 4L,
Hf i Ja— A @R RN SR 2 . FEAFRZE
WiE 1 FEAR IEH & Benign (73%) Bk —Fhaed
2574, Bl Reconnaissance (14.6%). CMRI (5.5%).
DOS (0.5%)+ MFCI (0.6%) MSCI (0.7%)+ MPCI
(1.5%) 5% NMRI (3.6%). @R, FsIdiogk
DOS. MFCI. MSCI. MPCI 1 NMRI izt /> FHAth
R, N ILBEUIAR 7%, RS 2K
TEAE ™ B AN T 15 i

N T AN 2 A W 45 MR B - AT T S
K, [RIRERA T R B NREYEE  (AWID,
Aegean Wi-Fi intrusion dataset) %, iE—3BIEHE )
PFD-GAN HI %t - AWID #%-43-25 5 Lb 43314 Normal
(91%). Flooding (3.6%). Impersonation (2.7%) H

Injection (2.7%). FHELIEH e, HAth 3 Fhledisr2k
RNHETZE, 5 AR BB 4%, R0 EEEE R,
WSTS Al AWID Hffade 05 2 2Ry, Bl 80%H)
INZREHEAT 20% MR EHE, I8R5 5 DA
ATl CPS 15 s ABME ARSI R S 1]
g, IHEHARRIFI IR IEAL BT A RIS,
P R AR ) A A
52 MEEIHESERSH

NTHAEFEH ) PFD-GAN 4% Budk s i 2%
P, TEFSE CPS itk WSTS L, EHufBAims M
2% (CNN, convolutional neural network ) . Ji 4f
EC-GAN. Dev EC-GAN. Fifi CPS 4i—RXH K 3
Fr7R ) Fix PFD-GAN 1% CPS i H it £ 552 i 7€ )
Dev EC-GAN 2] PFD-GAN BTG, SR1EY:
o B 5 S RS Z& R M ERT 2 VR RE 2T . 25
1E 2 FIASFERESL T 230, BUEHFIAE A LDP £
A, FHER 2 FIREVHALZEL Precisions Recall. Fl1
fE. FAR (false alarm rate). FLOP (floating point
operations per second) FIEHIS4E (Latency) #HTHE
BLIRHIE o 7E 2 P T S5 WLEE 2, LA I RE T THI,
PFD-GAN H] Precision. Recall. F1 {Efl FAR &&HH
tR#A1, 1M Dev EC-GAN Lt EC-GAN 1 CNN 47
B AR T AERIRCR T, Pt ) PFD-GAN
5 CNN AL, REOAANAE ISR R Rz A i s A
BUVERE, IR ARG ISR I P T R 5 A P AR B
W&, T H T RAERISERTE 7 IDS BRReR .
HARM, B 4 B fRoR T WSTS NAE MBSy
K FLE. RIS, FfisahZs B DoS. MFCI.
MSCI. MPCI #I NMRI ] F1 {H7EK ] PFD-GAN Ji5
PAT T RERRT.

%<2 WSTS #iz&E T A [E | DS R B FI3 e 1T
IDS Ay Precision Recall F1 {4 FAR FLOPS/(flop-s ") Latency/ms

A LDP HiR CNN 95.62% 94.56% 94.92% 5.41% 89216 4.29
EC-GAN 96.55% 95.89% 96.11% 3.93% 89216 420

Dev EC-GAN 97.13% 96.76% 96.81% 2.20% 89216 426

Fix PFD-GAN 98.65% 98.62% 98.60% 1.14% 89216 431

PFD-GAN 99.00% 98.99% 98.97% 0.79% 74 470 3.58

{fi ] LDP A CNN 93.76% 92.77% 93.00% 7.85% 89216 4.36
EC-GAN 95.63% 94.14% 94.68% 4.57% 89216 434

Dev EC-GAN 96.41% 95.60% 95.82% 3.03% 89216 438

Fix PFD-GAN 97.94% 97.75% 97.77% 1.54% 89216 429

PFD-GAN 98.16% 97.97% 97.99% 1.47% 74 470 3.49
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B4 WSTS TARMHEHFE F1 AL

4k, R AWID H#E &5 CNN. EC-GAN,
Dev EC-GAN. Fix PFD-GAN Fl PFD-GAN #47 %
Pesicas, DLER B 2 R A 28 AR B AT 0 A
HI63F. BB R unE 5~ 6 Fran. Jaccard REL
CBPJ,,i A 3EERD HH TV IDS ZEAT AN [F]
B if i 7 SR, AT AWID #5445 o i
AT AL, wy DL B A AR R AR Al
Jaccard %, VPl IDS HIMERVERIEFEM:. anidt
B Jaccard REEE, B NRAEI R
GTZ R IG FR I AR B . 5 CNN AL,
EC-GAN. Dev EC-GAN F1 PFD-GAN [¥] {J,}, ¥} 5Z3)
Bip g BT, i PED-GAN 7E BT 285 T
S AEEE F o R, X TR %2, PFD-GAN
() nooding » Jnjection T, (CEINETE S0 S

AL, FEASI 3 7 T K FH A8 iR ) PFD-GAN
W3] 784 ¥ FLOPS 1 Latency ftfb.

[ CNN B3 Dev EC-GAN PFD-GAN
1 EC-GAN Fix PFD-GAN
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| Flooding Impersonation

AWIDEARSE A S 7
K5 AWID FAH IDS B Jaccard R EPEREVEAL

FRgi R EZIFE TR K PFD-GAN

Dev EC-GAN 4t A& FIK & 1 A= i T FH 2 ds i e
PLZEfR WSTS Al AWID Hf 45 FR A7 15 AN K fliy

Injection

)@, EEIEK)JE, PFD-GAN HiRH3ET DFD
IBME I ZRIRIS, 2 A Tl CPS RERETE 525K
e PR E— AR E 1) IDS. th4h, ATLIER
B H 52 IS5 1) PED-GAN A i A 2k o 2
L F [ 52 458 1) Fix PED-GAN, 7E SR fd F b,
AN CPS wILARYE B &K, A ERILE 1IDS
g, PRI 2 o) 75 B e AR BRI o ER T
WEFTHE H ) PFD-GAN HE % & & 1E A Tl CPS H
YENRATIN T3 o

6
522 560
5k 477 094
& 4f
Z
3T
=l
1F
0 . ——
PFD-GAN Fix PFD-GAN/
Dev EC-GAN/
EC-GAN/CNN
(a) FLOPS
<10°
30
2537 2526 2569 2512
25 2293
£ 20f
o
5,_\,. 151
#
10F
5 L

3 = &
oo?‘ va C()v o o3
& & 9 Q
<® <o
(b) HEHL R} HE

Kl 6 AWID FAN[E IDS A5 1 5 52 2% B AN SE R 1 X L

53 XTSRS

KATH 2 AN B G R 2 ANECHT R 1DS
o, Bl DL-GANP! | MD-BiGAN!?! |
Fed-ANIDS21 SSFLI?, 532 i) PFD-GAN 1E
WSTS F1 AWID H#5 4 43 AT 1 % B s .
Xof G IDS A5 84 1) 52 B0 R FH A 5% STk A 1 77 3 AR
TOPE 5.1 FTHSRIG RS NkT, DAYEHIN g
R ) R AR S AV AN [F] 1Y) IDS AR AL, B x4
RETA M. WSTS 44 T PFD-GAN X)L
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a4 %

IDS AR b g R 7 prs s 24iEARRE T
10 ¥hn#) 50 Bf, PFD-GAN £ Precision. Recall
Ml FAR 1T DL-GANPY. MD-BiGAN!?!,

Fed-ANIDSP2H1 SSFLP A S PRA5 18, dLoMEF

RXTEE IDS BB VP Al {E . AWID $ds 4 T Xt
begs Rk 3 fios, HE/R TET =501 5 FiA
[F] ) ID'S 52 7Y (1) 4 0] A [7) 28 B M i 1) Jaccard 23
SFEG . MFE 3 TT 40, PFD-GAN f 45 21 B S

o s % T 25 B K6 I PFD-GAN ) F1AE t 00 F 3 BRI T HoAh 4 Fh Lb IDS A, K5 5l 2 76
99.0% 99%
98.5%|
98% .
h e
98.0%|- ;
97%
97.5%}
f=]
2 97.0%[ = 96%
& 96.5%| o5
5%
96.0% —o— DL-GAN —o— DL-GAN
—8— MD-BiGAN —8— MD-BiGAN
—6— PFD-GAN 94% —o6— PFD-GAN
95.5% —%— Fed-ANIDS —%— Fed-ANIDS
—A— SSFL —a— SSFL
95.0% . L L L L 93% I L ! ! 1 ]
0 15 20 25 30 35 40 45 50 10 15 20 25 30 35 40 45 50
ERIKER SEARIKEIR
(a) Precision (b) Recall
7%
—6— DL-GAN CIDL-GAN [ MD-BiGAN [ PFD-GAN
—8— MD-BiGAN . .
- PED-GAN L00% EZ4 Fed-ANIDS SSFL
—#— Fed-ANIDS
i . .
q e soil [IN S N A\
N Z3 ZN ZN
- A N N AN
oo RN | BN | A A
o~ AN N N N
< 4% AN N N 1IN
& AN N A . A
- ¥ R N\
ke N N N Z3 N
3% 2\ N N N 23
NTTIAN | [N |IA | | A
s0% | [ N N AN N AN
N 2\ N N 23
N A N N AN
N N N AN 2\
2% | . N N 23 23 N
e BN A [ EN | TR | | EA
A\ N N\ A A
: N [LEN | LA | EA || EA
¥ N X
1% i i \ 3 i i 3 D 400, LL é% é§ é§ ég é§
10 15 20 25 30 35 40 45 50 DoS MFCI MSCI MPCI NMRI
EARRB K B BT R A KR
(c) FAR (d) FI{§
&7 WSTS ##i4 T PFD-GAN FIXf b IDS #5784 1y be 55
=3 AWID T PFD-GAN FNxfEL | DS # R g3 R A1 REEL 5L
IDS A Jvommal J flooding impersonation injection FLOPS/ (ﬂOP'Sil) Latency/ms
DL-GAN 96.80% 54.28% 96.39% 95.65% 5.22x10° 25.12
MD-BiGAN 98.11% 74.35% 82.97% 96.62% 5.14x10° 24.73
Fed-ANIDS 98.33% 71.55% 80.58% 96.84% 2.51x10° 120.97
SSFL 98.70% 83.33% 91.21% 96.69% 2.48x10° 119.40
PFD-GAN 99.30% 87.94% 97.11% 97.02% 477x10° 22.93
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512 3 AR S
E}ﬁ I& ':‘E ;7'3 Jﬂooding N Jinjection }Fn Jimpersonation E,:J *ﬁl‘\ ilj‘]” ‘]‘é EE
ERIRBIC R .

X 3 FE KN PFD-GAN [f) Dev EC-GAN MY
KR BE 5 2] W 28 A R X 43 B0 5 18 I & 10
KAy, [FBTHAE AR plde = e n] AR, 1R AW
B RN R e AR LA 5 oy et e . B B2,
7E PFD-GAN H 511 T 2T DFD BIPME I ZRikng,
FVFAN R Tl CPS SR H 5 il A IS A, S [RII 25
L5 K IDS KRS, SRTTT, DL-GANP'NEA AT e
LA SR A R 42 AU AN 7 191 AL, Fed-ANIDSA
SSFLP I it R 7 B AR B B — AR AR A A
BR 5 IXARKFE PR 1] 1 AN RSP 5 A e Y
KAE, T MD-BIGANM R HMEI M 24N 28 A4
T8 280 o S B8 B AT, R AR ) AR R R
BT BRI, AT H ) PFD-GAN #iF BITE
i S5 B X 4 MUENE IDS HE
S H N ARAS 1 e o B AT R )72, LR PFD-GAN
ORI RO T HAR XS L 73, B Flooding I
d PRI EA S, KXREEZHET 1) Flooding Bt
(3.6%) 7& & MBI, Ao MRS AR Bl
AR, MELLEE ) BIRE BRSSPV RFE AR 2) AR
T HoAth 2 PR, Flooding Mk B8 28480 15 % 1)
W2y S, FLaT L oA s 7 OGRS, R 4
MEFETER, B ME LA TR A AR 1

IbAh, 2 4 4L T WSTS $di4E T 2 Rl AT
IDS ff T ERCEFMERERI LS, BFE 3 M0
1) TARATERBIHLHIA IDS; 2) i BIALHIf IDS;
3) ErBEALET IBEFS IDS . 78 H W5 &6 2 Rt b sk

IR, SIHAMIAT IDS T ZAHLG, Frigh i
PFD-GAN EE B ME @A, WA T
Precision. Recall 1 F1 {H )& =118 5 FAR ) &/
B, HEPE QA i T BB 56 55 B % 3 ms.
FEfR e A BESRBG# 7, T4 ) PFD-GAN K
7 3T o0 A0 IR 2R W B SR, A 20
ke 7R A ORI g — s, 3RS TR
Precision. Recall. F1{f. Latency Al FAR ¥¥/r $845
ERRRI. B, d1SEiTIEY] PFD-GAN )
S AT PEREL T3 4 hIAT Y IDS fif k7 % .
54 XESESHTTIL

9 LDP HR S T4 ) PFD-GAN 1, 43
)R FH S5 DAL PR vy 300y e 75 R A 7 e P AT S
5, PRITASFIE S X PFD-GAN FIPERERZ I, 7RIk
SEMERE RS, B PRI AN AR A R A s e Al
REEZHMESE. s s RHSEAE (BRI
) HEAZAMRHEZEZc MRESH LI

In [5)
V \46)
g

(£,0)-LDP, Ho=2 s P g
FEZFRFAIE ¢ PRI, BRAATEACE T RA

(M 5 AR

ANFE RIS PED-GAN (IPERERZ U] 8 B
TR X 8(a)~ FE 8(b)IZN I L AT T LA BV
H, TTRA— MRS, 246 =107 i, Sfimgs
X} PFD-GAN (P52 /) it 1] 8(a)~ K 8(c) it
T LTl 20, R (6 ~ {1,9),0 =1x107°) =i
I 75 ] PFD-GAN A I 14 BE 28 B0 24 1 R H

=4 WSTS ##RE T ZHINTT | DS R 77 RV BEATEL 5L
IDS fifth 5 % Precision Recall Fl {H FAR Latency/ms
ToAFAT A BILAEI IDS GHSOM 96.17% 96.11% 95.99% 5.48% 3.40
Hypothesis Testing 94.28% 94.00% 93.96% 7.15% 0.43
Dolphine + SVM 95.99% 95.97% 95.87% 5.59% 1.44
Markov Model 91.33% 93.17% 92.00% 10.40% 1.56
A BIHLEI T IDS GHSOM + MOEA 97.43% 97.03% 97.01% 2.70% 2.03
t-test + Bayesian 96.46% 96.18% 96.08% 5.42% 0.57
PFD-GAN w/o LDP 98.65% 98.62% 98.60% 1.14% 3.52
o FaFAIRAR T 1IDS FedAvg 93.20% 92.95% 92.82% 7.96% 5.74
Fed+ 93.49% 93.05% 93.09% 7.68% 5.89
SecFedNIDS 95.89% 94.82% 95.06% 3.65% 428
PFD-GAN w LDP 97.94% 97.75% 97.77% 1.54% 3.65
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Fiw, H W7 PFD-GAN 7E AR SHUSIME T i HE
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VERng s ROBERREALSRAT 7 3K ROC #iZk R
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