5 45 %55 2 1 B oE % Vol.45 No.2
202442 H Journal on Communications February 2024

HEF#E Transformer B9 APT X35 B T N & 1= Al

BRI, HEH
AL R 242 5T TRk, Jbat 1022060

OB AR R R (APT) EGFRREsR FRalit (i, SRRk RIS, gt
DAERI e DU AT RS TR, 3R T — R T8 Transformer f APT Jas BB AE (HTTND #57, &
PRI RIS K, 17 B i 2 MM N 3R G s e R B APT 5l 320, A8 200 1 Sl g i N 1) D 4 Bl
(CTD HEBERYBN ARG NZF I HEERDVEE, 2BEMEME (HGNN) EiH HEBEN ARG
W RSRHE; SR)E B Transformer Zwfid S84 MURANT BARFE; 5 fa X I T UCRL T SEAR A 70 45, AT S BRI Y 2R
GINLEIEE T APT Bui gl TEMIEMI0T IR T Sga g SR8, SR HTTN 8845 H i Ea Kt
TC A 22 0 28 A L340 5 1R 22 PR Z) 20%,  Spearman 2520158 RAGR T2 0.8%, VLIRS EIRIAZ) 1.2%.

KRR SRS B UL EE

FEZES: TN

NHMFERD: A

DOI: 10.11959/j.issn.1000-436x.2024043

APT attack threat-hunting network model based on
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Abstract: To solve the problem that advanced persistent threat (APT) in the Internet of things (IoT) environment had the
characteristics of strong concealment, long duration, and fast update iterations, it was difficult for traditional passive de-
tection models to quickly search, a hypergraph Transformer threat-hunting network (HTTN) was proposed. The HTTN
model had the function of quickly locating and discovering APT attack traces in IoT systems with long time spans and
complicated information concealment. The input cyber threat intelligence (CTI) log graph and IoT system kernel audit
log graph were encoded into hypergraphs by the model, and the global information and node features of the log graph
were calculated through the hypergraph neural network (HGNN) layer, and then they were extracted for hyperedge posi-
tion features by the Transformer encoder, and finally the similarity score was calculated by the hyperedge, thus the
threat-hunting of APT was realized in the network environment of the Internet of things system. It is shown by the ex-
perimental results in the simulation environment of the Internet of things that the mean square error is reduced by about
20% compared to mainstream graph matching neural networks, the Spearman level correlation coefficient is improved by
about 0.8%, and improved precision@10 is improved by about 1.2% by the proposed HTTN model.
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