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Abstract: To solve the problems of the privacy information leakage caused by the deliberate or inadvertent retention of
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cross-domain multi-copy of flow discovery mechanism based on dual certificate storage was proposed, which could trace
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i=1
FIF B ARSI, AT AR 20(24).
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(26)
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s 26 RISR(27), AT BLA IR (28).
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i=1
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WEAT A B RSLE, JE B AR I8 R e R
G V HIHEE P(, Vy -+, V) 150297 -

(28)
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n L (%) n iy (%)
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G RAFEIEH N Gy, V HIBE

I HE S 2 B A R I DL AT IE AT
R b B R A AT A, UEBH T AT
T B UE S B E R BN AFIE I A8 X AE, LA
FPERE W RIS AE, Rl REZRIAER
SRR M.

4 SREAH

AYUEFTSE S HLE, AT R T X OFD
N EAAUE S BIA K IR RS, A5 Android 4

PERR 452835, o, Android JffEAE SOk 7> it
FEH RS = J7 A, A2 IR -TAT A 45 2 ) OFD
SO A, TLAERREUT LA 1) OFD SCAFI
BEdEH . Android i 17 TR B AFURIC SR AN
VERE B IEIC S 4k, RS 883 01 STAFIE (S B0
B, fifl EEARER, DG RREZREIAL
FEEIRIE . A7IE 58 SR I DA OGS 5 41 R
EUAH . Ak B 1 e
4.1 SKIIME

SEIG AN 6 N, JE T2 I I AR
A ANFEI P R IR 248, RIS
R rE VR RSN AR =g TN = 5879 8
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(oo™ ] (oo ] (oo™t ]
REFIRS5a81 | IR 82 | VAR 55483
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Ko skia

ARSI E 2 4 Android THLLL K IE T Android
BAE R R PAR B AR P o s, [ 3 6k
%% (2GBRAM, Hi#%, CentOS 7) 1E AN RS
2, 5% (2 GBRAM, Hi%, CentOS 7)
YERAFIEIR 55 45, ¢ R B HHE E (MySQL
573747 A5 I, 48 FH B EdE FE (Neo4;j 3.5.13)
TG IR ESAFUE I KRR BRIl % . 26T
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R FTHET7 R SEBR R, Bz i A R G A
NEE N TR Bar, 2F 17 MNP
WHERT, A et % 2 B AFIE 10 S AN 4 B A7 IR
ok dt: 923 %

42 WEFRIERITE
42.1 ZhHE EFAPEIFE

U PAEEDS — A OFD U/ 248 5 — 1 H
FU, T B RIS AR R B AR, TR
B e K e ) S L = I S W L
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SRS SR IC S 7 B .

"SysInfo": |

"SysType™:0x01,

"data"; [{
"infolD"; "BA4ATF24-ACAT-4844-98A5-464TR6DF5C09",
"Sender":"User2",
"Recipient":"Userl",
"FilelD":"IAQ5Cd41jyFhGlOr",
"Channel": "Bluetooth”

i
1 "hashSign": "2Y4dEOdbTb4nsplFreQIAVHxd6sI+e+3utpTnCAG6R00="

BT ORI LR E R R0
M RRERAFECE T AN SO, RS

H Bl NSRS b S ORI AR ISR A B 275 A, 4
SRR PN AFIETE LA o RIE I SCR BV sl

B SEE ANl 8 o . EDIBEJ I, ZEM R
GLRENs KN IERAAE BOF BRI E IR S AN
BAE AL 3

"SysInfo": |

"SysType":0x02,

"data": ||
"infolD": "80442A35-CCBD-2416-3902-91 5428B4580C",
"Sender":"User3",
"Operator":"User4",
"FilelD":"nTsI4ACZeNIXrLYS",
"Device":"Phone",
" IP":"159.226,94.153",
"Time":"2023-03-21 17:18:43"

|
i "hashSign": "2Y4dEOdbTb4nspFreQIAVHxd6sI+e+3upTnCAG6800="

K8 SCRSERAE BN AFIE I e S 45

422 MEEIRERE
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UEFE R FIAER N 10.5 s, HA kB o m-F
FEIS 4 8 so

1E 522 A BB SIAFIEAT N, BP0 AT
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FEAR Wl R S rh AL FRE B ) SR, 3T
SIS DI RE R I RN o

MR HE SCRS L EBNAFURIL 3%, s SO i %
®E, WK 9 frs.

9 AL R
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SEREAE AR 13 12 — —
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=3 T FEEITE
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4 0.8 71.57% 76.76% 33.61% 38.75% 76.36% 83.84%
5 0.9 86.83% 91.20% 36.36% 37.57% 92.29% 93.34%

ZRIAERRENFIERBRIBE

REMESR ESFIERE AR 15 B2 BIA KDL S0 S I [8]/ms AFIE S AT 9 R LR ] /s
30 150 4 5 899
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