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Construction of advanced persistent threat attack detection model
based on provenance graph and attention mechanism

LI Yuancheng, LUO Hao, WANG Xinyu, YUAN Jiexuan
School of Control and Computer Engineering, North China Electric Power University, Beijing 102206, China

Abstract: In response to the difficulty of existing attack detection methods in dealing with advanced persistent threat
(APT) with longer durations, complex and covert attack methods, a model for APT attack detection based on attention
mechanisms and provenance graphs was proposed. Firstly, provenance graphs that described system behavior based on
system audit logs were constructed. Then, an optimization algorithm was designed to reduce the scale of provenance
graphs without sacrificing key semantics. Afterward, a deep neural network (DNN) was utilized to convert the original
attack sequence into a semantically enhanced feature vector sequence. Finally, an APT attack detection model named
DAGCN was designed. An attention mechanism was applied to the traceback graph sequence. By allocating different
weights to different positions in the input sequence and performing weight calculations, sequence feature information of
sustained attacks could be extracted over a longer period of time, which effectively identified malicious nodes and recon-
structs the attack process. The proposed model outperforms existing models in terms of recognition accuracy and other
metrics. Experimental results on public APT attack datasets show that, compared with existing APT attack detection
models, the accuracy of the proposed model in APT attack detection reaches 93.18%.
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$ 40 5 AR Ab B S AR B R AE W) 2 7 8
X M NEREE, K H AN R AR A B
Z = Attention (Q,K,V), B[l

0=Xxw? (1)
K=Xxw¥ )
V=Xxw" 3)

Attention (Q, K,V) =softmax [ oK ]V 4)
\/Z

b, X AmARERS, we. wh. wY N
MIVTEWHRE, d, NE4E, O K. V 7254k
Z Query. Key 1 Value iX 3 MR PIBUEREFE, &
A 3 ANASEBUEHRFE B [ 27 513 L 3
MANE I BENI I EE A AR B ), s N a2
AR N—A query B 7] A1 Z A key-value X,
MR & T EAF B R AE, FERHAER T
value, HH T AUE HE B N\ 7] 27 51 AR 5 1 B3R
3, WORRAEER IV . R IR YRR
NE BT AR R E T, BRI T
PR, ANE BRI TR, (AR AL E )
BAE T HREZEPHELLR. EEIVGGREE

AT SCAR T A IRHIE, CREEVE XE B

5) GRU 2

GRU & — P e A 38 15 51 BUHE ) 1o 28 0 28 45
B, RIGHAMEMLE T —F, W2 LSTM f—Fh
AR AS, AR RNN [P)5EA AT 1 Wik, K ls
KU BHE BTG NERMEE] 2 NEH
BHEIEIT, S 10 s, Hd, FEHTTHK
325 1 BT — > BE B A 0 4 A B BUIR &S (1) 52 i A2 i
B [ R AT — A BEBOIR A XS 4 1 d AN 52

M A 2 o

x +

@35

qa

B 10 GRU %5ty

7E t %I, GRU & Bt HRN T .
B 11928 1) BT — A BRBUIR 25 X6 24 A7 B BOIR 75
LT, Nz, .

z, =sigmoid W, [h,_1 , X, ] +b, 5)

HE [ E—Z] Memory cell {5 E&2&
AR R 24 HT I Z] Memory cell 1, id 47, o

r, = sigmoid(W, [hH,x,] +b,) (6)

L2 T E o] L —F %) Memory cell HH
{5 2B R R 24778 %) Memory cell H1, 12 M 4,

h, = tanh(W [, * h,_,],x,) (7)

Hh, *3%JRs Hadamard 2.

2 AL 7 R0 i B R R 25 -5
IR AR, 2, .

htzl_zt*ht—l"'zt*l/;t (®)

GRU Lt LSTM S hnfamsk, 1 HAERE L
TH LN RERE 77 AR R Y E 2 2R .
2.4 £T DACGN REH) APT EHAN

ffiF] DACGN B HEAT APT Hrahfar il () A
LI
1) XHE S M2 R 40 A 1) H ST A B, A
B IEIIE I, R AT, MR B A
BTN i, SRR R R @ NP 1

2) HE I S R i N Z (B Embedding
Z), KA N KN N batch size x maxlen x
embedding_size [4iFE Z, H, batch size AR
R/, maxlen 8 K HLIA %L, embedding_size
4 Embedding = [4ERE, FRonagAN B 2 2] ()RR
B, DR B 7 S A O R R I B A, AR
NG BN o

3) BFHIE M R F A% DNN, i 2 4B
JRBART 5 ) B B4R, A PR AERFAE T 1) o

4) R FEYE S RHE 5N Convld J2, BIAE
=4GR T BN, a4 R AR E
Al B ERRER, fEiREE CRRE BRE, &
A 38 T8 AU B S AR A% S, AR RO R E R
Feature Map, Z J5HHTIE G, fH NS 1x1x
M &R (M OEIERD, 4R N AHT Feature
Map, 2 J5#EA Dropout Z4b2E, Gl 5.

5) BMEIMANER)ZE, SRR S5k
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FUWILRAERE W e . wk o w” SRk, #1458 0.
K. V, M85 Attention(Q+ K+ V).

6) K& R GRU E#E4TALHE, GRU Rels A7
RAb R A A H AR, REOGE L, HEt oA
batch_sizexNxgru_output_size, HH' gru_output_size
N YERE, B 5 A R B Dense /2T AT I
kil 42K
2.5 SWigE

N T BRAEA SR H ) DACGN B8 %) APT 3¢
Rl A S, AR SCAEFE T35 APT BUahi 3RA5 1
HoR&E LTS, |, R TSR E, RE
XA (A B EAT 73 AT, B P A R R A
APT JridG A R k47 06F B o
251 H¥EH

ARSI K A RS Atlas, BT RKE
APT Nt B R £ A B S KRG H &,
Atlas JiE3E T H I Y APT 75 3h 0 R4 4R 55 S2 B
T 10 R, FRAEZ AT G IR A R T
THHE, [FERAEBG AT BRI 725 15 i H
JUESN, XL A A R R R, gy
R BB IR R AR I S S, DL

W, PL RaEaEERs, PA R FHEEEFE, INT
FoRENLGE, 16 X85 B4 %, BD £R)E1T,
LM FoRiiH % 35), DE Rkt .
252 FBRINR

AR Ubuntu IR 45484 DACGN FEES AT
%, ZIRSHBMELT: Intel core i7-9750H 4bHE
#¢. NVIDIA GTX1660Ti 6G GDDR6. CUDA11.6 Jiit
. Keras #1138 (LA TensorFlow NJ5ii). DACGN
A, Embedding 2 AHRNE, REEW] 75545
MZ. GRU EMVERJIZNFHESRIUZ, Dense 2
AT R . RS0 B 5T, Embedding
ER4ERE N 128, Convld M tH4ErE )y 64, A
%40 5, Dropout =K Z N 0.2, Dense /2114
G5 CRRAERE) A 1. BIRLEARIEL epoch 9 8,
AR N 80, RALARIESRE Adam, 2>)%
9 Adam, ERIAZE21#654 0.001,
2,53 IFMAEAE

B A A R 3 FAT 55, B0k F I s A v A
K (ACC, accuracy). Fiffi® (P, precision). 7 [Al
(R, recal) F1F1 734, ©ATERIE TR IE 5 Rt
s, HibsEUN

Jott TR ABURE g o S-1~S-4 B R AE B ML AT __ TP+IN ©)
1, M-1~M-6 B @fE2 ENL EHATI. X T8 TP+TN+FP+FN
M2 B, E2 AFNL BT, KA __ TP (10)
NENHEMA M E R, Brf Sk # & 17E TP+FP
Windows 7 32 RLHEALHL EJFRAIITH, FERLY _ TP an
1 he Biliseli)a, W4 24 h HHONKRSGHE, TP+FN
e, E24 h WFEIA T 20 088 SISk, gl oo DX R (12)
FIRBG A 249x10° N FE, Bikin® 4 pos, 3 P+R

*4 Atlas BUHREHIA
. N e ik FAE JAN H R B

2 YikiEs .

o Az i PL PA INJ IG BD LM DE MB System Web DNS 5tk  Hifk
S-1  Strategic Web compromise!'”!  2015-5122 VX vV X+ 381 97.11%  224% 0.65% 7468  95.0x10°
S22 Malvertising dominate*” 2015-3105 VX v v v x v 990 9858% 1.09% 033% 34021 397.9x10°
S-3  Spam campaign®®! 2017-11882 X/ VA X N/ 521 9682% 243% 0.75% 8998 128.3x10°
S-4  Pony campaign!®! 2017-0199 X v v VvV x V448 97.08% 224% 0.68% 13037 125.6x10°
M-1  Strategic Web compromise!'”’  2015-5122 4 X v v Vv V8513 96.89% 1.32% 1.32% 17599 251.6x10°
M-2  Targeted GOV phishing®  2015-5119 VX v v VN 8199 9739%  136% 125% 24496 284.3x10°
M-3  Malvertising dominate®®? 2015-3105 Vo ox v Vv VvV 497 99.11%  0.52% 037% 24481 334.1x10°
M-4  Monero miner by Rig!*! 2018-8174 X v v VvV VN 6536 98.14% 124% 0.62% 15409 258.7x10°
M-5  Pony campaign!'®! 2017-0199 Vo ox v VvV Vv 878 9814%  124% 0.62% 35709 258.7x10°
M-6  Spam campaign'®”) 2017-11882  x v v v v vV T25 9831% 0.96% 0.73% 19666 354.0x10°
T — — - = — — — — — 6765 9776% 146% 0.73% 20888 249K




%3 PICIREE: T IR R R AU APT S0l kel Al <127 -
x5 K EIRAILER
ERE] i sk TP TN FP FN i ES (RN ES F1 573
S-1 malicious host 22 7 445 0 0 100.00% 100.00% 100.00%
S-2 leaked fifile 12 34 008 2 0 85.71% 100.00% 92.31%
S-3 malicious host 25 8972 0 1 100.00% 96.15% 98.04%
S-4 leaked file 23 13011 3 0 88.46% 100% 93.88%
M-1 leaked file 28 17 562 3 0 90.32% 100.00% 94.92%
M-2 leaked file 37 24 445 4 0 90.24% 100% 94.87%
M-3 malicious file 35 24 423 1 2 97.22% 93.33% 95.23%
M-4 malicious file 24 15380 0 2 100% 92.31% 96.00%
M-5 malicious host 34 35 665 2 0 94.44% 100% 97.14%
M-6 malicious host 41 19 573 7 1 85.42% 97.62% 91.11%
B2 28 20 048 2 0.6 93.18% 97.94% 95.35%

Hp, TP RARHEIEZR, TN RREMASE, FP LRl
B2, FN RoRfBm2E, P R RN KEHEMA
[F] 5
2.6 EBEBWMESH

N T 5 R A B A R Bk SR R Bk S A
AR, AR RS FdiT 7508, K
SRS R ANER 5 Fis o

R¥EFR 5, BERITE STAR IR 5 TH RS %
93.18%, IR A 97.94% , IX R 7E 4 FH %A% A
HEAT APT A&, 7E4F 100 DMk seikd, FH4g
W I 93 NHIEM ST Sk, Haizik 7 1. R
WAER, ZEMEE R 08 Nk, He
JtsE 2 Ao X T B SRR, TR SR
AlRe ST H AP R 2 A E A O, ik gy
i) 5 R AR AR R R AR B B S g ) 2 R AR £
FEIXFREDL N, 24 TE 1 X SEAA IR 2 S Tl 75
B CHP FP) Ak (B FN) FrE e,
S5EIEMEME (Bl TP+FN) FIEATE (B TN+FP)
B LD
2.7 SEIGHER
2,701 ALK F R ERg

T B8 UE AR AR AR T A R, AR H
b AL 0 A7 X LSz B, o BRAR R A 3 R AR &R
4t HEBAT TR I Y Atlas HE Z2 R 3E 28 5 7
2 B A WY 6T APT A i) 7 AR D
AT RS HEERNEEEE, Atlas $2H T —
FREELR 7, VAR TN EUE, RS
BERL X R ER, MBI A EE . HEE, Fl
SEETRAR R, B A AR EE . e

LR . AT SRR A SRS . SRR A E
Bl (SVM). SZI&&ERAE 6 s,

%6 LSRN LER
Jiik Kz FEfCiEzs F1 4%
el 3k 73 17.82% 100.00% 30.26%
Tl s 87.58% 41.55% 56.36%
IO RAEAR Y 91.14% 77.74% 83.28%
MG A 92.90% 77.99% 84.66%
SVM 80.42% 87.47% 84.11%
Atlas 91.06% 97.29% 93.76%
DACGN 93.18% 97.94% 95.35%

15 Bl B 28 7, RS T AT wac
(10 R T 058 2540 A TR R A S P A ) TG A ok S B
FLLR 78, T IEAE AT YR R AT ) A e R
Bfo AT 100%MAEER (BIWKE TIrE
Wi ), (HIX 2 5 B0 ity IR R A5 8 X 17
0, PRI 17.82%.

TETCARAL BIR B 7 vk, 8 A A 3ot 1
WEE, HRERE, GREEM F1 2580 0K T
5.6%-+ 56.39%F1 38.99%. XK AEMLNKE
H &I BRA A SC I F A, XSS Ty T4 i
7 50 ()8 SCRIR TR] 26 &2, HL AT B8 5 SRS A i B 40
Ho MRS, EMIEABT Atlas FEHUE
WX /AR A, PR Az A Re

TEAGE SRR Ty ki, Zeat i RpE Bt 41
()3 F2 P 1 1A PR AR 1 Bl A AR & AR B
dFA, P TEORSE, BR, mBEEHEEITRR
FE, AETCE P AIAAT 22 40 R A8 R T 22 (1 e 75 4
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L o045 %

W, LIRSS R IR, FARSCH AL T &AM
RRFETTEFLL, SO RFEERIRE R AR
AFL %05 MK T 2.04% 20.2%F1 12.07%

TERFAGmAG 7 ik, AR ISR E TN
Jiiks BRI TC S RAS AN [F) B 2 ] (13
KFZ, FULHMERE, HEEZM F1 o500 K
T 0.28%- 19.15%%1 10.69%.

£ SVM ik, H SVM AU A 2051k,
i A R I ZEEE X SVM 73 2K 283HT T 174,
T A F IR A 38 2% R R B S 50 DL SR R A IS AR I HE
P, MR E N C=1.0 fil gamma="auto”, 253 &
N, HAEFERE . HBEEM FL 5800 KT
12.76%. 10.47%F1 12.14%.

gE bRTA, seses R EoR, MEHEED . Tk
PR U RFERAL . GRS SCRFRENL
B P SR AT 2 AN ) R R B AL (R 8R4
AT Atlas, FERERIRTE T 2.12%, HH
FIRTFT 0.65%, Fl1 BRI T 1.59%.
272 HRRER

EBUAMANE . REAAEEHE. BEE
JUIANZAT AR, AN Z 5 R FE AT
B, SIS RNER T R .

*=7 HRL LIS
kR KR Hlal & F1 9%
RN R 88.90% 77.99% 84.66%
WRER S EERE 92.45% 89.84% 94.61%
GRU 2 93.12% 96.03% 94.55%
EEE 91.04% 96.59% 93.30%
x 93.18% 97.94% 95.35%

SLEGLEREY], EBR 4 ADE PR A
Ep R R REaR ol B € e o N 3151 S S ST AN
JEX IR R0 oK, R DA A A AR AR A DL AR BT
KF; LB GRU ZH—E®W, KA GRU ZEH
REMS PRI RS0k R HRIREW 0BG RUZ X
TR (1) G W 45 SR RS B ), RO FLAE 32 R
MBI 8% .

2.7.3 PR Bafrbsge

SeqNet* 5T Unicorn LM, $RBGHIVE & 1
FEBVRRIE, A8 FH SRR P IRHIE SR N K 25, 1)
RS AT AR TR, e DA A
BRI, RS PR B VEEAT 525 .

7E PR I, DL [ 3O REAL AR, HERRZ A

Abr, IR, R AMEbsie,
RN BRI LY, Kk, Z8&KE, PR
o 20 R A AR i LR X IR TR S BROK, R AUR
ERLT

M Atlas FHEEFIEFE AT S-1, ZTEN
i 2 AR B E AL E AT APT Bl SREUR) « AR 3
TR E AN A B EAE BRI S-1 [ HERRZ AN (1]
K, MM PR K, 5 SeqNet Al Atlas #EAT X EE,
SIS 45 R 11 Fs

1.0

RERI: S
B 11 PR ExfL

BB 11 AT5n, fEZEdESE b, ARSI B
1) PR ETHIA M 0.887 5, AHHEL T Atlas 1 0.827 $#&F+
T 7%. 5 DARPA TC FHEEM SC F LA,
Atlas B AFEAEVEAE R AE B d TEH &, #)
AT Bk 2 DNEAREUIZRN SeqNet J774 HIARL
RAM TR, 2 ERTR, BmTARCEEREH GRU
AEFRRFE A R F S, £E RNN A E sk s
B girty, MR &) B RE E B, R
FREEVE R, It LLRESS ST INA o R N PR AR, 32
B 51 () 1 SUA R o TR I R B T 4 5 4 A 1) i
H, b TSR, S 1 is ATl A AR,
FER P A bR 7K SRS UE
B, fRE TR

3 HRIB

AT — Fh T = A HLE R
APT B A7 DACGN, A AR R4 H &
P AR B 7 51, AT A RGE R APT Bt i
SR, A APT Xk .

1) 0 B B SCASFF A1) I PR o, 3 B4R
V8 & AL T H F (1) Embedding 75 <4 W19 5 51 i 4k
NEHER RS, H DNN 56 590 3T B4,
TNV 75 77 ML 386 i 5 7R o 38 S 4 8 R 2Lt e
71, f8H GRU ##Gubh R AR R, By kA s 7Y
WG, RHERE D EER, BOSHIHE, #
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