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Physical Layer Key Generation Method Based on Joint
Temporal Prediction Network Learning
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Abstract: Physical layer key generation technique extracts shared keys from observed signals of legitimate communica-
tion parties by exploiting the randomness, reciprocity and spatial decorrelation of wireless channels. Most existing key
generation methods rely only on instantaneous sampling values, failing to effectively extract temporal dynamic features
and adapt to slow-varying channel scenarios. In addition, the observation discrepancy of channel states at both ends
caused by non-ideal reciprocal channels leads to an increased key disagreement rate after quantization. To address these
issues, a physical layer key generation method based on a joint temporal prediction network architecture is proposed.
First, a prediction network based on a gated recurrent unit encoder was constructed and trained with the channel states of
both the transmitter and receiver at future moments as the prediction target, yielding a base model capable of characteriz-
ing the common channel evolution law of both parties. On this basis, the feature discrepancy between the two parties was
further introduced as the loss function to fine-tune the network, guiding the features of both sides toward consistency. Fi-
nally, to reduce the key disagreement caused by quantization, the quantization error was incorporated as a new loss func-
tion for a second round of fine-tuning, so that the network takes subsequent quantization into account during feature ex-
traction, thereby lowering the key disagreement rate. Simulation results show that over the entire SNR range, the pro-
posed method reduces the key disagreement rate by more than 58% compared with amplitude/phase quantization-based

physical layer key generation methods, and by more than 23% compared with existing deep learning-based physical
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layer key generation methods.
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