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Blockchain anomaly detection technology based on sample
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Abstract: To solve the challenge that blockchain network anomaly detection struggles to cope with the dynamic evolu-
tion of attacks and normal behaviors, this paper proposes a blockchain anomaly detection technology based on sample
space reconstruction. The method can identify the statistical distribution shift in the sample space and avoid catastrophic
forgetting during model updates. The core idea of the technique is as follows. First, a temporal autoencoder is used to un-
supervised learn normal traffic and construct the sample space representation of normal behaviors. Second, isotonic re-
gression is introduced to probabilistically calibrate anomaly scores, making detection results from different time win-
dows comparable. KL divergence and permutation tests are adopted to statistically infer traffic distributions, identify
sample space shifts caused by normal behaviors, and distinguish normal sample variations from anomalous attacks. Fi-
nally, once a shift is detected, the model is updated adaptively. While retaining the memory of normal patterns, new nor-
mal samples are incorporated into the sample space. Experimental results show that the proposed blockchain anomaly de-
tection method achieves an average AUC of 0.89. It improves performance by approximately 40% compared with static
models, and the false positive rate is reduced by more than 70%.
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Algorithm 1: Training of Temporal Autoencoder

INPUT:Training set D, ={X,X,,....X\;}, Hidden dimension H, Se-
quence length T, Number of epochs E, Batch size B
OUTPUT: Trained model parameters 0
1: Initialize encoder and decoder parameters 0, .0,
2: FOR epoch =1 to E DO
3: Shuffle D,

4: FOR each mini-batch {X,,....X;} inD,_. DO
5: FOR each sequence X in the batch DO
6: Compute hidden states hg')

7: Compute hidden states hgz)

8: Context vector ¢ =h§2)

9: Reconstruct Eg”,ﬁg”,&t
10: END FOR
11: Compute reconstruction loss L
12: Backpropagate and update 0, 0,
13: END FOR
14: END FOR
15: RETURN 6
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i=8, =047, FPR=0.2;

i=9, 5,=0.50, FPR=0.1;

i=10, 5,0.62, FPR10=0.0.
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4) WFEREA, R GA E R 2 5=0.50, FIA
2 U BR BT B RS HE ST HY C(0.50)=0.1. Z45 515 SUN
R U S H o B A L 0.50 B, I 2R AL 10%
IEFREARSH ORI R ZFEAM L 90% [ 5 1F
WA B REE R, B R e .

(2) FEHERRIA

X YIZRER TR BEAR 1) 3 o B AT P HEFT
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WA @, THET R 2456 FPR «

L _n-d)
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RPN 2 — MRS HRA T 7%, BERSLE AT
WRRBOE AR T, HR 300 2 R R &
PRES . eI SR AR DL R ) S

min 27: 1(C(ai) -b,)s.t.C(a;) = Cla,, )

1% n) RO T AR 44 oR 25 F TR R G B H iR
REGHUL& B AR 70 A1 o

XF TR o s, RHER N S, TRERVAAE
[0,1][X [] :

s = min (1, max (0,C(s))

FEAZS (B MR R HE AR R L 2 s . A
SCOR R [ AR HESOR] FH 4R I 2R 301 ) D s IEH RE A
— MG RR], (R JF A EIN R & A [ e A FE
FRIZR. AHELE . AR R R
& LREAR TSI, RHE S IRISCE AT & 75
MEBAEE, ¥ E S I R I 7 A 2 4K
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Algorithm 2: Probability Calibration via Isotonic Regression

INPUT: Raw anomaly scores S=s,, s,, ... ,s,, from normal training
set, Corresponding empirical FPR values b, = (n-i)/n
OUTPUT: Calibration function C: [0,00)—[0,1]
1: Sort § in ascending order to obtain a,<a,< ... <a,
2: Compute b, =(n-i)/nfori=1.n
3: Use isotonic regression to fit monotonic non-increasing function C
4: FOR new score s, define calibrated score ass =
min (1, max (0,C (s))
5: RETURN calibration function C
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SHEEAN X TR0 1 )5
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KL SR, RN 22 7R . KL #L
EEREAAEAE, HYHAUCYP=QR AZE.

N T PRAS I B ) KL B R B B A Gt B
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ID D, FEHLATEL S, W 7T D | AME A B g i
D!, PR NEBMIED! ., T1H B KLEUE

D‘;é% =Dy, (PO
Horp, PRIQr 23T DRI D AR Ao 1
ﬁpfﬁ:

:1+#Uﬂgng%
N +1
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Algorithm 3: Distribution Shift Detection

INPUT: Control set calibrated scores D, Treatment set calibrated
scores D, Number of bins K, Number of permutations N, Signifi-
cance level o= 0.05
OUTPUT: shift,, (True if shift detected, False otherwise), p,,,.

1: Partition [0,1] into K equal-width bins
2: Compute histograms P from D_and Q from D,

3: Compute observed KL divergenceD(K"Ll”)

4: Concatenate D = D UD,
5:n,=|DJ,n=|D,|, count=0
6:FORi=1toN, DO
7: Randomly shuffle D
8: Take first n_ elements as permuted controlDé', remaining asDt'
9: Compute histograms P' fromD" and Q' fromD]

10: Compute permuted KL divergence D

perm

11: IF Dperm =D, then
12: count = count + 1
13: END IF
14: END FOR

15:p e = (count + 1) / (N -+ 1)

perm
16: shifty,, = (P, < @)
17: RETURN shift
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Algorithm 4: Adaptive Update

INPUT: Old model parameters 6 ,;, Old task dataset D ,, New task
dataset D, Regularization strength A, Number of fine-tuning ep-
ochs E, Batch size B
OUTPUT: Updated model parameters 0

// Step 1: Compute Fisher Information Matrix
1: Freeze model parameters at 0,
2: Initialize Fisher diagonals F; = 0 for each parameter i
3: FOR each sample x in D ;, DO
4: Compute reconstruction loss /(x)
S: Compute gradient g(x) for each parameter i
6: Accumulate squared gradient: Fi
7: END FOR
8:Fi=Fi/|D,,| // average over all samples
// Step 2: Fine-tune on new data with EWC penalty
9: Unfreeze model parameters, initialize 6 =0,
10: FOR epoch =1 to E DO
11: FOR each mini-batch X, . in D, DO
12: Compute reconstruction loss L,
13: Compute EWC regularization term L
14: TotallossL=L  +L,,
15: Backpropagate and update 0
16: END FOR
17: END FOR
18: RETURN 6
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