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Abstract: Searchable encryption protocols enable users to perform keyword searches on encrypted data in the cloud with-
out revealing plaintext, making them a key technology for securing cloud-stored data. However, most existing schemes
leak access patterns during query execution—specifically, the sets of matching documents returned by each query and
their corresponding relationships. Recent studies have shown that attackers can exploit such leaked access patterns to
launch query reconstruction, database reconstruction, and even file injection attacks. This paper provides a systematic re-
view of access pattern protection techniques in searchable encryption. First, we establish a leakage lineage model cen-
tered on access patterns, characterizing the hierarchical relationships and combined exploitation among core leakage
types—including access patterns, search patterns, and volume patterns. Second, we propose a four-dimensional technical
classification framework, categorizing and conducting in-depth comparisons of representative schemes along fourre-
search directions: ORAM/OMAP, obfuscation and differential privacy, distributed multi-server architectures, and
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hardware-based trusted execution environments.
Third, we map out an evolution graph of attacker-de-
fender dynamics, revealing the progression of attack
techniques. Based on this foundation, we develop a
multidimensional evaluation framework encompass-
ing security, efficiency, functionality, and deployabil-
ity, along with a comprehensive assessment matrix,
supplemented by surveys on industrial deployment sta-
tus and open-source implementations. Finally, we dis-
cuss future challenges and opportunities in areas such
as post-quantum security, novel computing architec-
tures, and integration with advanced search functional-
ities.
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