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Abstract: To address the routing optimization problem in low Earth orbit (LEO) satellite networks under conditions of
rapidly changing topology, locally observable states, and concurrent security attacks, this paper proposes GNN-PPO-
based Secure Routing(GP-SR), a risk-sensitive intelligent routing algorithm based on graph neural networks and proxi-
mal policy optimization. The method models distributed routing decision-making as a partially observable Markov deci-
sion process, leverages history-enhanced observations to mitigate incomplete state information, and jointly optimizes per-
formance rewards and security costs, guiding the policy to improve network performance while proactively avoiding
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delay, throughput, and packet delivery ratio, and demonstrates stronger robustness and adaptability under progressively
intensified attack scenarios.
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)4 P b %of S s IR I R AT A o %1715 5 i FE BB £
(O JE BB U of, BN L BT SR B 1 o A, HE
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T () MR FHRFESE 25 G T R B 7 RSBt

FE 58 BN TR L BE R AL, R e A4l A5 Y T
(I JR B X 2% R on N A B S5 G, = (V,EX,). V,



-8 EOAE

{18 XX

B

BrRTRES, 58S &KHIE B E A
E,RININEEA, 0T H A (8] BUE B X, =
{01,05,.,08 } 1T RURFIEAE B, of Hh 72 AL 25 J=) 0 WL
WS B ol AR, WEE T RZeEMIORSER, F
I L Z AR p,s WA HE RN o), XL
FRAEIL [RI R B T A AL IR D 22 A I ) “ AR 1R 57

N TR B 22 RV N A 4 AR AL S5 T T
HREAE, SR F 3R T3 R L B A i 4R A
(Graph Attention Network, GAT) . HAZOAET, JH
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Actor M 2% Z Bt AT idk, HERIE X =L 11 .
WL, (0) = 08B gyt 1 st ] —

Toa(alz,)

ERIE R AR . B BT RO 7, (0) FRHITE[T -
61+ ¢ | DX AT PN, AT 00 B 2 B i P o oK,
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6) fort=0to 7-1 do
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5 FRIE, A SCiEEUEE T DRL 1 Actor-Critic
(AC) HEUE XS ELGRE, B AR P RIEE R
FATPUIAEE T BTN R SAT 9, IS Sl B2 A fe 2
PEAE AN J7 T PPl GP-SR Bk 3. #E— i,
FRER R KA BASRI 2 45 XU AH SRR

*w2

BRI ABJE (S BACH AT e it 58], i
AN 2 b 52 B WL R 7S A . A o AT S R g
FE T RS A At A S B W SARR e M R 2], AR ST
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PEES A 4o . PRI, 7R B IR s F H IR 55
PERFEARPIEOUT, G 7EAH AR T2 [ A% 7k
T 5% B RE B A BTN, 1S5 RIS ZE S A PR [
I, TR SR E B R R R R A A
B RV RARAY, R T 2 it 21 ity ] 4iE AN R E
/NI B, AN A H BRI 5

GiitsE RN, GP-SRICHE A FHITHE
%N 9.6%, M #E OneWeb & & T _E T+ % 12.4%.
1E R K [ R R e [BE N 0.5% M E T, %%
S 8 B s B v R AR B 2 Bk RAR B ARV A K.
BRI F, BRI K, wldehe & mReE
PR RGN, B GRE M E A 4%, GP-SR
TEB AR IR B S O R REBOIRAS . AT AT kR %2
A AREARY,  RIMAE o 5000 T 2 126 0 A0 e sy JX
X IR GAT B4, TS P38 % k. M5
7 B ik B R S BT BARIR Py o ~ 1 -
(1 - &), “PE%E R BEE h BI04 O % 25 1 28
RN, TS E OneWeb 7 5t F#E W, B ik 224
b S €/ TH NS RPIB e vaee S N

ZE b, AT B R R BUE R L EE AR
T # GP-SR By 7E T 7 fUH0 R I 25 39 I i) 1
TIATHRE ORARF R AR s B B I AE | e B L IR TR AR A
FaE Sk RE, BOE T HAE KB LR B Y
SRR R S E A .

B G, AR SCIE TR AS 6] R E AR AT 0 B
SEUG, R4 PEAY GP-SR BLIE KR 4& It R, 43 )
f&: (1) OSPF ¥ p BB, 2 — Rl Ik T4 B &
T 4 A 2B R A, B R A R ML LR 4 T
BBl A DR HME S, A % R 2% AR 37 g 2 DA
H S NI I s B A, EASCHSEIF, OSPF

S DL/ IME SR I A N AR A B b, B IR
HHE £ U Y 4% A B B AR I B AR A s (2) T
DRL ¥ ACHEZE By R FH oy ) 0 (1) 2 )y =, A8
BReRIE SRR AR, BB ST
FPE R SR, HUNZE, R62 Hirfs
b BRI AL H bR (3) 2T GNN-DRL #%
i BE) e SCEVEAR R T Y AT 5T GNN M
DRL {) FE B GERE 5 . EFFH GNN $2 B4 /T
B Z0 1R 9 45 40 4 RFAE, T 45 & DRL H#EAT Ui 21 v 11
P R SR o RS ARSI T X B[R] P s 0
BHATIRAERAE, RTINS0 7 53 AT IR A1
5, H IR R A 9 L QoS FRAw, B = BT
W) 2 Tt (1) 3 B B AL ) 5 22 A ARG FE S T (4)
JJ3 52 34 58 GNN-PPO 5.7 (H-GNN-PPO): Z 5 ik
7F GNN-PPO J:4ifi 5] N5 GP-SR AH [A] ) J3 52 0 0]
T, R AN 2 R AT PR S gt
o, DAZAE Y 2R B AR . (R AL
PREATI LT I AE | 308 R AHRAAE 11 55 I QoS
fabs, AGIAREARY . (5) K HUK GNN-
PPO 53% (R-GNN-PPO): 1% %15 7E GNN-PPO %t
fith 51 N5 GP-SRAH [A] i KU AU T, FH T 4% )
S ERERE Ry BAS R 2 RURRE A SR e BTk
A, AR H ALK 2 HT 253, A
FH D3 S 7 11

NVEAG AN [ B e B S VA TEBE ML 5251 T 1)
PEReREtE, ASCEE S M FBNLFFIFRES
SEUy . FHEULHINAZ, OSPF J& 17 & M e g i
MIBRZN % B 7%, AN R AL IG5 I 2Rt 72
HAYEREAZBHLA P2 . Rk, fEZBENLAFHa
EME T, AR E R DRL. GNN-DRL
GP-SR = ] UL AT XL

Bl 6(a)2h i 1 7S P VL AR S 25 B ZE B K. P90
P95, P99 JEHFIS 4L Xt Lh gk . TLAEH, GP-
SR B A I} 4E P BB o A1, 3T 5 v B i I RE
167.12ms, % OSPF. DRL #1 GNN-DRL 7} 5] F& 1%
21.1%. 38.4% F1 12.4%, * H-GNN-DRL F1 R-
GNN-DRL 1 75 51| PRI 4.4% F18.4%, X, #
51N P s8I ATL 1) 35 RGBS AR T ) RE 8 ok
GNN-DRL 1) #% tH PYEBE, 1] GP-SR [F] I fil & —
Jei s AT LABE 70 45 b 1 ) JR3 350 X 45 R A4S 11 B AR A0
A, TR AU 75 = AR B4R, [RIBR3RAS T BRI
(14 it 28 i S o



XX FHi % : GP-SR : 3T GNN-PPO MRS T2 W 4 22 4 i e AR AL 51k -13 -
700 . 80 T T T T T T 90
[ R
P9 4t I Aeo r e /u‘-ﬁ?ak—~ 80.3% R0 __5&_?«/. s
» 50 =~
- 39.1 0.4 B -}ﬁ
@40 75 E
30 %
70 2

osPF oR-

v o o 'y
G\A\*\’OR Y\_G‘AN"’? ?\,G\‘“*P? S

(a) AN it by B0 ) T 35 9 B i EF B 42 e L )

072 076 0.68

3 v v o o R
os?P of ev\““’:,oﬂ“’??g,e\*‘*’?? oS

(b) ANIRIES R S5 R A ik 5 PR Dy 3 0 EL ]

350 70
19.84 0.81
300 { 60 .
250 50
o 8.63 @ 1.29
ﬁ 200 483 601 AT g4
S =
2150 "_‘g 30
= [
Fay
100 20
50 10
0 0
AV VRSP VIR \ VIS 8 \VSRAY
DR L L LR D OF OV
G\Aﬁ\)fo@*‘po@\* G (ﬁ\\\\)\,@‘\ﬁv\

% 0.81
© iﬁ 081 048 046 036
70
S 60
ﬁ;so
;‘;?40
g
gso
20
10
0
AN

(c)  ZRENU T2 AR SENE R AR E XS EE
Ko AN it S M 25 4 e X EE ]

TR R B 2, OSPF 7£ P99 I ZE A% T
o 2E B, AR RE LIRS R R
Mo A SO SE T 4347 G ik 3k s sk ik 1) B s
£, DRI bR S ) 2 BTN A 1) 2% A N AE 43
fio die EARE TR %1, OSPF M BA % 2%
155 30.1%, B R T A 2 5] B RV 29 9.5%—
10.9% I A 5 (LK . 1X 3R B OSPF H K A 5t Ji
PRAIRHE R, B OE R BRI TR E S 2
] 52 B AR AN SR b, SEASIHZE IR, K&
AR TERAT G R L B 5. BT IR R
(EE G AR BN BRI IR TA R SE SR 1T, 50 SR A T]
RE 7= A5 W K HE DA S S PR A AR 4 HE B 75 P99 THEL 2
Ab, AT A OSPF (145 bty J22 S B 28 38 0 HE — 7 1) R
INFEARTIER N . M2 R, 2 BRI a4
% EHF BRI PR T DA R, Rets DAL S
B2 ERMEY S NN R, (HXE - HdE T
RE22 1547 B HE BN, TR bl 2 il D R A o )
P99 B} SEBE AT 157 o

Bl 6(b) FE 7R T A R 592 1) A ek i R B R 3k ik
., GP-SR [ EIAF]67.96, B & T OSPF.
DRL il GNN-DRL, % GNN-DRL #£ Jt £ 15.0%,

] i 8% £ T H-GNN-DRL £l R-GNN-DRL. 7£ {0,
B B ik F 71, GP-SR 1A 3 80.89%, 5 GNN-
DRL # A #:F, 7% T DRL fil OSPF. %45 H it
B, GP-SR{EFFACIK &AL T At &7 1 B — &
e, [FIATY RE AR FF 5 GNN-DRL AH I i 6 B Bhi%
K%, R HACALR BRI ] SFEE 2 (B HAR T
LSRR T

B 6(c) it — 21 b A 1 FFf 2 3] B RRAE A R B
LA 7254 SR PEREARE . S5 R EIR, GP-SRAE
P B i B AE . Ak SR AL R T A e bR
Zy 91N 4.10. 0.68 f10.36, #4/F DRL. GNN-
DRL. H-GNN-DRL F1 R-GNN-DRL, i B GP-SR
FEARNGRBEALE T BA B e R R, X+
B 28 7 SO 0SS 40 mT PR 2 1) P R
fE,  DAR RS BB bt SR AR AL T T 208, A
A B T VIR A2 I BT B -

HE— 2 % H-GNN-DRL 5 R-GNN-DRL 7] DL
RI, H-GNN-DRL ZEFHIIE. RBH &, Fntk
AL Y Dy a2k # J7 [H #E AR B AL T R-GNN-DRL,
Ut BHLE AR ST 20 vl W 20 25 P £ R85 e, 7 s W
DT 100 B8 R BB T B DTk S B . LR R



c14 - EOAE

¥k

XX %

T, D3 S CVRERE TR BRI 2R IS 2 A 2 1)
W, B REARH PR EE IR S . DS ZE AN
AT E IS . M2 R, K6 2
g R AR = BASFR 2R SR S BN
WRASRIG SR TS (1 2 4 e S, LA 8 i)
T2 TR SR 10 3 I AR A1 v XU B A% i 3 v R R
PRI, MERRH Bl SR, T s AL i %o A
P HVERESR T BE D OCHE, 1T XS BBURR S x4
B R e R B EEANEEH . GP-SR R
A A, RIS T s Lk & T RE
3.3 EIESEAREREE 1 i ITEE

AN, FRATTE AT R S s A B R e D 4y
Priffli, 8Lz L 38 F+ DDoS X i 15 5% i Tt 5k
&, RS 5 GP-SR J H %t LU SUVE A i 22 4 By
Wy N B BEIR A FE 5 B 1 R

N T A TH VE Al GP-SR S TE B0 25 1 22 A by
WAL R I SRR, AT T — A
SR AR . 1550 B 7E @B B 4 T DDoS X
iR SRR T KT, ARADL A Atk Bl 2 A% PR FEL
Wr it 4tk R0 R, RS K  EIVETE A A
JR S N PR RE D % . DDoS B 28 1, e
H 0.5 N 1.0, BT Hn,, H027&
HINE 0.95, WEANAZEBMSE, F—41:
Hioae0-55 pg=0.2s Al p1,04=0.6, £, =0.35,
DL HE . A 35 B LU GP-SR 5 2% 5] AU BE 28 3%
Gb, EHE—P 5 NTERRAS, T 53 7 SE B s
R0 SR A RATY A 45 D AT BRAE v S 3 55 O
Mo U IR, A5 R 99 N\ A% 45 OSPF
W X R 3 T 0 A B BT B A MRS
W, MEULS BTG R 5 o) BYTE 2R SR
TE B 306 B

BERBEE W)

Wil 7(a) s, EARB SR, =MEEME
Redi. AR, FES4ES6 BT F T, GNN-
DRL 5 DRL 5k N E = Bz 185, Waishiz
154y HGE R & 63.72% 1 57.36%. L2
T, GP-SRTES6 5t FAERF T 71.8% M#i# 2.
IXIGUE T 2 Jah bR 200 KU AE 1 A B, 51 3%
REAARIEE T 52 Bt ) e 2 A X 3o

Bl 7(b) o, =RPEEAE m B RO S
GP-SR B2 Wit B S5 i e/, A —ANRERR
(Rt 7 A FES2HEOL T, = Fh 8K 11 35 viig 31 ity
B 2 LR, (BTEJ5 RIZHETF2% . NRREIX — I
G, At 4 T S1 - S3 M BE A SHIE R 2 vk
Xt B, A UG BAI A RN, DDoS B 3=
BB B T S B R A R R RIS A, A
V') % T T o B R B I v . B INAE BRI AE
HfEm AR, £S2H B, GP-SR. GNN-DRL !
DRL ¥ A B2 5 711N 8.9% 9.0% F19.5%, #H
BSIM BRI R EF SERZMAE M =N
1% w/o Risk Cost. w/o Anomaly Term F1 w/o His-
tory Window ¥ B 250 26 .73 711N 8.9% 8.9% Al
9.0%, [FIFEAREIIE BT RTINS
(7t B8 T B RO AR FR I A 38 s o B IR, HLI 48 i ok
BEN KRG X i HARAS, B2 HIR A EsE
MIX SRR, X LR R BURL DR B AT
S35 vy 28] v B 2E T

M o B 4 S3 1, DDoS XXt
TR A B E RN DA B 25 R R IR R, b X
BT AN . GP-SR. GNN-DRL £ DRL f#) BA Ji
EMFENH ETFE10.6% 11.7% A1 13.3%; =4
VH Rl ) BA G B R ) B T & 10.9%.
11.1% 1 11.2%. 31X U B8 43 J5 A v] (e 7= A A K HE

i S0 —@— GP-SRHi%

H e =& -GP-SR %P Risk Cost

& 45 - % -GP-SR %K Anomaly Term
- % -GP-SR %% History Window

40 GNN-DRLELi:

= DRLE

S4 S5 S6 S1

S2 S3
BEBMBHA Cp oo opy)

() Hudli B IR %) (b

S‘Z S3
KHAMERA
ST 85 B 38 S X L

S4 S5 S6 S1 S4 S5 S6

S2 S3
BEBMBHA Cp oo my)

(c)  HEMFrEXT

ode  Mlind)

K7 AFEBCE RN RETERERS



XX

FHRZE : GP-SR : 7 T GNN-PPO MG HIL TR WA 4% 2 4 8% B A A B0 15+

A B Z2E Bt 0 DR 2 o X i MR R T B3, RHEA
FRINIEIEIS SEGL T, DR P 3] 2 H B ATV

Bl 7(c) Fia~, GP-SR 7 & 78 42 it £ FR AL 4%
&Yy 11.7%, 1 % fff DRL 5 32 #1 5k 35 32.9%,
GNN-DRL #5125 18.4%. 1X 3 BH 75 3 50 B4 % o B s
MEF MBI T, GP-SR M GNN 4R MR 1L
RE 7T, BESERG VB g R v R R, S 1L
W N A e E R R A .

THEb SRR, GP-SR T AEFE T RIE T2 A4
KR RIVE R, Tk s — 25y R AR AR U
M. B, ERMLENE, EME =T LY
LRI SR, JCHAERBRES ST, RIS
FH 71.80% [% % 63.94%, [ 4EH 164.58ms LT+ %
212.94ms, FFHEH60.12 FFEZE 52.90, B85
5 R0 T4 AU SR T RS R A 5 a3
BREZ. LK, ZBRARARNIUE, AL
B s BRI, KA 5 PDRILA
64.83%, HME N EE 53.40, F£E RS LH
AT T SRME K i 55 B A2 RNV 8 S 40 1 A IR Rk
REJTo AHELZ T, 5B 50 TG I B TR B AR X 2%
A, ABAREEE S T e AL, UL R RS RIERE
% 9 S B AL A A B AR HE 1 e 0T = S
R BB 0 I UM

LG
Cow = O( EIZI(NEdz'dHl'HI +E;d,"H)+d
+d0ut).D
= O(Copy + Copp) = O(NthzHJr E,d,H+ Dizlp)

Cirp = O(S'DmZp + Dizlp
T

inference
BT 3R 2B MM ST B PS4
TP e i RS R 92074 1.1 MFLOPs.
Fi¥s HHR B T H % 256 GFLOPS W AE 55 77 (1 048 St
BE#HITHE 6 L, BEASHEHFER 1N 0.0043 ms.
TR T AP 1) R PR R AR FR LR, Za S48
S0] LRGN, 5840 B0 AIF T A SR AE S bR T
g, JEEMR QD RE, KEH
SR TR 2 B 5 B BRI TE G, LTS T
Tyain = O(B-T inf"erence

T irgf‘erence =T inforence + T i

AB LR LR KN B 256, ERK A 10,
WA TR JE 5 S VPG @ R v, BV R A 4
3 R Is HE L AT RGP, BTy wa =
2T encer P TF B FF 44 29 9 13.33GFLOPs,  7E

256 GFLOPS I&{H & Jtsadt B #0856 Lm

+(D

+ K-B*(

SCEGUER], GP-SR M MEREOL U8 T3« 8-
B 407 W FIAL AT . GNN f 5% 4 ey &5 35 B,
POMDP JJ3 52 F5* 51| 57 SR A HE W, 110 22 4 22 Jih b £
WY 1 Skmg LB ARE . 45 L, GP-SRIEX
FA T N R TR &S N e
B71.
3.4 BAEEZRE ST

fEf G, FATHR 7T GP-SR 2% H B A LAY 1)
I (A AR B2, AR SRR ) GNIN B HURIR i R 4k
TR . GNN AR ) = 2 GAT B/ =
A JR AL B AP = A E AL, 0T GAT & 1
ERIE R, 5 AT R LR VR Wy, TR 2
HTHEESINEIFRE, REEREN
O(Npdpdy, H + E;*d;. *H)), N1 E
TRE, dRFIEMNYGEE, HRHIZER Tk
B RS REMAEEREZIREDNN
O(N,*d, ) O(d, d,+d, d,,) I&EENLT>]
BEHAL IR A A FE X 48 F AC N 4%, HATR# RS
JZEHIHL (Multi-Layer Perceptron, MLP), &4 7%
BN O(SD,,+ DL, + (D, +dy)D,, +
Dy A)s SHHLESTRA FIRAERE, D, WIAHE
JRYERE, A NENVE MYERE . FERRLAE IR B, I
() 52 % B A 500 R s

out. dh )

+D,,4) #(10)

mlp

B RSN, FIIAHE,, SE AL T4 L 4 A
Rk, #FWBMEEET 2 BRI LR ER A
JEEER R ERCA T RE .

BERLYIZRMT By, PPO BB 75 5 T U A fe P 2
T E GAEL A s $, IRAE 2 50 SR s S AU AT
A AL A S 1 AR 3%, Hook B R T HEE R
Bro DAL, INZRBT B A1 S 28 FE R RR N -

T .+

inference

T
backward)) # (1 1)

B8 FE B DN 52.07ms, K T A2 [H) B B% IS ZE (5-
10ms) BO fER FIZATAT. FEXRH “Huf
B, B LR MEE S, KIER
TREC N4 LR G p @ KRS R, JFRl A B
SR DB B I B e 5 Mk S5 T Ge v RR AR, 0 A g



<16+ EOAE

¥k

XX %

ITBRE ISR FrRIUsin, DURE IR 58 U
L R 2 R BT AR .

)R GP-SRfE KRB PERE SR AR LRI, H
HNGd BRAAFAEBCR BT BT . B m By
[l A S H TR, AR R IR 5% T 1
SEHRE DR, ARG B SR R R B AL 5 ZRRCR IR T
i AN T

4 ZERIE

ASCRFE TR PR N AE RIS &S AR 5 22
A BRI BB SR, FEH T —F GNN-
PPO 5 POMDP 1] & f¢ % 4> #% 1 5% GP-SR. B
Je, FIEET Rl I SRR IR FE DA ) 2R, F)
Fl GNN R &2 MEH M E0E R, Jhmd
POMDP 5| A\ JJ3 5 W 3 1) e HE 1 X 2% i it 5 ok
A E S, HROUR 7459 DRL BiEfE IR 54
BEETHRFEX. Kk, #r7asE. 24
R4 NS AE ST I 2 HAsRAeiisy, FIH PPO
TR A T S I vy 31 0 (1) B A S0 o A7 LSRG S ik
B SR S5 R R W], GP-SR Bk AU AE L  5
TR TR S R, A T4 152% 1
W28 AR s B A 9 DDoS it S5 T
WPR &R, B “<IRE0-BhfE” W EALH R B H
R e,

A
it}

EEPEE

[1] ZHU Xiangming and JIANG Chunxiao. Integrated satellite- terrestrial
networks toward 6G: Architectures, applications, and challenges[J].
IEEE Internet of Things Journal, 2022, 9(1): 437 - 461.

Ae g BRI, 5K W55 T T AR 290 T A IO 4 1 B R R B A

>R RERE T VAT]. TS 05 B AR, 2025,47(08):2652-2664.

[3] Tang H, Zhang Q, Li Y ,et al.Regional Resilient Routing Algorithm for
LEO Satellite Network[J].2024 22nd International Conference on Opti-
cal Communications and Networks (ICOCN), 2024:1-3.

[4] TulJ, DangJ, Wu K ,et al. Segment Routing Algorithm for Mega LEO
Constellations[J].2024 4th International Conference on Electronic Infor-
mation Engineering and Computer (EIECT), 2024:892-896.

[5] Hsu'Y H, Lee J I, Xu F M. A deep reinforcement learning based routing
scheme for LEO satellite networks in 6G[C]//2023 IEEE Wireless Com-
munications and Networking Conference (WCNC). IEEE, 2023: 1-6.

[6] Niu Z, Xie Y, Li Z, et al. LEO Satellite Routing Method based on Dy-
namic A-Star Algorithm[C]//2024 International Conference on Artificial
Intelligence and Power Systems (AIPS). IEEE, 2024: 233-237.

[7] Liu W, Tao Y, Liu L. Load-balancing routing algorithm based on seg-

[2

—

ment routing for traffic return in LEO satellite networks[J]. IEEE Ac-
cess, 2019, 7: 112044-112053.
[8] Lu Z, Zhi R, Ma W. Quick routing response to link failure in low-earth

orbit satellite networks[C]//2022 IEEE 8th International Conference on
Computer and Communications (ICCC). IEEE, 2022: 690-695.

[9] Wang K, Miao X, Liu P, et al. Traffic-Load-Aware Multipath Routing in
LEO Satellite Networks[C]//2024 4th International Conference on Intel-
ligent Communications and Computing (ICICC). IEEE, 2024: 135-138.

[10] He Y, Chen H, Ma C. A cross-domain aggregation routing based on
lightweight OSPF protocol for the GEO satellite-ground integrated net-
work[C]//2022 2nd International Conference on Computer Science,
Electronic Information Engineering and Intelligent Control Technol-
ogy (CEI). IEEE, 2022: 459-463.

[11] Park S, Kim G S, Jung S, et al. Markov decision policies for distrib-
uted angular routing in leo mobile satellite constellation networks[J].
IEEE Internet of Things Journal, 2024.

[12] Lyu Y, Hu H, Fan R, et al. Dynamic routing for integrated satellite-
terrestrial networks: A constrained multi-agent reinforcement learning
approach[J]. IEEE Journal on Selected Areas in Communications,
2024, 42(5): 1204-1218.

[13] Zhang S, Liu A, Han C, et al. GRLR: Routing with graph neural net-
work and reinforcement learning for mega LEO satellite constellations
[J]. IEEE Transactions on Vehicular Technology, 2024, 74(2): 3225-
3237.

[14] Xu P, Feng M, Zhou J, et al. Inter-satellite routing for LEO satellite net-
works: A GNN and DRL integrated approach[C]//2024 IEEE/CIC In-
ternational Conference on Communications in China (ICCC). IEEE,
2024: 1346-1351.

[15] Li S, Wu Q, Wang R, et al. Efficient Multipath Differential Routing
and Traffic Scheduling in Ultra-Dense LEO Satellite Networks: A DRL
With Stackelberg Game Approach[J]. IEEE Transactions on Mobile
Computing, 2025.

[16] Wang L, Xu Z, Zhi R, et al. Adaptive Load Balancing Routing Algo-
rithm for Low Earth Orbit Satellite Cluster Networks[C]//2024 9th In-
ternational Conference on Computer and Communication Systems
(ICCCS). IEEE, 2024: 666-671.

[17] Yan H, Zhang Q, Sun Y. A novel routing scheme for LEO satellite net-
works based on link state routing[C]//2014 IEEE 17th International
Conference on Computational Science and Engineering. IEEE, 2014:
876-880.

[18] FElh, NG, FAd 42,55 5T NG E I LEO TR WM& iE 75y
Hrft[T]. 3047 2441, 2025,46(04):80-90.

[19] Bttt ba AR T A2 W28 i Hh SRR A 78 [D]. REEEE Tk 2%,2025.

[20] Tao J, Na Z, Zhang N. Time-varying graph model for LEO satellite net-
work routing[C]//2022 9th International Conference on Dependable
Systems and Their Applications (DSA). IEEE, 2022: 486-491.

[21] #WII R B 20 . A T AR B R BRI IRAL B2 40 A =X
e A )], JEAF 2741,2021,42(08):43-51.

[22] VESE, PHKUZ, A5 2 TR L R AL 5 2] IO T2 M 2% B 2
HISA )], TR FR R 2R (1 SRR ),2023,35(04):596-605.

[23] Zuo P, Wang C, Yao Z, et al. An intelligent routing algorithm for LEO
satellites based on deep reinforcement learning[C]//2021 IEEE 94th
Vehicular Technology Conference (VTC2021-Fall). IEEE, 2021: 1-5.

[24] SERFUAR, A LR, TR B AT T R R S R G TS
5 SLII/OL]. TH AL LR 5 M, 1-18[2026-04-08].

[25] Paxson V. End-to-end Internet packet dynamics[C]//Proceedings of the
ACM SIGCOMM'97 conference on Applications, technologies, archi-

tectures, and protocols for computer communication. 1997: 139-152.



XX FHRZE : GP-SR : 7 T GNN-PPO MG HIL TR WA 4% 2 4 8% B A A B0 17+

[26] Liming H, Shaoli K, Shaohui S, et al. A load balancing routing method
based on real time traffic in LEO satellite constellation space networks
[C]//2022 IEEE 95th Vehicular Technology Conference: (VTC2022-
Spring). IEEE, 2022: 1-5.

[27] Li Q, Zhou Q, Sun H, et al. Research on DDoS attack technology for

satellite communication network[C]//2025 IEEE 2nd International
Conference on Electronics, Communications and Intelligent Science
(ECIS). IEEE, 2025: 1-5.
[28] Lu T, Ding X, Shang J, et al. DoSat: a DDoS attack on the vulnerable
time-varying topology of LEO satellite networks[C]//International
Conference on Applied Cryptography and Network Security. Cham:
Springer Nature Switzerland, 2024: 265-282.
Giuliari G, Ciussani T, Perrig A, et al. {ICARUS}: Attacking low earth
orbit satellite networks[C]//2021 USENIX Annual Technical Confer-
ence (USENIX ATC 21). 2021: 317-331.
[30] Du X K, Shu N N, Liu C S, et al. Overview of security issues and de-
fense technologies for Low Earth Orbit satellite network[J]. BT 5 {5
22, 2025, 47(6): 1609-1622
Lv Y, Xing C, Xu N, et al. Research of adaptive routing scheme for
LEO network[C]//2019 IEEE 5th International Conference on Com-
puter and Communications (ICCC). IEEE, 2019: 987-992.
Xiang J, He X, Zhao Y, et al. Distributed Dynamic Routing for LEO

Satellite Networks with Temporal Graph Convolutions and Imitation

129

[31

[32

Acceleration[J]. [IEEE Communications Letters, 2025.

[33] Naz A, Verma K, Sikka G. GNN-TASR: Graph Neural Network based
Trust Aware Secure Routing for LEO satellite network[J]. Ad Hoc Net-
works, 2026: 104223,

({EE ]

FR (2000-), B, WEHHA. EER
ok TR BT
kR EF AR L AL %

AT R

X (1986—), 5, WWARBEZA, i,
L By B R 2 B R 2 B . R g
oA, BRI T 18 KB B 4
A B AR

Bk (1982-), %, LR AN, 19
€1, EERHE RS TR R B
TR R, EEFR T RN SES
Wit FHEAE g R

&I (1991-), 5, MMEAHA, 14
€, EERE RS TR R B
FAC PRI, E BT 1y TR EE
WBEME. TRMBE TR,

SE R (1992-), B, WRHBEA, 1
Atz [E B AR K A R S B B B Y
T, BT TR 8 TR S R IR A
(UIREBER e



