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Abstract: Terminal nodes in dynamic heterogeneous sensing networks are constrained by computation, energy, and band-
width, making heavy cryptographic mechanisms difficult to deploy. Meanwhile, unreliable links may obscure the bound-
ary between channel anomalies and malicious behaviors, leaving MAC-layer security insufficiently addressed. To ad-
dress this issue, this paper proposes a feedback-driven MAC-layer trust evaluation and cooperative defense mechanism.
The proposed mechanism reconstructs ACK/NACK feedback as a zero-cost trust primitive, and employs Dempster-
Shafer evidence theory to fuse multi-source evidence from communication status, environmental disturbance, and re-
sidual energy. Explicit uncertainty modeling is further introduced to reduce misjudgment caused by channel fluctuation.
At the defense layer, the mechanism differentiates the role of a suspicious node as either a receiver or a sender, and ac-
cordingly triggers vector-based forwarding rerouting or spare data channel isolation, forming a closed loop of trust evalu-
ation, role identification, and defense execution. The framework is independent of a specific physical layer, and is instan-

tiated in underwater acoustic sensor networks by combining Bellhop-based acoustic field modeling with a-stable noise.
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Simulation results show that the proposed mechanism outperforms representative baselines in detection accuracy, packet

delivery, and throughput. A small-scale lake trial further verifies the feasibility of ACK/NACK-driven trust evaluation in

real multipath underwater acoustic channels.
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