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Abstract: To address the limitations of existing encrypted malicious traffic detection methods (e.g., static graph struc-
tures, lack of adaptive neighborhood selection, and insufficient modeling of interaction features), we propose an adaptive
neighborhood learning-based detection method. Specifically, we construct a traffic interaction graph and introduce a
neighborhood learning mechanism, enabling adaptive modeling of traffic interaction patterns by jointly optimizing node
features and neighborhood structures. Experimental results on the CTU-13 and MCFP datasets demonstrate that the pro-
posed method achieves accuracy, precision, recall, and F1-score of 99.59%, 99.56%, 98.78%, and 99.16%, respectively,
and effectively improves encrypted malicious traffic detection performance.
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P=10 99.48 99.45 98.68 99.07
t=1 P=15 99.59 99.56 98.78 99.16
P=20 99.52 99.50 98.72 99.11
t=0.5 99.50 99.48 98.70 99.09
P=15 t=1 99.59 99.56 98.78 99.16
t=1.5 99.53 99.51 98.73 99.12
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Accu- Preci-  Recall Fl-
J7i%: Bl 7 = racy(%)  sion(®%) (%) score
(%)
SVM x 92.10 91.84  90.76 91.30
RF x 94.71 9373 93.54 93.63
XGBoost x 93.65 9251 9242 92.61
CNN x 96.03 9574 9521 9547
TSCRNN x 98.21 97.83  97.58 97.60
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MT-Security 241 K 99.46 99.54  99.26 99.40
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A1) E A RHAE 98.62 98.45 97.83  98.14
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%6 ANR R A BRI HAL SLI0 45 3R
HETYPC B Similarity Size Mask Accuracy(%) Precision(%) Recall(%)  Fl-score(%)
ANR N v N 99.59 99.56 98.78 99.16
AR T % N N 98.42 98.30 97.95 98.10
SRV AN iy x N 98.63 98.52 98.08 98.30
AT GY EE R AR IR B ] N x 98.55 98.40 98.05 98.22
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