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Abstract: The security of controller area network (CAN) bus is increasingly challenged by volatile and non-stationary
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DyGNN, an exponentially smoothed dynamic graph neural network, was proposed to capture the evolving relationships
between electronic control unit (ECU). Unlike heuristic dynamic models, this method was underpinned by a rigorous ex-
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curity.

Keywords: CAN bus intrusion detection, dynamic graph neural network, exponential smoothing, vehicular security

WisHEA: 2026-02-02; &M@ BHA: 2026-03-17

BIE1EE: MAEZ, fhlin@ustb.edu.cn

EEUIHE: FEZE GRS R B H (No.2022YFB3104903)

Foundation Item: The National Key Research and Development Program of China (No.2022YFB3104903)



%4

FHURE L TRECT B0 B CAN SR N RAT I 7 i 41 -

0 5|5

7 $% ] J2 J6  Celectronic control unit, ECU)
(3 KA 8T T AR A Thag sz, ECUTE
RIS LB RS =02 B B A5 2
PR IR S5 R R G S SR R G E . BEE
R GRS T, R ECUSE R ZEK,
e i 2 28 L SRR 150 /M1, BRI v 2RI S (¥ ECU (1]
BB OT R EIE ST, 8= 2%
(controller area network, CAN) AR 2E . K4
PE R AR, B9 3N 08 A 1 S SR R

SR, CAN PR UAFAAE W35 2 Aok Bf . T i
TR B ZE BN 28 b T B P S, CAN S Z 1%
By D IE Sl e L. Bt E — BRI
7%, Rpnlad iy N O v 2 SE LR A ], SRR
i i R I ECU W) 22 BB ) = i e . A ks
T HME VAN R by, FZEIFEAW A —2
AT S RS, oikiB B R+ ECU
KAMBNEZA: —RBEEE nE R B R
BEBERBEI. LRV, CANmERA “fy
JERAYE” RRAE,  BEYH S A7 (R IS 5 (1 40 E 2R
Bk, ZRARGTCEX 43X P AR 75 5 R
i, FEORR IR SRR A

N EIR RS, BT R 2 P CAN AR
¥ 2 48 (intrusion detection system, IDS) . -1
TNERETETHFIEAR (il S5
BIEEREAST I B I E 25 Gt v i A U o e BT
AR, ML S5RES T (B —4EH
PR KA IAICIZ NS K EH Ynttas) # T 2
AT 4 AT TR AR RO R o

RERAFIX e, AFAE 2 AN AR MU Al
Bk He, RTINS B RS 10 5 v B A
FEFE, ANET R AN B AL R e S I R 2
SR ED, H IR AN E St e A R Y S
WM o 00 2 T AT AR ), R ]
AR B 1NEZ4 RS (denial of service, DoS)
s FRER Be i O ] 1S CAN 228 1D SRR AE 7 21 11
I3 A I 0L, Ferp R Ao AR 2k T BEAR A S A Y 1)
TR 2, SEE R SEBR RS . 1 s, R
B CAN D&M B E 2 EE WL,
RILH —E RN, (HAERO B e RE |, 52
o I8k Ve 5 AR S IR 20 7 L 2 255 R0 A A6l 22 R HE 45
PEIEAS, XMPRHERD “ONRHPE” . Rl ZAEE 1(a)

M DoS Wi Ht T, mAENFEUS LT 50,
A G S R4 T R PR, 5%,
W SER R A 435 ) [ 58 R SRR I 5 v, IR TR )
B FF A A 2 bn it o S, I S EENR IR .
Fovk,  FE T IR AR DU 28 X N 25 R BE R B0 TE 2K
811 a1 24 5 g B SO 2 2 MU AT 5 A, S
KBRS, 5=, CANRNFFS ECU IhRE ) i
BEAEARTEL B AN ATE, [A— CAN-ID 7E A [A] 4= L
A BEARRASHE XY, S B0 0 51 1D 4K 8 1
JREMECZ A . b, VF 2 UREE S I B CAN
RN RCEE AR5, 28T ECU A B TE K
g R 3m A A I I S i AR L TR 3
B AN AR I R G R — S R R
Il I R BB 3 B0 B A A B S R R
A%, (RIS A ECU [R] IR & 4% 7% 8] 0% 3R J e 2R (1 I
AT NI . AN, ZRGIEFEAE R A A&
RUFZAGRE ST, BEGKH FFAA CAN-ID 1 .

psoor b b g
=1 000f | |
=
500 TV I
ok LMY | P L I
0 50 100 150 200 250 300 350 400
CANIiEL
(2) DoSHifi
I I I I I I I I I I
1500f
YU AT [T YR LT
=1 000F | | | |
a

= 500} | |
[l . . | P Y O
50 100 150 200 250 300 350 400
CANMi %L
(b) BBt

1 DoS My MR Bt Oy J4 34

o =

UL, A SRR AR BT 1 3h 2 B ke 2%
(exponentially smoothed dynamic graph neural net-
work, ES-DyGNN) #8 %15 84 3 1 4 — HE 428
JR46 CAN R B H AL A E 751, iy fiRoR
ECU, 1 Wk Fifi INf 5] A2 A0 B8 A5 58 & o W&l 2 By
7N, ES-DyGNN {ES) & BIBEA E Rt &0 RS
B[] il & AL, SEPL ECU A2 FRE 20 & H Bl
BEARHER) 2 2] o ASCEZ TR AN T .

1) I F s A7 BRAC1Z 1 48 2o B 3 1 2410
(exponentially weighted moving average, EWMA)
KIS T, Ko ISR H 0 [ 7 51 B 5 9 i PRI AL R 46
M. B HES S Y R IT %)
S AT 9L, IFIEIRR AR 2 R B 2 UL



42 O % %47 %
A E B IR ) Sy K&ty
BRLEZE B
A, ) JHECANMUR *E*“f'(‘}»f%) HFAECY) |
NIy / (1D, . ) ( Py ]
{ [ MR I () ] ( -
| smumsmann ] P S
'
b 4 4 ) R N B <11 \\ VeSS
A B 3 .25 )
MG AR B
| piwssmms | ¢\ (Eﬁﬁﬁﬁ&Mﬂ&ég%
1 s : f / SR ) Logitffi &
SRBOMBURS 2 T B T ‘ “\Kg bR N
i S oy AN i R
et ’ §?; G2 1 5 HAZ)
) ® \\ /
o w%wfz \ Ak )
° A ETFA ~ o . 1 e
\ « Frobenius {0 SR G A RAE(H) Aiti s

:

hnl BARE: >99%MERMIR, <0.12 ms IHE, A RISRMIZ M

K2 ARG

54 (Frobenius) YEEUMSLIT .

2) Wit Rl A 5% (A ik N 5 0 S kA =
IR, g5 1 EHLE, R —E Sl
F]H SAE 1 5 N AEIZ I R R R G o 128K g B I
e O3 A A T AL, B G A SR I B 454 3 801
TR [ o

3) E MR EME CAN Hdn £ L HIVFAG R W], ES-
DyGNN A& Il 71 i % ik 99%, BB 11 £ B A2 {1
T0.12 ms. JHELSZIGIGUE T FIg 51 5 28wt
(R B, HE AR M — R S T AR Rz AL

VAR
1 M#HxIE

CAN s 2 N AR K M A 72 O 0% i 2 R B8 1%
W PEZR S0 AT GUiHE o
oK (0 B0 A B 2 R B A )N S R T vk . AR R
G S AU AR, T AN, A
ES-DyGNN [ v #2218 5 S AR 4
1.1 BTSRRI 7 3%

FI CAN B N R A A 22 2 L A5 5 1)
Y S BLECU $5 8GR HIU2, Levy 2613158 i
ST EMMENG, BEISIREw, ENH
SR, HAE ECUMKIThHFERL B 5 2l it fr)
PERZIGIUE . Deng ZMIE LT CAN-ID L FEFREL

HOEIDEE SPEYSN Y al DR P S AN SRR 7 RvEr N A
FE. B RSESNTRIR T IR BRAER
PRI R R, (AR T AR AT o, X I AN
SIFEACBUR, AU R B 2 dn 4N

1.2 MEEDRTE

1 A IR A i) N e HRFAE (A
ERSE TSNSV LN NI - DR el 3 AR
Zhao SFUSIL T I B i 2 9 ECU B2 ME—F840, Lee
L9138 358 43 BT AR [R] CAN-ID 3 423 S5 1“1 35 st [i) 1]
B 55 SE PR E R 2= KB R H AR, B A F ECU
FEEFHSH

NFIRE T Z G A, AR I 2 5
CAN-ID~ B A 719 B 51 (14 7 A A6 5 7 JE I
Yo SV F AH A0 S 18] 1A B8 o S5 2% A, Liu
SEISIR R AR N AR BT O, TR E Ml R T
SO RS AN, ARZSRTT VAN B A B R ) s 4
FRERTEBIE BAEA AL -

1.3 #HERF 3 IREF I 5 EHEML%

AR, ARGl SRR GCRF I S HLPO
KO AR BEHLARARDD R0 T N T Be vt i i
B 5 A AR s R S1 R (B R M I 2l
HmIG DD WH T2 EEERNFRR. B
EIXLTARTE TR AR, (EIR CANRE LY



%4

FHURE L TRECT B0 B CAN SR N RAT I 7 i 43

Ji SFEF (] 51, 2 T ECU [H] AR #15% R & 4R 3%
SGNETIOEZEE W AR S C

NIk, B (GNN) # 5] N CAN
R ILI U 5 A KM S I E S ECU BS54 .
Zhang ZEP4HE H JE T GNN ) CAN & 28 N R A6 5
4t, ¥ CAN W BIEAL A 17 & M B I 25 GNN
BEAT UM . King 252188 &4 56 B 40 b 5 271 A
FEAR SR T MR B A . Xiao ZEP04E H CAN-
GAT B4 2 CAN K2RV B IR R AH G PE . SR
Xy iR R ] e AR DG R, Bk = 0] B A R E
R B R
14 AXFHZE

BETUABEE. NP BE TP AT
SRR, LLE GNN RSN F AR,
AL HEH BES-DyGNN FE8Y , 1Z 485 8 38 ik A R 42
EWMA 5 721 A& F 1% CAN B2 3h 4, a3 &
D151 AA A, LSS R S T ARRE
A2, TR R RN R AT Se i 512 4 i
MR

2 CAN 2ZERRTEIREHEER

AT B — Bl T R O BT B
CAN it 2k R B [B) Y AL B 2 A o 20K B0 I ) 40
£ INIESB =2/ RIRY Ay /3 . 2 N U= oY= 3 B B
(RS 20 P20, IE I L AE I 3 08 A5 250 R R i
S, H TR R N B G ST S R U PRI A
2.1 HEBFEBREHSAXRA

NTHEWMA H 15 CAN B &L e il A
AR B B 1R 5245 £ = 1,2, N, Hif CAN &
LB HBERE D, BOMEOEEWEABEE,
LU E X

1) B, e RY*N: TEH e NAIERD “RRi” 414z
HiRE, HOuRE N

n(t)
[&L=; (1)
Hor, nl) FORAERS 0] B 11 ¢ 7T R0 — j RIE
BEE . 2SR E AL 7R E IR P Y AT B
ISR

2)A, e RY*N: TR AR “RmS” A%
FEBELERT ] ¢ B 1) P07 AREEHERE, BIE4 G
HEESUIHEENXR.

BB(B,) | e RY VM WA CAN T B A

S N RAT 0B TR A,
EWMA #% 5 SOV AR B A, |-
A,=0d,  +(1-a)B,
A =B, 0<a<l 2
XFRQBATIRHRIT (CH<HIN, FARBIT
M), a3 e,

k=2
A=d " 'B +(1-a) > da *B,
t
k=1
sA=Sdt1-a) B )
t

Hrp, I[k>11ERfnEE. He>HB, KXQ3)
FORMME GRS NEk=1-H+ 1. X T&MNEE
W, MRS Flag 7 BOW % B 3T bR & AR
Frid LA
Cotacks 7 € WorFlag="T'
Y7o s @
HF, e RN E B RN BRI RG] . 51
G R SR R bRE T BRSO O bRiE
HIERE S L HL RGN RAE . A2 KER
CAN 2 & & LA A S AR AENRE T i,
MbRIEHy “ Bk, BMbREy “IEw”.
EAMETT AR R E R PIMERE T, BN A R
WA E S WO, ARSI AR S
FRERME I (N 2 PP 30 248 ik 45 B0 512 K K O
W) SE Mg Sl N B 0 E DTk, A
25 RENE 2 SRR R 1 BRI, T E AT T A
o BRICZ AL, I8 AR N S5 ot if = 22 s
SE I ] B (H B % 5 CAN-ID Wiy, ASCrikig st v
PR ARG 7, ANTE BN AN ) b R ZE kA T B
MoES], FHAERESHE T FWEAETFE.
2.2 EWMA BEFUYsgH o4
2175 #ES T EWMA 5 7/ 2 CAN 228 K /1)
AR, B TR AR AR RS, EWMA B
TR AEATIS P AR FL R D AR IR o B TE RN
B0k, BB 404z B, 3t = — AN L [R] 1 1FE 22 RRAE 3
UeRV*'Y, 1§
B, =UAU" (5)
¥ RO R EF RG] 15

k=2
A =Uld "4, +(1-a) Da 4, |U" (6
t

T UX T E B, 3T M b B, AN 5



- 44 - G

{18 47 %

B

B OER R ) HphariEi. o) ThiE S N
RS DX TR N

k=2
[A4,],=d A, +(-0a) Da i, ()
t

ﬁ@ﬁ%ﬁ%%ﬁ%ﬁﬁﬁ@%Mﬂém,
HABERBOE W

LRI LA B, EWMA B 1E A Ak £
WS RIEER, &AW, HPREE
Ay < Ll of TF LRI, 24, ~ 1R, 552G
DUREHE ST A4, Mk, Hk, SRR (nfH
Wizl REFMRIR S, LR S (T
N IR . EWMA 7 & bR (1138 B
BUWHE PR,

X1 EWMA & O Zbmic i-riE Bk

WA HdROHED, HA5 B sk { Timestamp,
CANID,DLC,DATA[0..7],Flag }, &K/ W, &
KS, HRHET o ZMXHRKEH Hbw=S

Wit (G, = (x.EWy,tbatch) }

1) #)44k CAN-ID LR 5] St 7 < { ), FFailik

RN HIBG O

2)fort=0—|D| - W, $KS, |D|FxrHE

FHE AL, do

3) RHUEShEOW, < D[tt+ W]

4) BRI HIAETE CAN-ID 2 W,

5)  FOEBER AR RHEB e R

6) Bluv]+t=1

7y LB — %J‘%EJ%BEQ)\Q
8)  THE I AR PR

!

>

k=t-|0]+1
9) ifmax(A4)>0:

A «— at—k (1 _ a)HM>I\Bk

10)  FRECH SHFiEx e R"
1)  WEEEFR%Ey e{0,1,- }:
| Cutiacks Fr € WirFlag="T"
YTloo i
12)  $RHUAFIRE = {(uyv) |4, >0}
13) WEAHEW={A4,|(uy)eE}
14)  ICSRETEERER 5] AN S B )
15) endif

16) end for

17) iR [B] (x,E,W,y,t,batch)

B R SRAF WA SCHE HY CAN a2k R 3 77 1
WSk o

ER1 B lim B,= B A 2
I B, - B'll . <d, Wt EWMA & X 1) °F i )7 5
{ 4,2

A, - B'll; <o B, - Bz +6(1 -a'"") (8)

DA A
lim sup |4, = B[ < 6 ©)
R AN R A -B =a(4, -

B*)+(1-a)(B,- B"), X% = ¥4 B Frobenius
WAL IFRH=MASER, e
[4. -8, <a| 4 - B, + -0 |8, - B

(10)
%e,= |4, - Bl b= B, - B, <6, WH
e, <ae,_,+(1-a)o 11
JETT 2 M S BN S 3R] 15
e,<d e, +(1-a)d Za’”=
m=0
1 _ at—l
,l *
a’HBl—BHF+M1—a)1_a =
o !B -B| +o(1-a"") (12)

HFo<a<l1, Ht— off, o ' —0, Hik

limsupe, < J, EEE.

t—

B2 HAEW L FEBAEN, € 1B, -
B'll ;= eHe> o, MXTEWMAFHI{ A}
4, = Bl (1 - a)e

WERR AEW g, MRAFIEHEAKX A, -B =
a(A, -~ B)+(-a)(B, —B") XMl
Frobenius {E X - FIH] | 4, _, - Bl x <6 (HisEEE
LIIRSTD M B, - Bl ¢ > ck>1, W}

4, - B'llg = (1 - a)||B, - B, -
od, - B, =1 -a)e-ad (15)

HTe>d, WRBK-0s, HHIERS(4, - B >
(1 -a)e.

k=1, BEANH—BR

(13)

A M—Bszﬂ—aM%—d k=1 (14)

Iy




%4

FHURE L TRECT B0 B CAN SR N RAT I 7 i -45-

At0+k _B*:a(AtOJrk—l - B*)+
(1-a)(B,.,-B")
Ey?ﬁ:%&%%”ﬁﬁ ‘BtOJrk - B*” F < 57 m‘?%

|| At0+k_B*|| F> o ||At0+k—l _B*” F _(1 _a)5

(16)

(17)
HEER K152
l4, .- B> -a)de-0 (18)
WEEE

iR sEFE R T EWMA BT 7E 4 B2 T 5
BRRE, BRI “GlizfE A, RA3)F(14)
LW, HCANEZ ERATRKEN (41 DoS B
Fuzzy it B, KBRS 2 58 HAE
B A, JEEOWR ALK RME S 27 b, T
FIRF T a FIAELE, IG5 A2 LRI
%K, TS bl o MR R GAG R, N RIEAE(S 5K
TS N PR AT DASEIR 2w A, A OR R AR
B 5 S s &k L A Ra et
THOLT, BRARM L5 2 R AR B T e
TR 60 X FRHLHIA TR T M e Iz A Iy v
2% 5y U K R R K e X B sRBE, RRRE T N A
EWMA E-F g 87 BERe S dl B AL 2, SCRg ™ 2
IERSMINEZTE | N

Kl 3 A1 4 4 EWMA P A FE ) CAN s 2R KI7E
DoS Wi A8tk . B3 ™A, HWHEANGIRT
BEHRINORIZIER . EWEBLT, CANKLRI
DR G R B AE, TR MGl O, BLCAN-
ID 0x0430 F1 0x0545 Ay H 00 (1) 3% H2 % B 2 8 BTt

0690
01f1

0329 0153

0130

0131
02a0 0002

0000 0350
0140 0545

0430

0260
% 020

0440
0316
018f 0370

050

00at

(a) BrbidE N B

X DoS W e ok A A 7] [ 5 88 ik e A Je A
3, SRAT RS A, REOX KT RS HAR
T ] FEAE AR AE EWMA H 1 1E R gl b s ik
Ko #—PMEE 4, [SLIHENLER TEED
B M WS . XM E U HEAEBE AL, T2
Yt iR e I AR L B R 1S . EWMA 511l
bSPTIR G
UBRZAIZ), TEWHRH T HEBGET A FR
eSS, R TR B A PR B T PR M
FANRHER E
3 IRBIZEH

R BEIR NI, CAN S 285 A
BENA TR, RSO T BRREm DS 715
ST S I SE R AEAY, JE Rl T SR (R
RN SRR R TN AN 42 = AL 73 R 28 R BT
RPN RN ELER A g gL . EER D
7, PARGAG G Sk B AT VRN R IR, RS R
BT S CAN BRI N TEGEH1E R
3.1 ELERTE AT HLE

WA MR T8 AL M4 (recurrent neural
network, RNN) 8¢ & %7 #1 il 14 (long short term
memory, LSTM) %% 1) /712 B ARBEAL BE T 51115 5.
HIEKTF AR Ty BUS RS A AH A RFE,  HOYE DAS
PRI S RFE NI4T (B AL E . ith, AT
Transformer 1) 7 & 4 i AL, £F % CAN B2 11
“COMFEIE R, BT T ISR IR SR TR AL o
AL B A R 5] B B S 4R,

05f0

0153 / N
e

01f1

0000

0690

(b) BN G

B3 EWMA T A CAN S LRI DoS Tadi R ARk GA )



. o ome N
<46 - W ofE ¥ M ®47%
0020
: 00at o~ 0000
0316
o18f
. 04b1
O o4f0 0200 0130 P
0140 35820 g1y 0220 o ’ “‘?oam
S, »
0329 0545 o :\‘ /: (D
-
0316 & N =800
0329 ‘~
0153 0450 0440
0= 0002
05f0 74
N 0130
&, 020 0370 0350 0140 B
01f1
043f
05f0
0440
0131
& 05a2
05200430
0520
(2) Bt TE N (b) BrdiEN S

El4 EWMA “Fig 4 # ) CAN & 2L EI7E DoS Biti T 128 A6 (BLUE (w8 )

RS CRARR I (A1 B (2 06 sk . X R L IR 7
Wi IR T A AL, SRR RS 2 R
ESZPEIARG 22, AEH s HAE R P A g (R
FEAE A, T RO R AL A L 2 (K
WAL SR MG AR 2R 2R

XL S WASES: CAN RN sh & D o,
7] — % AR BT A OO F — AN RN .
P25 1% X BRI 2 1) N, AN AR CAN-ID, - B 5
Bl —A N Y H &

t=[ttt] e RV (19)

DRI 2% R A X 43 HHL g 55 0 A PR N () s, A
TIEPE— I RN GERE L (BB L = 160 JF
T EE—A “THAR” 7% 0.

1 L
2](’ k:()?l’...)E

10000 %
Hdr, PRI UAN 2 B0 R RY Gl 270
YA S, WARSINUEIR), J&5 825 & N g il B ik
Wa RBWZREED, HEAIMA

-1 (0)

=

T—txao"cR"? 1)
AR THIZE i 476 % CAN - 1D, ¥ 45 J3CH [] 7] & o
Horp, xFoRmERMAM . 8T E G R N LA
RIZEREL, AR AN SRR LYERR N A &
TimeEmb (¢) = [sin 7| cos T | e R"**  (22)
TR IX AN Pz, B R TR N R
YEFE AR ME— VA, HLAE R RN RE R B
HER AV F R RERERE. &5, ¥

TimeEmb (1) 5 A1 mURFHIEPH, SR 45 5
56 RS RS
X = [x(lt),x(zt),"',xx) ]T e RN (23)
Hop, A4 T CAN-ID, 0 — 1k 14 247
K, P DLC KA BB GE R, Hitkd, =3,
HAFFEFE N
H® =[X||TimeEmb (¢) | e RY "0 (24)
A Ay R RN B DA, AR
5 )R I TR A So M . XX Cn Ja A
ZHHRERERE SEESFEEEHEISHN
BAHHIC . A, BPAEPEAS CAN-ID A & #ims 4 it
BEEKTEME, BAIREX o ERE - 1%
SEHREE CANFRIRTFF PR N B £/ 55— M
AFFHIHRN o
32 EUEENE
TER AT SR ARG SRR [AE B 5, BTkl
it CAN S &R S i AL R IR G A5 B, (R I SHe ot
B SRR BRVR P AR N SE BRI B R . AT
W55 18] B 1 ¢ (F0fE— CAN-ID S8 VAN I G, =
(VLE )T 554, W3RN
edge index =[Z,7 ] e N* % (25)
Horp, B3 (i) Fom AT s i BT i A ) i
. RN R — Mr A, BN
w; = A, (i) (26)
b, A, (i) Fomi — jB{EHIE R ECEE R,
AP zdEmmEssE. & H=



%4

FHURE L TRECT B0 B CAN SR N RAT I 7 i -47-

H® e RY o™ PV JgInt (] 18 SRR A . 2 Sl i
A2 ST (LR VEAR M, ¥ HI B4R N d, = 6411
awil. AEER T, A
Q=HW, K=HW, V=HW,

W oW W, € R 7074 (27)
Her, Qe RYFERAT A MAEMIER, KFxRT
R MERE, VRREENE. X TEAH L
(i—j)eE, RA—HMERIIFEN

e, = (e.K) (28)
-4
o, (o) BRBRILEAF AR s AL B T
B EIR N5 B R IRAN Z R R EAR A . NS
CAN R SERRi A, Bl JE 1w, X 45 1F
GrHEAT ARG, I3 5 B NI softmax I
—eAbEE, BAAy
exXp (e;; )
ay=z‘§);)’22m, &ii=alj(wij)/ (29)

i"i'—j

Hep, y2 VHRE PO EER . AL
IUEE y =1, AT CRERE U6 (S A0 KA 6 L,
Pl Xof B P ORGSRy KK, AT AR IE R B
HH [ B VAR R R SR . BRI, T A AR
BENT R ER
my =GV, e R" (30)
W B R AR A H AR N, AR
BCE BT R RN A i, R/
H'= > m, H'eR"" (31)

ii—

RELBEN A BaSENER, mit
CAN 22 | ECU Z [AI I (5 OBk & - filtm,
TR U ARSI, AL
3ot PRV S OUEE o, B, X 5 PR B S
Ko JHEnabh L AB MR IARE J), AT PRI D
WINFRZEERAZ T — 1k, BAEA

H'"V = LayerNorm (H'" + H')  (32)
33 ik

23 LRI R B R HL A S R
Je VR —AME B EE MR R H e RY,
ZHEBE T RRGETHE R KWK R LR
LN T A . ARG TSGR TS
R CAN & AT, R E S AT T,
HikR

j=1
L ()
o, N, =|v,|FoRTER [ E H ¢ P3G ER I CAN-ID
o, BB RS N—ANE e 4 B 1) 42 =) 17)
B go SAME AL i CRABE B ST s AR AR ECU 1Y)
TR, RN A (WEEE R ECU) £ R
A JRFEIE. B0, 7EDoS M, ST A HINFE
IR BMEMACBROR, TR 7 R ae it . K4
J R AE g Wi 3 C 4 logit &, T F 12
KA (N DoS. BRI EE) . KM T — 1MW
KAk oy Kem, W oMb &n 228, i Ilgeik
L /M 73 i 2k
I=W,g"+b, W,eR%b,eR" (34)
il i log-softmax bR HCH 73 2 1) logit [7] § 1 e RC
FHONIRMR, BARN

PO = log(softmax(l))c =1, - log( z e’f’) (35)

C
TEUN Rt FE b, f8 FH de/IMb B7ORE B RLAR 45 2%
m=1
__ ~(t,,)
L= M < yy«m) (36)

Hop, (M 2L FBARIEHE D,
Yy e {1,0-,C VB SEN,
4 MR
4.1 BIEERIERNA

1) B AEENH

Car-Hacking #4511, 128 2 G0 48 IR 55
Yoy BEMIME . IRBNUTEC IR g A I R R O . B
Je il e R H S A s OBD- 1T i 1 #E 4770 EE
NI I CAN I EE A 11

CAN-intrusion ¥4 #0281, 2 %048 4 b i Mooy
W N BIENBGE N E e B w2, Bk e
(ORAT EEY &G NI % 1B 6 N = v 1 e
RZS, T X S HR 2 i i e % B S 42 5938 i OBD-
11 3% 1 CAN B I 2 19

# 1 A Car-Hacking 1 CAN-intrusion % 4 £E )
FRAEFI LT 00 o

JIT 45 S5 241 7E it 4 NVIDIA GeForce RTX 3060
GPU (A TAES; 3T, RTX 3060 [z 5 fg
%174 12.7 TELOP (FP32), Orin fl Pegasus iX £f f]
RZE RGN 254~320 TOPS, ¥ & S () L3/L4
# K. 1 TFLOP (FP32) K A4 T 4 TOPS



.48.

{18 47 %

B

A
(INT8), Al A SR -F & 11 R 5 5 AE 425 11
T A BR 1) AH 24

%1 Car-Hacking 1 CAN-intrusion £{#E & AUFRZ N

WEHELF

AR bRk e
0 AR 45 T

1 How B
Q%@;g% 2 R U
3 SRR

4 e
0 B4R S Bt

CAN-intrusion ! LR
HR 2 R

3 1B

2) 48 b5

HEFR (] L ZEFIRR BB ER D RE, 7RI
T 0 Ak B A T 1 T 5 1) B I B I o S
AR b P PR R B P BT e IS T, DR 45l
FRAE 7 TR W 28 K a0 ) PT e T8 1) e A I L Ak
PAEIR RS

GPU I N A7 . ETTIGHER 2 /T, HE N
PREFTHECES,  DARA ORI AR B AT 8] R 9 A7 2
Bi. 7£GPUT & b, idsim Ko i B & N A7
T EWBRARXY R, RIS, BN
ECU &% A7 /4% (I REN LA I i 2 (RAMD BRI

3) X Hb LB AR 7Y

SCHR (2671 R 38 i 7] 2 3] AR ReLU 7 € 1
VER J1M 4% (graph attention network, GAT) , i
TEAERS A AR AR 8 BA R i 1 il LB E, JF
FINT CAN JE Hil i3 2 IR E

SCHR[291E AR IS & BB AR M 2% (graph con-
volutional network, GCN) FFZ*[a]#h M1 LSTM H
TS T, M T AR ZAH RIS 586
IR AE B B AL I X I 4% (unmanned aerial
vehicle controller area network, UAV-CAN) .

SCHR [30] 45 Y Sk H 25 T ok AT 2 2 8 AT AL
(multi-layer perceptron, MLP) 347 ¥ &f & & 4 5§
B PRAREN ORI ), e OR B R A

S,
s o

oo

42 ARERKEMNEO

N T TR TRAS [ K B R 7 I e R TR v i R )
W, WH=0XRAMIHED, H=10. 20. 40
FeonAd FHA N K FE 9 % . Car-Hacking $# 4 E
ANEEOKE B R M S fia. M
EISH LA, YEEHEER (H=0) B, #
RO S B 248, 51N H =10 4012 & 1 5 2
T 7 W SOE (R4 60 kAR I 99.0%)
F I8 B Bt v 1) B AR R 99.2%; K MR X
(H =20 840> 17 K bR 48 7, Hi e
i ek o

100%
99% -

98% | A

¥ 97%I-
=
£ 960
o/ |-
95% /' -® - H=0
4% |- , —m- H=10
/./‘ A - H=20
93%- ¢~ —4— 140
0 ,/ 1 1 1 1
50 60 70 80 90 100
EARIKBIR

K5  Car-Hacking i d EAN R B A F AR o E 1 %

K 6 24 Car-Hacking 235 52 ARG B 1 T AR
R VERE. W6 TLUE H, H = 10 B ™
A420.14 ms I REFF 5 5.4 KB WAE; H =20 It
ZERGIN310.20 ms, WAFEHENGINF]5.6 KB; H =40
I 4E 4 0 %) 0.18 ms, W AF{EFH &M N #) 7.1 KB.
H=10 B E el 7 BTy, BERm Vv
TR FCSCEE, HORFFR/ N AAE S . B,
JE G525 R H = 10 1F N ERIAE .

025F | HEFT ) mu@ﬁmﬂ

0.20 6
172] M
2 ¥
= 0.15 Sg
= 4
oy &
E 010 3=

(=9

S

— o

f=]

H=40
6 Car-Hacking $ 4 AR BE A 77 1A 28 g 4 LV



%4

FHURE L TRECT B0 B CAN SR N RAT I 7 i 49 -

43 AEREMEO

T B AN [ ROBE A S A B 1 5
3 WIAE W=50. 100. 150. 200 #1300 f 2% 1 F i3k
TT8 . B7ARREE DR E T 88 U
Ko M =50 f1100. EACKECH 100 KB, &
HERA AL 2 99% LA b . B8 v CANHR L MR E
SR RE R, LR OR T AL CAN 4
£ HE R P HEEER ], A 2 A B A1 2 B
). PFUATESEPRE B, EM1 s e A8 T5%
CANHRCH &, AEEEEA H & 1L A 5 8 B
by AN R 10 R A Ak 3 2 O 452 500 i I 1)
HSER YR

100% F
99%
98%

8 97%f

g

£ 96% |

95%

- =50 —4—Ww=200

94%} - =100 —&- =300
—A— =150
93% L= ; ; ' ' '
50 60 70 80 90 100
IERUBIK

F7 ARV R R A 2 i 2

ST 4ss

4 L
=
E31
& 2.29
£,

1.56
1.17
1t ’—‘ 0.82
0
W=50 W=100 W=150 W=200 W=300

EI8  CANRICHE MR BE RIS

HE 8 A LUE H, /NG (=500 K4 p
WL B S8 E AT (4.585), W=100 I B
g st 2 (229 8). FEE & EERW D,
BOREE (W=150. 200, 300) FR1IZ 47N ) 23 51l B
A 1.56s. 1.17 s F10.82 s. 4% #1005,
ISAT B[] (R B T B AR R TN i 2R B K 2 A
WIR. S55REBM, W=100 7 muErfiR . PSSR
R ARHERE 2 (R ST T AP

44 (HRASELG

AAT VAl T B SR AT A, B A SRR
R RERRELEIN TN . BRI E PR £ 2
BENHL (REBAEESE WD, FEAE PG4 KA ]
T OO Bk AT T 360E.

9 &l 10 2 ¥ Rl 452 284 78 Car-Hacking %5 48
AN RN HER SR B AR B 84k . fERTE
B, AR RUIG AR R ERR S, 24 =100
I VR B SRR B T 55 99% . #8348 1A ik N B IA
ER P 2 FEHER R EE T, £ w=100 i,
o I 32 22 Bk [) 40k N TE A 2R B 8 7E 96% i 4, BB
P13 5 77 WL 1) A e 6 B 8 A 98% Fi AT, AR U Y
AR5 99.5% . AR L5102 IR AL B R IR
Je AR,y IR TS ) () A (1 X B
Yo XL g BURVEGHIE T AR A 8k, T HLAR B
FERY BEAE T 3 CAN S ZR A 4N T8 AS

100%F
99%}
98%}
e
oo W ——m - ETT
.
swr - - LA
Y - BRI S A
) - - BRREERE I LE
9% A —— ASCHR
50 60 70 80 90 100
BRI B K
9 VAL LE Car-Hacking B 45 FUERER
Bl AR AL AR A (=100)
100%F
98%]|
96%}
H
§§ 94% | .
92%-‘""/'/‘/-;“"”—‘ —® - Z 2 EAHL
/ AN
. LN
Ry e RBRTEERE Y B
90%} ./ —— A
50 60 70 80 90 100
EARIRB IR

E10 SR/ Car-Hacking $i 48 b R %
B 5 AR AR AL (=200)

11 A0 P 12 S8 mil i 7 7E C AN-Intrusion 4
SEAN A T R T AER R B IE AR IR B AR A .



.50.

b

{18 47 %

LLANE 12 7] DL Y, A SORERIAE AN [A) 87 R

T RIHER R IR IR, F2ELE 96%.

95%
90%

_’/Q—/—Q—"‘—‘\Q

| _//_.__.:.4:_/,-1'?.':!'7/"

ME T ATE 12 /T UE 2 =100 1, AL
AR AL AR =200 I SE R . Ak, BBRRE
EE SN EARE R R 2, HE 25 E 7E 65%
KA, 1 BHAE CAN-Intrusion 2045 4 IR H SR
GIIHEHANER, XWUE 7 A SRR S AR 1

o [oZhwan 4 BREEEIH Jo T W BB TR R A, 2~
20%k AN HER T AR5 A AL 7E Car-Hacking
5% AT Ml bR E 1R FE We{50,150,300) T (6 i 2%
60% | A------- A , , , , (Pre). AFE (Re). F14-#, HH MACROFEKR

30 60 szkﬁ/;: %0 100 VY5, RO AT SRR E SR AR IME . TR
BIL SR CAN-ntrusion HCHRSE iR % AEORET, SERRLNETREREIL TN
B AR R A AE C=100) AR A, M O K w50 i, Fl 9338
99%, IRSZIGIGUE | AR SO KA B A S EE A
HH
950 | 4——* ¢ A S HEE

sov, | 0= T - 45 SPLEsELE
859 | AN [FI AR B AE Car-Hacking 11 CAN-Intrusion £ #&

Esont T ST T £ EmtERe i 13 Brow, Hoh w=200, &KL

E75% | |m RN 4 AR H50~100 %o M 13@) B 13(b)al LA H, A
70% RS S B e, FFIA B i e R B A ERFI 2R s ST
] A g HRI26] R IR AL, (7R o B i S
R TASCHU: SCHRE30J9CBL T b SR SCHR[29]

T e R R I 98.6%, 152 1 25 A0 44 B DA 4
BI12 LR 7 CAN-Intrusion $CHE 4 1A 2 CAN B2 N LA A I 3 . B 13(c)
B AR UCE 2 L. P=200) EI13(d) T LA, AR SR T 0.14 ms Ab 3 — 4
w2 W=50 B &R 7E Car-Hacking #1E & _E R RE
K31 Z JZ AL FEBRIE S T R\ Fe B ElE R JIpLH ENya it
Pre Re F1 0% Pre Re Fl1 5% Pre Re F1 0% Pre Re F1 3%
0 100.00% 98.87% 99.43%  99.43%  98.71%  99.07%  99.70% 99.01% 99.35%  99.86%  99.95%  99.91%
1 97.03% 97.39% 97.21%  96.44%  97.88%  97.16%  99.37% 98.15% 98.75% 100.00%  99.62%  99.81%
2 99.93%  99.47% 99.70%  98.78%  99.50%  99.14%  99.95% 99.71% 99.83% 100.00% 100.00% 100.00%
3 99.87% 99.11% 99.49%  99.56%  99.47%  99.51%  99.82%  99.53% 99.67% 99.96%  99.99%  99.97%
4 96.48% 97.94% 97.20% 97.08%  95.92%  96.50%  97.62% 99.23% 98.42%  99.74%  99.90%  99.82%
MACRO  98.66% 98.56% 98.61% 98.26%  98.30%  98.28%  99.29%  99.13% 99.21% 99.91%  99.89%  99.90%
=3 W=150 B & AU 7E Car-Hacking #iE 8 LAY 14 &E
5 % Z AL FERRIE ST ) iR TR EER AL AR
Pre Re F1 5% Pre Re F1 % Pre Re F1 0% Pre Re F1 4%
0 98.79%  94.88% 96.80%  99.55%  90.99%  95.08%  99.51%  97.00% 98.24% 100.00% 100.00% 100.00%
1 87.43%  98.01% 9242% 91.40% 98.19%  94.67%  98.94%  97.78%  98.35% 100.00% 99.59%  99.80%
2 98.90%  99.31% 99.10% 99.76%  98.86%  99.30%  100.00% 99.65%  99.83% 100.00% 100.00% 100.00%
3 98.38%  98.35% 98.36%  98.49%  97.89%  98.19%  99.47%  98.50%  98.98% 100.00% 99.62%  99.81%
4 93.77%  88.58% 91.10% 91.40%  92.70%  92.05%  98.65%  97.09%  99.67% 99.42% 100.00% 99.71%
MACRO  95.46%  95.83%  95.56%  96.12%  95.73%  95.86%  98.70%  98.32% 98.50%  99.88% 99.84%  99.86%




%41 TN T THRECT 1 Sh A B ) CAN ELZR AR A I 57 51
=4 W=300 B &8 7E Car-Hacking B & _E R &E
51 Z JZ AL FEIRIELEIN H] RN FE BRI R ML AR
Pre Re F1 5454 Pre Re F1 344 Pre Re F1 5454 Pre Re F1 5344
0 91.17%  70.94%  79.79%  93.60%  84.94% 89.06% 100.00% 94.06%  96.94% 99.60%  99.08%  99.34%
1 84.93%  98.41%  91.18%  88.62%  95.56% 91.96% 95.98% 98.52%  97.23% 100.00% 98.84%  99.41%
2 99.86%  98.79%  99.32%  99.64%  97.72% 98.67% 99.93%  99.64%  99.79% 100.00% 99.79%  99.89%
3 97.47%  96.32%  96.89%  98.44%  97.28% 97.85% 98.02% 98.31%  98.16% 100.00% 99.34%  99.67%
4 79.50%  82.28%  80.87%  84.70%  87.05%  85.85% 93.89% 95.23%  94.56% 97.97% 99.86%  98.91%
MACRO 90.59%  89.35%  89.61%  93.00%  92.51% 92.68% 99.91% 97.15%  97.34% 99.52% 99.38%  99.44%

100.0%
99.5%
99.0%
§ 98.5%
98.0%[ :
[ AR A SciRR9) 3
97.5%-4’( -m- 3CHRI26] e SZiR[30] A
50 60 70 80 90 100
AR BY IR
(a) Car-Hacking B4R _EAccill 2k i #ERf 3
025 [C= BN 22 KN 17
020 0.20 5.9 e
s 53 018 g
z 152
l_g 0.15r0.14 1s E—
& 0.10 1=
125
0.05
11
0 N
ARSCHER SCHR[26] SCHRI29] SCHRI30]
el

(c) Car-Hacking 4 57 41k B IR (] AIUERFL 1) 74

97.5%

97.0%
96.5%

¥ 96.0%

£

£ 95.5%

95.0%

94.5% |- ,/ —— A - A SiR[29]
Y, - 26 e SCiR(30]
94b0% L ,/ T 1 1 1 1 1
50 60 70 80 90 100
ERRB K
(b) CAN-Intrusion¥(#54E _FAcch 2k iR
0200 F ESEE ==L
15
0.175F 40 0.17
42 4.2
L, 0.150 Z N7 30 lag
E =
= 1 0.12 0.12 tE
B 0.125 % X 15 E
£0.100¢ o
£0.075} < >< 12 %
0.050 | % ' ©
0.025f < X 2
0 / A/ /] 0
ASCRIR SCHR[26] XHik[29] HR[30]
il

(d) CAN-Intrusion ¥4 45 B I [RIFIEEAE P9 17

13 A[AHEEAEYTE Car-Hacking 1 CAN-Intrusion 448 (1)1 &

&I, WA NS4 KB; L5 SCRR[26]0 18
H WA S R, (HE e fEf R EHEYE T 0.2%~
0.3%; SCHR[29-30140 2 B Bk B A A7 5 BEAIG, HL
L2 ARG W B A L ANIE A 2 A R . AN S
A o W00 i 6 AN U B U3 2 TR A T o T
5 2 TR BN AT I BT 75 10 30 =2 B 4iE 3R 0 5/ 9 A7
TR,

2 5 NANERESRULE Car-Hacking ¥4 (W=200)
Al CAN-Intrusion 3 #5 4  (W=100) _FPFAf AL 1)
Pre. Re flF14)#%(. 7F Car-Hacking ¥(#5%E I, &
ARTULE AT 2R (0~4) HH4)ik 2 B & 1 Fl

0. 1E CAN-Intrusion £ ¥ 5 I, A AR X 3
T 93.07% M F1 3%, ML TinfA L. 458 %
B, A SCHEAIS CAN Bk 2870 B AT R f Al

5 HRiE

AR BRI TR ECOT I S A B 1 CAN &
LNARATIHEZE, K sh B0 4h HE N 5 A B2 5
&, WA RICIZIRECT IR S 7 A 4R %
KFo ZMALE A IR L AN 52 R
JIWL, FREEE TR IA L%, BES BV i
AL S IS R) o SRR, AR SO A



52~ wofE W 4T
=5 REHERIZE Car-Hacking 5 CAN-Intrusion #{1E & HIIEFRIE
SEm % AR CHR[26] SCHR[29] SCHR[30]
Pre Re  FI/3#  Pre Re  F17-%  Pre Re  F173-%  Pre Re  F1/r%
0 99.82% 99.91% 99.86% 100.00% 99.63% 99.82% 87.48%  99.72% 93.20% 99.90% 95.95% 97.89%
1 100.00% 99.58%  99.79% 99.93% 99.41% 99.67% 100.00% 99.26% 99.63% 99.85% 99.63%  99.74%
Car- 2 100.00% 99.95% 99.98% 100.00% 99.81% 99.90% 99.95%  99.62% 99.78%  99.95% 99.47%  99.71%
Hacking 3 99.92%  99.95% 99.94% 99.55% 99.65% 99.60% 99.19% 98.80%  99.00%  99.65% 99.00%  99.32%
4 99.67% 9991% 99.79% 98.91% 99.52% 99.21% 97.91% 91.95% 94.84% 96.34% 99.52%  97.90%
MACRO 99.88% 99.86% 99.87% 99.68% 99.60% 99.64% 96.91% 97.87% 97.29% 99.14% 98.71% 98.91%
0 99.87% 100.00% 99.94% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00% 100.00%
1 84.43% 71.03% 77.16% 81.00% 64.29% 71.68% 69.62% 71.83% 70.70% 72.63% 78.97% 75.67%
In(tjrAuz(_)n 100.00% 98.02%  99.00% 99.78% 100.00% 99.89% 100.00% 100.00% 100.00% 99.94% 99.83%  99.89%
3 94.29% 98.18% 96.19% 95.17% 97.69% 96.41% 96.07% 95.65% 95.86% 96.94% 95.87%  96.40%
MACRO 94.65% 91.81% 93.07% 93.99% 90.49% 92.00% 91.42% 91.87% 91.64% 92.38% 93.67% 92.99%
‘{ﬁﬁ@%%—ﬁ 99.8%, FAT LIHEHNZ£50.14 ms, iX [10] Lucas J M, Saccucci M S. Exponentially weighted moving average

ER T AR R R v

EE P

(1

2

—

3

=

[4]

[5

—_

[6]

[7]

[8]

[9]

Song H M, Woo J, Kim H K. In-vehicle network intrusion detection us-
ing deep convolutional neural network[J]. Vehicular Communications,
2020, 21: 100198.

Martinez-Cruz A, Ramirez-Gutiérrez K A, Feregrino-Uribe C, et al. Se-
curity on in-vehicle communication protocols: Issues, challenges, and
future research directions[J]. Computer Communications, 2021, 180:
1-20.

Rajapaksha S, Kalutarage H, Al-Kadri M O, et al. Al-based intrusion de-
tection systems for in-vehicle networks: a survey[J]. ACM Computing
Surveys, 2023, 55(11): 1-40.

Khan M H, Javed A R, Igbal Z, et al. DivaCAN: detecting in-vehicle in-
trusion attacks on a controller area network using ensemble learning[J].
Computers & Security, 2024, 139: 103712.

Song J R, Qin G H, Liang Y H, et al. DGIDS: dynamic graph-based in-
trusion detection system for CAN[J]. Computers & Security, 2024, 147:
104076.

Wei Y H, Cheng C, Xie G Q. OFIDS: online learning-enabled and
fingerprint-based intrusion detection system in controller area net-
works[J]. IEEE Transactions on Dependable and Secure Computing,
2023, 20(6): 4607-4620.

Yu Z W, Liu Y, Xie G Q, et al. TCE-IDS: time interval conditional en-
tropy- based intrusion detection system for automotive controller area
networks[J]. IEEE Transactions on Industrial Informatics, 2023, 19(2):
1185-1195.

Liu W N, Qin G H, Liang Y H, et al. ETFIDS: an entropy-driven, time-
frequency analysis framework for in-vehicle CAN signal intrusion de-
tection[J]. IEEE Internet of Things Journal, 2025, 12(12): 21507-21522.

Kulandaivel S, Goyal T, Agrawal A K, et al. CANvas: fast and inexpen-
sive automotive network mapping[C]//28th USENIX Security Sympo-
sium (USENIX Security 19). Berkeley: USENIX Association, 2019:
389-405.

(1]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

control schemes: properties and enhancements[J]. Technometrics,
1990, 32(1): 1-12.

ReJZAR, SR, TR, & BT BRI R 2 BT IR A A
RN T390, A5 4R, 2025, 46(10): 191-206.

Xiong X R, Guo X Y, Ning Z L, et al. Intrusion detection method
based on data augmentation and multi-explanation method fusion[J].
Journal on Communications, 2025, 46(10): 191-206.

Xun Y J, Deng Z 'Y, Liu J J, et al. Side channel analysis: a novel intru-
sion detection system based on vehicle voltage signals[J]. IEEE Trans-
actions on Vehicular Technology, 2023, 72(6): 7240-7250.

Levy E, Shabtai A, Groza B, et al. CAN-LOC: spoofing detection and
physical intrusion localization on an in-vehicle CAN bus based on
deep features of voltage signals[J]. IEEE Transactions on Information
Forensics and Security, 2023, 18: 4800-4814.

Deng Z Y, Liu J J, Xun Y J, et al. IdentifierIDS: a practical voltage-
based intrusion detection system for real in-vehicle networks[J]. IEEE
Transactions on Information Forensics and Security, 2024, 19:
661-676.

Aljabri W, Hamid M A, Mosli R. Enhancing real-time intrusion detec-
tion system for in-vehicle networks by employing novel feature engi-
neering techniques and lightweight modeling[J]. Ad Hoc Networks,
2025, 169: 103737.

Han M L, Kwak B I, Kim H K. Event-triggered interval-based
anomaly detection and attack identification methods for an in-vehicle
network[J]. IEEE Transactions on Information Forensics and Security,
2021, 16: 2941-2956.

Halder S, Conti M, Das S K. COIDS: a clock offset based intrusion de-
tection system for controller area networks[C]//Proceedings of the 21st
International Conference on Distributed Computing and Networking.
New York: ACM Press, 2020: 1-10.

Zhao Y L, Xun Y J, Liu J J. ClockIDS: a real-time vehicle intrusion de-
tection system based on clock skew[J]. IEEE Internet of Things Jour-
nal, 2022, 9(17): 15593-15606.

Lee S, Choi W, Jo H J, et al. ErrIDS: an enhanced cumulative timing
error-based automotive intrusion detection system[J]. IEEE Transac-
tions on Intelligent Transportation Systems, 2023, 24(11): 12406-
12421.



o5 4 30 FHURE L TRECT B0 B CAN SR N RAT I 7 i -53-

[20] XU=FHE, 14 2R 48, TR AR, &5 . Dol FLIR R B2 i BOR £33 1], 1815
ZE4, 2024, 45(8): 221-237.

Liu Q X, Xiao J X, Tan Y K, et al. Survey of industrial Internet traffic
analysis technology[J]. Journal on Communications, 2024, 45(8):
221-237.

[21] Refat R U D, Elkhail A A, Hafeez A, et al. Detecting CAN bus intru-
sion by applying machine learning method to graph based features[C]//
Proceedings Of SAI intelligent systems conference. Cham: Springer In-
ternational Publishing. Berlin: Springer, 2021: 730-748.

[22] Korium M S, Saber M, Beattie A, et al. Intrusion detection system for

cyberattacks in the Internet of Vehicles environment[J]. Ad Hoc Net-
works, 2024, 153: 103330.

[23] XI5, 4R, Fdh, 45 . 35T VAE-CWGAN FURFE 48 i B B Pl &
IR 6 NAR AN TT 5 (0], 3B A5 244K, 2024, 45(2): 54-67.

Liu TT, FuY, Wang K, et al. Network intrusion detection method based
on VAE-CWGAN and fusion of statistical importance of feature[J].
Journal on Communications, 2024, 45(2): 54-67.

[24] Zhang H R, Zeng K, Lin S. Federated graph neural network for fast
anomaly detection in controller area networks[J]. IEEE Transactions
on Information Forensics and Security, 2023, 18: 1566-1579.

[25] King I J, Bowman B, Huang H H. Fine-grained graph-based anomaly
detection on vehicle controller area networks[C]//Proceedings of the
2024 IEEE International Conference on Big Data (BigData). Piscat-
away: IEEE Press, 2024: 1346-1351.

[26] Xiao J C, Yang L, Zhong F L, et al. Robust anomaly-based intrusion
detection system for in-vehicle network by graph neural network
framework[J]. Applied Intelligence, 2023, 53(3): 3183-3206.

[27] Vaswani A, Shazeer N, Parmar N, et al. Attention is all you need[C]//
Proceedings of the 31st International Conference on Neural Informa-
tion Processing Systems (NeurIPS). New York: ACM Press, 2017:
6000-6010.

[28] Lee H, Jeong S H, Kim H K. OTIDS: a novel intrusion detection sys-

tem for in-vehicle network by using remote frame[C]//Proceedings of

the 2017 15th Annual Conference on Privacy, Security and Trust

(PST). Piscataway: IEEE Press, 2017: 57-5709.

DuY, Li Y L, Cheng P, et al. UGL: a comprehensive hybrid model inte-

grating GCN and LSTM for enhanced intrusion detection in UAV con-

troller area networks[J]. Computer Networks, 2025, 262: 111157.

[30] Stocker S N, Gasteiger J, Becker F, et al. How robust are modern graph

[29

neural network potentials in long and hot molecular dynamics simula-
tions?[J]. Machine Learning (Science and Technology), 2022, 3(4): 8.

HEE R

FA (1993-), 5, WFEHEMA, Jbx
B RE A, FEOFR T 0 9IRS
S I e 1 = o 1S

FESE (1974-), L, WAbfEE A, &
+, dEEARE R, FEHA TN
o oGEE . N TARE.

BEMS (1995-), 5, JbutA, FrREalh
THEARA A7) P2 e g TREN, 2R
FUIT RN 2% 18 4

WEE (1981-), H, dbxE A, f#it, db
TR K HER, LB 1A M 4% 2
4. NTEBERINZAT 5



