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Abstract: Existing format-preserving encryption algorithms were vulnerable to slide attack and linear analysis attack,
and have low efficiency. This paper proposes a Finite Radix oriented Format-Preserving Encryption (FR-FPE) algorithm.
It designs a CBC mode based initial vector encryption mechanism and a fully associated encryption model with struc-
tured tweak parameters, which could effectively defend against slide attack and linear cryptanalysis attack. A lightweight
and deterministic encryption structure is designed to support plaintexts up to 192 bits and tweak parameters up to 96 bits.
While ensuring the same security strength as NIST FF1, the number of block encryption calls is reduced by 45% (9
times) compared with FF1. Based on the Game-Hopping game model, the security proof of strong pseudorandom permu-
tation (SPRP) for the FR-FPE algorithm was given, and the ability of the algorithm to resist sliding attacks and linear
cryptanalytic attacks was quantitatively analyzed. Experimental results show that for a mixed alphanumeric dataset with
radix=36, FR-FPE achieves an average increase of 26.59% in encryption times per second and 20.47% in encrypted data
throughput compared to FF1.
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H—ANEIERBEHLE 307 e KR A EE . Wt
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(#921bit)  (Z142bit) (4183 bit) (X187 bit)
FR-FPE 3.09 4.18 4.61 5.12
TE-FPE 2.08 4.75 5.51 5.98
FF1 2.08 3.23 4.06 4.65
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