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Malicious APP detection model integrating multi-scale
semantics and VMD-BIiLSTM
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Abstract: To address the challenges of difficult feature extraction, high background noise, and a lack of model transpar-
ency in identifying malicious applications within encrypted traffic, this paper proposes a novel detection model integrat-
ing Variational Mode Decomposition (VMD), Attention-BiLSTM, and the SHAP mechanism. First, targeting the multi-
scale characteristics of mobile APP traffic, an adaptive multi-scale window mechanism is designed to dynamically ex-
tract and construct semantic-driven high-dimensional time series. Second, to mitigate the complex environmental noise
intertwined within these structured sequences, VMD is introduced for frequency-domain stationary denoising. Subse-
quently, an Attention-BiLSTM network coupled with Focal Loss is employed to accurately capture long-range temporal
dependencies. Finally, the SHAP mechanism is incorporated to quantify the marginal contributions of features, providing
post-hoc attribution explanations to facilitate decision traceability. Experimental results demonstrated that the proposed
model achieved an accuracy of 98.18%, successfully realizing high-precision detection while simultaneously enhancing
the transparency and credibility of the model's decision-making process.
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