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Abstract: In dynamic and complex electromagnetic environments where malicious jammers and passive eavesdroppers
coexist, large-scale multi-UAV networks impose increasing demand on anti-jamming capability and communication co-
vertness. In this context, we propose a meta-reinforcement-learning based anti-jamming covert communication mecha-
nism for large-scale multi-UAV networks. In the proposed mechanism, we fuse real-time spectrum-sensing results with
historical spectrum information to construct a unified observation space, through which the UAV users learn distributed
channel-selection policies with cross-scenario generalization to enhance the anti-jamming and covert communication per-

formance. Specifically, we first develop a time-slotted spectrum-sensing framework in a multi-UAV anti-jamming covert
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communication network to support the communication process of UAV networks under jamming and eavesdropping.

Second, we design a mean-field Q-learning (MFQ) algorithm from a mean-field game perspective to achieve distributed

channel-access policy learning in large-scale scenarios, wherein the interactions between each UAV user and all neigh-

bors are approximated by a game between the UAV user and a virtual user representing the average behavior of its neigh-

bors. Finally, we propose a Meta-MFQ (MMFQ) algorithm to jointly optimize anti-jamming performance and covert-

ness, wherein meta-reinforcement learning is embedded into MFQ to enhance generalization performance of the channel-

access policy to different jamming and eavesdropping scenarios. Simulation results demonstrate that, compared with

baselines, the proposed algorithm achieves average improvements of 15.41% in normalized reward and 44.56% in con-

vergence speed over large-scale UAV communication networks.

Keywords: large-scale unmanned aerial vehicles, spectrum sensing, anti-jamming communication, meta reinforcement

learning, covert communication
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