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Abstract: To overcome the limitations of existing Internet of things (IoT) traffic anomaly detection methods, which pre-
dominantly rely on machine or deep learning algorithms and thus incur high resource consumption and frequent false
positives, a novel detection framework based on the network behavioral twin was proposed. The proposed method har-
nessed large language model (LLM) to automatically extract network interaction rules from device source code, thereby
constructing a digital twin that accurately mirrors the IoT device’s network behavior. This digital twin was employed to
simulate the device’s legitimate network activities in real time, enabling precise and efficient detection of anomalous
traffic. Experimental results demonstrate that the proposed method significantly outperforms existing detection methods
in detection tasks under typical scenarios, such as denial of service (DoS) attacks, command and control (C&C) commu-
nication, and intranet scanning. Meanwhile, compared with the latest pre-trained model TrafficFormer, the model size is
reduced from 682 MB to 17 KB, and the computation and storage resource consumption are reduced by 85.44% and
94.06%, respectively. By combining high detection accuracy with exceptional computational efficiency, the proposed
method is well-suited for resource-constrained IoT environments and establishes a new approach of dynamic, cyber-
physical protection in IoT network security.
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DGR e- Fe A% AT A B P IR

W REFRESHEFNTT S, RIS ES

10)4: il DFA RS He#=

11)for each ¢ e O DFA do

12) 4 q 85 2> NFABYCIRA, % P(r)ik %

LA K BE B(r)

13) #ricd g EN1E Blg] = B(r)

14)end for

15)f8i F Hoperoft ik & 484 IRAS

16)% % O DFA fl 6 DFA

17) O = O DFA, 6 = 6 DFA, ¢q,= q, DFA, B =

B DFA

18)return (Q, S, J, q,, B)

FETAREVLSM, AT A IR 4 152555 L 18 1)
AT BT AR . AL 2 PR 1T)~
BR23)Fom, B fiuh i 1 AN TP kil 55 BARAE B
ZO N, FFAIN S WS B EEE TR
TR B ) AT AR AR AR e, SRS
R T HAT B W 28 AT B AR AR A . Sl et b
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JEIP. Hbs IP. WL BFEIER. B AR EE
B BfE#EANTRE IR, PATWINEE 4 PR r
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SEBR AR H bR k2 15 s B A T ik = 44
BB TR ) SR A N TR i — BOME SRR, EE AR
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ZE, BIRSEPRMEAE MR EZRW DN E . B F
P 22 R I R B B H AR Hb I 25 44 5, DU ik ok
FricHLf], Bz EAr Lo 7w iR

B4 mERmERlEE

WM RN RESEESF,
IPEEA TP, s I TRTBRIME A

Wi Al N RERENES A

DWIIE S IR B S 4 N7

2)FRELTIUIA E b5 1P Hhhik 8R4 1P,

Ei%H bR



%3

AT eV A8 « D0 2% A7 D9 2R 2 IR T ) Bk I S O R AN - 163 -

3)FREHUH LR 8] 751 T
4)for each SLPrifi S Fe e Tdo
5)  IREEAFe I HBRIP BN IP,, AR

Nt
6)  if IPuANFEIP, 0o T then
7) ¥eMANRFEREES A
8) Bk ik J 2 1) B8 AIE
9) endif

10) M THHE e Frovt B RIS 18] 25 7,

11) if |t — t.,| > At then

12) e ARHREES 4

13) endif

14)end for

15)ik [ R E A A4

EENE AT, R R R OE SR A
RN, B H AR IP — S A R —Ek, X
IS SRS AR

RN AE N H bR IP M bk A vEE . B
AR IR L T A IR AT ORI Tk “ ik B 44
B, %44 AL T A U R AE 1A H AR
(iR Ss  FAL L) o« B SERRIE I H b 1P
AEA AR, WHEE N RERE. B, LR
WA AL AR 8 & B RS A IR AR, 5 HEA
KA AN BRI E, WEBEMR T EiR
10, AT REFR WAL A A e 28 o B 40 T B3 B

5 IR SR AR R AR I P — S, O
FETWRRELTE (RIRAERE R gk
O SRESAENFRKR. SERENMERS
AT S A BN AL 6 O A i R, R TR
IR A FRZEIR | I8 AE PRGBS R R . # 9LbR
MERTERE AL HRHERT L Canphis it AR 5 2O
BEIRAS T S H AT AR I (& PH 28 33K
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o, WA RNAEHR N RIS S S, iR KT
R, O] ReA M SR & BOEE k. it ix
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31 SLWESERE
SIS v FH 22 P B IR 1L B R B IE T 92 R S B
BATHOR, BRI w &, HeeliEigk:

JE AT EAR 2R b A8 (M-JPEG 030, & H
[ ER B (00:00. 12:00) KA MFEHIER, 7
1SRRI Sy B E SR HE, AR
AR, RBP4 RS min W) = v R
TR PM2.SEUR (HTTP), M4 5 22 A7 S
HAEME RN, B = I A TR A A R
HEeVIUE RS BT 30s EIRGPS A E
R, BEWMET b EARYIRE CniRal.
REAR, SCRR AR AR [ R R3S 5 T T

KL TTFEHERIHZ ARG & HASR & R4
(I 8 AT N EFZR A ARSIt R ) R 5 B
45 GPT-40. Gemini 2.5 Pro Al X T 3.5, LLM
JH I VR R AL S SCAS R (PR P 1 X
Mg, HAZOMAETELSHNEY B (Aiex
THLHD VSRAFHMILAE /1, PISe OB HEAE R, RS
FEMTSE L ARAESS . XA R 7 LLM X BGEE
W ZEAT NI BRRAERE 7, PIBRIN B B 2847 A
B Zm i R IR TR e A ol . fESLER
L, E RS R AT B OO , RE BARR
LLM k55 &% o Bt EARR SO, FaAN$gmid, itk
LLM 73 Hr $2 B £ (1 9 4% 52 B . 76 LLM
2 ORI TN A S U A8 0% R I, R AR Y () Tem-
perature fll Top p ZH B B N 0.1, CALLRIESH &5
R E S — 8. $Eom i % FH 45 0 4k i
B BLEMAEOBOE . AR HR AN R 3 AN,
PG| bR AL RN IR . AN [ LLM A B
(194 28 22 R 75 an P 2 s . FesE il 9% 2
F53, TR A I EAT A2 BRI
Python fURS SEHL N Z8 AT 28 AR AN, BV R i 425 1%
Bk, B RE PRI N I 2 DL K R REAIIIAT B R A 1R
AT BT AR AR NIEAT T 1A 2 M JC 1 Python
AIPATSCHE, 5 TEBE RN .

AR REGE  (false positive rate, FPR) . i
i % (Precision) « # [Al Z& (Recall) H1 F1 73 4L
(F1 score) ey & A0 LU AN [F] S I & A Il 77 5 1
BATRCR . W TP N EFAMES &, TN A E B3
&, FPAEMMEE, FNAEAESE, WE

= o0
FPR P + x 100% 3)
.. TP o
Precision = TP + FP x 100% @)
TP o
Recall = TP+ N x 100% ®)]
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(a) GPT-404: B g [ 4% 52 B
F il % 4 A H Frsik
[ESRE ey all] JARIEAE R 0:00 ~ 0:59 fili %, FRIEHTAAE B AilE R E /firmware/check IR 55#%1P:5000
8 Bt epsTT)e It R itk 43 43 b P4 T — IK /location/update Hit 5% #31P:5000
PSR W B4 B i 4]/ ?action=stream B¥/?action=snapshot 1544 3L1P:8080
(b) Gemini 2.5 Pro A 5 i1 [ 4% 28 HHL I
B filh e 2 | B At ST B %
it [ Z VU RIIRADT D 15000 firmware/check P S 3
SE B epsHF I3 43 ph T — IR R 55 %31P:5000/1ocation/update GPS &4
ey
PR e pin B4 341P:8080 2action-stream BERENR
PRI R (PR | % s e 4 3L1P:8080/?action=snapshot I% 5 B JPEG &4
A Ab B 2 P s W i A s 4% 3K 1P:8080/?action=command AT 4 R AE

() 18 ST 3.5 194 2% 28 H AL
B2 W& A8 A R

_ 2 x Precision X Recall
Precision + Recall

SRk, ASCIENE BT AN [F) 7 ik 1) B YR AR
o EAKHL, {H CPU & FH A1 GPU 5 R LA K
YA B VA AR AR S0 8 () WE VR T FEFRESE .

1) CPU /7 F 2. S 06 3 18] 32 2 WX 56 1“1 3
CPU f#i %K.

2) GPU (5 i & . 5256 3 18] 34 2 W 5% ) °F 3
GPUFH %,

3) AP R & S0 W A0l 2 N 5K 32 47 9 A7
(P35 o F

TS BRI I T R E . H e A SR
3AN KA AT W [F) B0AIE, WOKF S 1 i) th B E
VB IR SO WIERCH NSRS itk 6w e =i
Tomt, HEHAKEEE, PIARELRIFSER
BB Vo F() H Bl R S5 AR RFAEALE o 8 N
0.5, MERHENEBEENOS, HIHEHLERAT
0.8, AW A — A BN AT AN . 95 E
AR SCTT VN R A e, Kk 4 e
R E AR N IZ O &, B A EE — RS

F1 % 100% (6)

AN BB HEA T R LSS

SEEGIE I 2 A S E A T R [F Bt
50 AT I UERCT 2R A AR 1) S i TR R e T
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1) DDoS Wil

DDoS 3@ it 1] H A5 il 55 2% K 3% i =1 R &
FOR BRI (i se. iHEfETD, SEEEH
FIGEVI R RS . ASLie R R B ZE N TR
L HTTP Flood ¥ if7, 2&7T Python £ ZR A2 A #
I RIERIBE, BB WL ) S AT
Wi A I8 3 requests 2 [7) H b IR 55 5% A 325 44 13 1)
HTTP GET i 3K LAJE it & £ %K o

2) C&CiEfE

C&C & Tt 5 3 3k e i 308 108 iz 42 o) 4B Y
RO . Bl FE R SRR B RS
18 7 WS E 5% C&C RS 2% LU N #45 4 I [Hl
FEHHE . A SZI6 8 L Python I A B4 C&C %5 /7 S
TN, B WA 19 T 13 1) C&C Hl %% #% K23 HTTP
POST iR . TR FA LB ID. A7 AR
EMEE . AR BN AR TR 1“2,
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LALLM DNS 8 HTTP Sk F#8RHUIN 2 454 1 2

3) NI

I E BN B AR FAU e DA RS, S
IR ATIBE LG . ARSI 15 4 il i
B 3% A T B Nmap XF W N 15 % 32547 0 BR300 5
U TR PELER o A R AR 6 4 E AR TP Hb ik 1 80
443, 22, 8080 %% H ¥t H &K 15 TCP SYN ££9l &1,
A 3 ) 1 R S b A A BT RS
3.2 MR ITEE

DRy 2 THD 560 TIE FIT £ X 28 A7 Sy 20 A A5 Y 1) ke ) 12
e, SIHG I HY S Tl YA IR DX 2 2 B R S AL R
RO 77 AR T L EE 2R, 0 0 R B R & I 4%
(convolutional neural network, CNN) 31 [} 2% 4
E fil A 18 P4 #2245 (time-segmented convolu-
tional RNN, TSCRNN) U6l %% & 2% # 4 W 4%
(lightweight deep neural network, LNN) U7 &
KA ZE TR S 4 M 2% (lightweight knowledge
distillation space time neural network, LKD-
STNND UV L Je W 2% 3t & Fi Il 25 J57 ¥ Traf-
ficFormert! W45 R4S R R AR SC N 2R, X R4 Ff
T35 K B s S b AT A A 25

1) CNN 3% /] KDD-CUP99 Al UNSW-NB15321%;
AR, e B EURHIE AT M A GRS, SRS X ET R
RFAEREAT min-max V3 — AR FE, 55 5 0T 2250 ) 25 Al
A 2 AT 50 48111

2) TSCRNN 3% SCX-Tor201633 44 45, it
STUHATIL ], BENUCRFE R E R 24k, b
Ja B LL 255 FEAT I — 4k . BERL E SR i CNN 4 H
2 [AAFAE, 40 N HE B XU R LSTM 2% > I [A] R 11E
LINZE50 %8

3) LNN X ] UNSW-NB15 #il Bot-ToT34 ¥ 45
B, FERUHE AL ER Y B, X A% 5 R A 3 AT A G
f, N Bk FONAR B HE A 5 e R A A G i DL
i % 4» KAT %%, B )5 oK A min-max JH— 1, F|H
PCA HEBATRHAE R4 LRI N 2 L, e X
BB ZHONZ 505 .

4) % F LKD-STNN, X H] Edge-IloTset!**,
USTC-TFC2016¢,  ToN-IoTB7),  CIC 10T20238%!
BTG, WEGRERITESG. oF Ok
T5ou4) . HEBE MBRLRCCH) . il 5IEF
KIA—A)E, LAIDX A S A I 25 50 %2 .

T TrafficFormer A JF 1 L JFACAD LAY, 5

P EHECR QTR AT TN, AN 2
SRINGR. TR LA S AT M 48 AT 2B A
iR L s N 2 K (Y8 95" B s 4 3 U
FARML, 0 B e AR BBk . B REIA SR M 2%
g LA R REVITRIE R a8 AT B R e i . XS
DDoS. C&CfE MM MMy, 2RI E
(R el FUASE 38 V€ O 10 GB, Ol i U KR 2R B 5 1
5, DA IER R AR A i T AR BRI RE S 4T
FE. I —DH, BIAREN IEH MR
BN 150 GB. fEFTAXTELSREG S, PR 10 X
AT RS P A N A S R, LA RR
BERLPETE R AR 22 A DN A i S 28 J7 ik i) HE R
A EE P18 R B R bR, ASEI 405
PEREXTEL . RYE SIS VERE, BUE TR
FRIRF [A) A 22 ArE N 0.5 2840 55 1,750 XA [R] BE 6 1Y
Krgs RFEATLRE Gt WK 1R,

®1 METHFEERRERERANER

PN FEAR DDoS Wifi  C&CilfH IESED
A=0.5 96.31% 96.00% 96.00%
A=0.75 95.52% 95.12% 94.23%
Ar=1 94.10% 93.10% 92.36%
AR
Ar=1.25 92.81% 92.00% 88.60%
A=1.5 87.00% 84.40% 80.10%
A=1.75 75.23% 76.00% 70.20%
A=0.5 100.00% 100.00% 100.00%
A=0.75 100.00% 100.00% 100.00%
Ar=1 100.00% 100.00% 100.00%
KR
Ar=1.25 100.00% 100.00% 100.00%
A=1.5 100.00% 100.00% 100.00%
A=1.75 100.00% 100.00% 100.00%
A=0.5 0 0 0
A=0.75 0 0 0
i Ar=1 0 0 0
PRIRR
A=1.25 0 0 0
A=15 0 0 0
A=1.75 0 0 0
A=0.5 98.12% 97.96% 97.96%
A=0.75 97.71% 97.49% 97.03%
- Ar=1 96.96% 96.43% 96.03%
F1 5%
Ar=1.25 96.27% 95.83% 93.96%
A=1.5 93.05% 91.54% 88.95%
A=1.75 85.86% 86.36% 82.49%




- 166 - W fE

#

{18 47 %

MF T LAE 2R A RS 7R 6 A [F) 2 2
)5 R R I R APk ERe . e, 78
Ve 5E AN [ B 18] 25 2 Ate[0.50, 175170 BN, A
THERIR IR R R 0, BoR T AR EA R
Mo BeAh, NIRRT, TR T 20
XPLLSEES, ARG RUR 2 fion. EXHLSEagH,
YRR G 18 SC %, 2 XA % CNN. TSCRNN,
LNN L LKD-STNN WAL & 24, B2 ihn 2
s XFF TrafficFormer, E32% H A T 897091 25
B, B E A=0.5. K2 PISRIGEE R, AL
TERAEIZE (96.10%) FEHIFE (100.00%) . %
WFE (0 LKEFI% (98.00%) #REEMRTINE
Jiiks

<2 NEV SEA MR T b
it HEl%  FEE RIRE FLo% BRI
KYTiE 96.10% 100.00% 0 98.00% 17 KB
CNN 91.51%  91.02%  7.63% 91.26%  925KB
TSCRNN  9341%  96.32% 3.91% 94.84% 3784 KB
LNN 93.10%  95.91%  4.60% 94.48%  655KB
LKD-STNN  9220%  96.12% 3.91% 94.12%  78KB
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