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Abstract: As deep learning advanced in cryptanalysis, existing distinguishers relying on single features are ineffective
for the highly nonlinear and strongly diffusive SM4 cipher at high encryption rounds. To address the limitations in fea-
ture extraction capability and high-round distinction performance of SM4 neural differential distinguisher, a neural distin-
guisher model based on multi-feature fusion and progressive learning was proposed. A high-order cross-differential ci-
phertext pair preprocessing method was designed to enhance nonlinear differential characteristics. An Inception-based
multi-kernel convolution structure integrated with a squeeze-and-excitation channel attention mechanism improves fea-
ture capture. A progressive learning strategy was adopted to train the distinguisher model in stages. Experimental results
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round distinction. The test and analysis of the specificity and sensitivity of the model reveals the distinction feature that
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2, A NG5 1, 5 7 A epoch AT 3R 13 A
R 225y X 4r 48 o X Ar 28 1E 4 5 Il 25 A%
3 PR NG AT SRS R N L A A& =
X ards. RTINS L, NG LIS
FEH & epoch FIHER 35 i3 THIAN G I, 1o
XFHEZE S X ords, R8I L, JIZE
HH YR 26 A7 AE U B 2 TSR B2 o A7 24 25 )
., 1% epoch i FH 1) & % 2] AR AE . LI &5
REIR, LMWK LT 7R, THE
7~9 K f Sy W &, YRR R g e 23 ) AT AK 60.39%
56.54%- 55.06%. X BT 2 RHERL A 1) p 2
7243 X 5y 48 Y Be 8 461 3R W B 22 40 % SO R A
(PN =& RRAIE, BRI TR A (Y AR 4R
PERRE S HF -

SCHR[23R NG5 I, FE R AT 9 R 17 6 2%
PRI 2257 X 4348, TR DR SCER[23] R B AL AE I
SRl B RE VR IE T B S () 22 40 A, SR T A5
I RHETCVEA RUX 3% 3. I3 v, fEal
40~ epoch Zifa, X s IS5 44 1, AT 153 3]
HERRFE R 53.21% M X 43 2%, UE A SRR & T
SRIVRFAESEELRE /7, AT CALESS M 1, 1) SO0 i3k
EZHFE, B LSRG F 4544 1, IR 22 22 43 IX
graf. TAh, RN REF, S 1L
G0y X 53 B AE 55 epoch [ ERG 2R 5 T K H 45

I LFERIXIr &, XA A SO B 8 il
ARE L IRIE . B 4 A SO A R R FEAS R T
HER . X T 4R M SR ZE ) XA a8, 2" Kb
M ZRER BN Al 13 22X 70 6 A 7 52U 2R
TR 22, 2V R AR R RE W 8RR AN 9 FE
BFEFIX Gy A, 43T B 210 R0 218 R (R B SR A
REFS BEIL 52% A A Z 73 X 70 4% o

100%F o275

- 5%
- 65
75
by
-9

90%[

80%f

27

70%[

60%}

50%f

T0 11 12 13 14 15 16 17 18 10 20 21 22 23 24
AR
B4 ASCRBAEARIFEA R N IR 3

32 XXt

H Gohr 4 H R L85 5 2] il Bh 22 43 2 65 43 By
DL, ARZ 2535 7 RN R IR AR Al AN T 2% XA
B, MRS ORI KRR . AT — RS
AR 5256 264 R B 2022 S DR AR R M
(1) R0 LB, AT PEAS AR SCBE Y AE AN R AE vR
IESSR

SCHR[23]28 T ok ZE M I IR T 9 et s
X e, I EARH T B B ) () oo SRR,
1E4~9 % ERIHERZRAE TRORIE S . AR SCBIRYAE 4~
9%t ARG, I, LHTE, 25
SCHER[23 ] A3 2 A R EL AR 1 BT

=1 IFINGE T X 57 S R ERREEITEL
AR JCHR[23]
AR
AL, NG, HNGE L, HINGEM HINGHIL,

4 100.00% 100.00% 100.00% 100.00% 100.00%
5 74.24% 74.83% 75.12% 73.92% 74.98%
6 63.74% 64.72% 64.90% 63.55% 64.70%
7 59.28% 59.72% 60.62% 58.01% 59.14%
8 55.17% 55.03% 56.13% 54.22% 55.06%
9 53.21% 53.56% 53.88% — 53.30%




%12 TR IR T D RHIERL G 58t 52 2] ) SM4 B RS SIE 2 03 X 70 4% - 195+

MR VNG L L SEie g fnl 5,
i B 22 20 Be B K B N 22 70 & i B AR HE 1 S iy
P, HISSZMEY HUZ MM, AT 5 iR S &
VAR LRI RFAE . [FIES,  XT bR A SCREAY 5 SCHR[23]1
SRR AE AL, AT ISR A S A B G R H HL
HE T o

RIUEA SO PR RR AR 5, 5258 DASCHR[14]
B MLP 5 45 fL 0 22 X 4% (CNN, convolutional
neural network) AR ERIEAE, ¥ 3 FBAL[F] D L
T SM4 B RS BETF e i il ik SR 25 AR,
A SRR R R S 48 br R I A i Rk
wENT 2 REMES, HAASUR R 2 R,

®2  AXEBRSEERREEREEE

Lite AL MLP CNN
5 75.12% 74.16% 71.53%
6 64.90% 64.21% 62.29%
7 60.62% 58.29% 57.73%
8 56.13% 54.52% 52.90%
9 53.88% 52.89% —

B 5 S MERE AL BEAT PR RE EE XA, SEER RN ST
3 A SOl P ARR R BT AT T . SCHR[15] R
GUE A T U DA H ISR E R W g AR,
I ELT & A (7] 4 A 1) 1 42 D 28 B TR 3047 T AL
PRAST T A5 2 ff A R 5 R o) A 22 4 2 TR R PN T B
R, PUETRTFL T A R, BTLUE R IE N
WAL — sSRaGah T Lhingk 3 fiow, AR
RAE 5~9 % FRIAER R E T 3CHR[15], JCHAER#
R R AR .

SCHR[16)EH %o Bk v 6 BORI R 70 2H 25 A g H ik
F I KRN EAS B & 2 Xy a7k, X

Gy AEUER R AE TR . 8 B GIFT-128 b 43 il ik 3
98.8% 1199.8%, 1t 4% ASCON %1 Fi5 %] 99.4%.
B2 W0, SCHR[16]4E SM4 % i 5% 1) 5~7 %
TP RA RS R, (HE 8~ FI ARG EIH
R 3 25 o 15 BT TR SM4 %5 R 25 ) s e ik
IEg,  BERLASBE M Hh A SRR I R AR HEAT A RX
I SCHR[17]32 3 T8 A% S0 22 22 03 AH SR 55 4
M ZEI X AR HESE, I R & W 22 2 7 I i
%2 FEA, 7 SIMECK 1 SIMON #14_E42 7+ T
X dEff 2 . SCRR[L7I/E SEC A 75 X 0155 B3R
AR, HERR 2B T AR LAY, R
FE AR R E X 5311 BE I 3Eh T AR SO K SCHR[15],
{BAE 5~9 % EANIRAAR T SCHR[16].
3.3 i RE RS

it X2 2] SR E% (PLS, progressive learning
strategy), 5 {EIE L7 B 5] SR04 N 4 B LA D
I MNE N AT S5 o AEAT X U0 SMA X K S5 H K
RISy LB RS IEAT 3 M, B AE 2 ST i R o T I
BEIETH R SZACRE D T RS R, EEZRmnbe ik
f A 22 72 73 IX 7 d X DABAS FRAR IO o BRIER
PLS DMEFE IR ZE 43 X 04T 55 ik Ul R Y,
AW F R X a5 fE v seinsnin, &4
RN e I R R M R AE S RE /), BETAS E
R R IR TH B A X HER FE . 5 SCHER[13] P )
FrBtilll 2% (ST, staged training) 28fL, PLS [A]#¥ 8
2 BRI AL ISR, R0 X 4R RES A
R Jre 2 T B e R N FH 5

B S A SCHR[21] 89 MILP [ Zh 618 %R T 2R
25l 5 B JE R BE R B K ) ZE 9> O diff=
(0xe9e17be9, 0x47e6d247, OxaeOfaae, 0xe93f7be9).
HE M TR VIR 9 Foph 22 22 43 [X 53 25 AL 0
I 6 56 R BEAT X 73, 45205 — B BOR Il 2
B SR — W BUR B I SR 4R 22 73 O diff=

%*3 HEX oy ER R EREITE
LAY N Rt SCHR[15] HR[16] CHR[17]
5 75.12% 74.90%0.469% 74.63%+0.170% 74.98%+0.019%
6 64.90% 64.69%+0.033% 64.27%+0.716% 64.58%+3.968%
7 60.62% 58.95%+0.201% 57.28%+0.144% 59.20%+0.081%
8 56.13% 54.87%0.127% 50.00%+0.015% 54.21%+0.248%
9 53.88% 53.51%+0.192% 50.00%+0.018% 53.229%+0.355%




-196 - W ofE ¥ M ¥ 46 %
(0x0,0x1,0x2,0x4) 1] 10 ke ¥ 4in, EE 2K, 15 0.250 ST
FIREHE TN X 73 10 F2 (X oy B ALY . A A 5 — [y 02491 - BES
B %k 154> epoch Bl o] £3 2 5 e e (g, ff 0248
1074 B 22 20 2, I REUE &N 223, R 25 4 I P 0.247F
N1, G SECRRIE, ZE B TSR 25 021
R, B5N3ANEY B2 BE epoch 28 44 1) #E Fo2asp
R, 0.2441
0.243
57%F 0.242}
6% I I B I B I S I R TR TR TR TR
epoch
55% Bl6 X et 10 4k Mk
5 54%
., 34 Xossmgeitnist
W TR B A B (R AR IE AR A IE 2R (B0 1)
S2%r —E REJT, T4 S P T B (R AR IE R IR 28 IR
51% ~ [ Ep2 ) HIRE S . ASSCAE T 1 024 AN BEHLEE A b 2
oy R e R I, AR ESCHE R
epoch B R, BRI E B M2 (TNR, true negative

E5 3B B ZRBE epoch AL A HER =

55— B BOH TAE A4 2 03 02 5 B S R
AR ZED, IHHBETOCRNGHMIRMAEX
e fE N S, LTRSS — > epoch [ IVE IR T
ARABERMEREIMEES X 3. F R
28 — B BONZR AR R, I ARTAR 2277 diff=
(0x0,0x1,0x2,0x4) B H7 BEAT M £k, R FEAE S — A
epoch HLA3 3 T A RHIX 3 #5. HE=FrBfEHS =
B BOAE B B E HEAT A ISR, DA IR IX 7
AR A . SEIRUER, SR AT )R
W&, BRI ZE H SM4 RS HVE M 10 Fe & 22 40 X
grés, &L 154 epoch Il 25V ¥ HERA %08 52.41%,
X2 H R R B 5 ) BOR A5 31 1 e 6 280
X 73 %5

A, BN LN TR, 3T
[ g 1t 2 >0 SRS AR, (LIRS 3 R X 43
fro XHE—IPUEN], ASCERA SRS 1 i
A, BEMBA IR 2 (0 2 73 FFAIE

R (451 2% bR B0 ) ) TN 5 L SEAR iR 22,
PEAGAAY 1 RE B B AR AR . &1 6 T s si FH gk =X
O] RMEAR B M 10 5o R & 22 o X 4r SR TR I 2R EE N
IUEEE LRk sk, R EAYIE, RKBAL
grid A BA M.

rate), & IEBAHE A BAPERIREA & BT B PERE AR 1Y
L], FH RADEAS X 73 ds i DR AT IR B SCRE Sy, R
LS W

2 n
TNR:—;gip(Y—OBJ<05 (15)

Horr, MAFEAK R =1 024,

WUREE, BIEPHMEZ (TPR, true positive rate) ,
Fe L0 A 78 B IR REAS o5 P BH PR RE A f e A1)
HEREAN

2 n
Tmi—;;;pok—ug)>05 (16)

FER IR N 2 43 diff=(0x0,0x1,0x2,0x4) [1] 17 1.
T, RFISCHEAT 5~10 30N . AEIEE ) 1 024 4~
SCREARH, IE. FEARK 5124, AR A NG
WL, BRI S WOFRCPIME . R4 NME =D
X o 28 IR S . 45 R T SRR

R AT, S~10 50004 22 55 X 43 28 I RE 57
v THUREERHERA 2, U IR AR TR R B ST
THI B2 O e o 3K — B G AT DL BT 2 A0 A 3
B, AEES ST B AR E TR s, SR
SN RSB R 58 H LT BENL AT . MBI T IEFEAR,
e SCil T A E R A GTHFIE, DR AR A g
KRR R
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TR IR T D RHIERL G 58t 52 2] ) SM4 B RS SIE 2 03 X 70 4% - 197 -

T4 HEENXOBHYRE FRESERE

Lited IR 57 B HE 2
5 51.56% 99.14% 75.12%
6 55.11% 75.55% 64.90%
7 48.40% 69.02% 60.62%
8 43.09% 62.97% 56.13%
9 50.39% 57.34% 53.88%
10 44.36% 57.70% 52.41%

P 7 AR SRR T 5 BEMEAR TR (1) 5~9 % it £ T
B (ROC) RfH. ASCRIALE %5 IR 70 KL REL
PET 2 FSFEUERL AL, H ROC B (A T G /e - fy ) 2
R JCHAE S~8 eI ulrh, AL 2 T
A 2 B, R WHAE BRI B 0 SR R
AR A S 1 AU

0.6 0.8 1.0

0 0.2

7 ARSCHERY 5 EAERITYR) 5~9 £ ROC Hi 2k

3.5 JHRhSIIG

AT DA SCHR H 28 T Z R AR il G (AR 22 22 07
XrastEae NS, 18I 4 47 Bl I0 30 E 5 A A1
XTI RE B2 mA 1) 28 B 28 X224 B St
I, (w/o I,); 2)# B% Inception B Bt (w/o Incep-
tion); 3)F8KR SEVER IHLHI (wio SE); 4)HUH #i
BEaR 3] HemE (w/o PLS) o VM fih 52 36 45 S %t B 4
KSPr. LI RERY, ML X250 B
S LG, BRTE S~ R N LHEm AT R
B, Horb6~8 0 X 7 HE A 2 IR 1% 31X i B
I A8 BB UK 79y Z R AL TR IR (ST RR I, 1 st
TIxF R & 2= NI RAE SHIREE 71, BAE T =
221 S R R B 5 22 43 v o B PR G BE/EH - Incep-
tion B LA 3K 7 6 5 45 ] 18R 44 22 40 R AIE 1Y) e
SR X M RE L SRR VE T . BBz E ,

FETULE S50 R AR 235 R BRI 1%, HhaE 84t
HETA 22 B R A 3.96%;  #2 Bk SE 3 & I WL [R1 2
SR S e R TR, BEEIRA XA
{HENE T SE ¥ & 7 ML) 8 ik 2 245 A 58 H O
ZESPIEIE, WA AR B A R H A ] 2R 1R
o Inception #5555 SE 33 & F7 4L (1 by 7] 4 F 3t
F) S 4% T BB (A RUZE A3 FRIE S 2 o BT 5~9 %8
ZEy Gy BT R AT BRI A UK o 3, TiAE 1048 E
BT e IR I R A 3R, AR RIS B Tk
[10.52 X 73 BIAE - 8K F gk 20 o) S, i858
BRI IR IR AR E R IR R ), RIS
H 10 220 X 70 8% . 1% 45 22 01 22 70 Xk 2 Bt
LR | S5l W) R v = 2 9L B R/ N
Iy BRI 2 At AT B E

B THRRSCIG LA RITEL
WH ATriE wiol,  wlolInception w/0SE  w/oPLS
5 75.12% 74.24% 72.05% 73.96% —
6 64.90% 63.74% 63.01% 63.42% —
7 60.62% 59.28% 58.05% 58.84% —
8 56.13% 55.17% 52.17% 52.87% —
9 53.88% 53.21% 52.82% 52.99% —
10 52.41% — 50.08% 50.10% 51.70%
4 LERE

ASCEE XTI SM4 # RS B 48 2253 X 73 4847
FERRFIERAE B8 71 52 PR 5 Bt 50 OB ie) @, 42
H LT ZRHIE Rl G 5 gk 052 T W X 7 2 A . A
RUASE FH i B 28 S22 4y 85 SO B AL B 77, AE
AN BIE RN, % T EEER
{515, [FII KA Inception B 1) 2 A% &R JE UL
SEVER NI,  DAFETFIX 4338 X RHE RS2 L e

AL RILE 5~9 56 X /04T 55 vh IR il 22 i g
Fto R W0 ) SRS B I I 2R T SM4 # 1
FIER 105 P& 22 0 X o4, X2 B iR IR
= RN LR SM4 #1822 53 X 43 2% BT ik 2 1) B =
WA I8 M Y R R S FE AN RBURR RS, o H
IR, B —DI0E T 2 R E Al &+ R 7E SM4
FIEE R AR AT AR, AR HT R
TR R . ARSI AR BEAIRRIRT A Z 5 X 73 45
PERERIA Ra&AE, FFEUI T AU KB 2R 503k
K. SUERIN, THRIME AR — P R 2
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