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Blind rotation optimization technique for the FINAL fully
homomorphic encryption scheme
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Abstract: To address the issue of excessive blind rotation key size in ciphertext homomorphic evaluations, ring automor-
phism techniques were introduced to optimize the MNTRU-based FINAL fully homomorphic encryption scheme, and a
new blind rotation algorithm was proposed. The blind rotation key size was reduced by 50% and the noise generated by
blind rotation was cut by 55%. Furthermore, the parameters of the algorithm were optimized via the employment of dy-

namic adjustment of decomposition bases.Ultimately, the optimized blind rotation algorithm achieves a 67% reduction in
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key size with only a 7% increase in computational cost.
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Bk 2thRe . HheE s N
{brki}0<iSn—1’b knsum’{ak } (1 ]’ak—ﬂ’ EI]%Z}%H %m

B Jie ¥ fr i 1
E, H A, n N Blind

BiRn+w+ 2 NGS [ &% L.
w3 -1
%%E/M&j\jzww

RotateCore $11%: # MUK, 0 e, ReABHL

LN

(s T T B AN AT AN o, Y -
A& H R A B 75 B AN B TR R A L
8, MPESCHR[3], FINAL J5 &5 s Hid =4 1)
7 % N Var(err)<n-N-1-B*- Var(err(cMux))+

4-N- % Hr, Var(err(cMux))ﬂil

Var(err(cMux))<X =13 Var(err bsk ) X

1§-Var(err(bski,1))<4 Var (err (bsk))=4 -
(28)
Hrf, Var(err(bsk))Z&NGS % LMEEF T %, ol
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B

NGS5 Zh g VLR f bRt 2, n N E R
BEIAMRIREL

Bk 2 W E B # % Y brk: = NGS.EncVec
(x7) € Ry HIELT FINAL HI S ACC ® cyyy

BVE 2 MAMAAE  ACC @ brk;, Kk, HiEH 5
e ae L = |

Var(err) <

3 +—;ik+ﬁ—]Vl B - Var(err (brk) ) +
Var(err( g S )) <

(2n+ ]VZ) N-Il-B*- Var(err(brk))

(29)

Hrr, Var(err(brkj) = Var (err(bsk) ) = agzo
fEw=20 (CCHR9]H Hw > 10, HIEHKIZAT
ARz, sk, ASCHiEEw =200 BLK FI-
NALJR T RSHEE T, BRI E
m&%ﬁs(l - D M50, g il T R

Jie#e 75 SR E IR AMRIRE A R M 7 T 22

®1 BRRR SMURBUARIRE R E3 L

UE S FAAMBYAS  AMRIRBUIR Wy 2
FINAL 1 600 800 3 2001sz2%2
Hk2 822 1779 1 779Nleo'g2

MEI1ATLUEH, k2 5EFEME, %4
RIS DL R e 7 7 22 FRAIS,  AMRIREE £ .

HMRIE 5 F B FFT 12 5 DL & Hadamard [7] &
MUS RIS FIE2 M T 2 FRAK, DRk, AsCn]
DATERE S PRIE N, SIS T3 NGS I 7 R0 00 il
L, Wb E ek 7 B FET ia & UL )2 Hadamard [7]

Eir b PSR/ €
33 REMSH

ZH1.q,0,0,0,.0,.0,,N i3 T MNTRU ] FI-
NAL 2 [FI& % 77 R 2 %0 . AR SR e
BREIAT T AL, RIAER R R IR A B SE I e
=, 1FRERENAEE, B4 NNERES
fife 3+ AR AN 048 FINAL 4 [R &SN 7 R 26 —
JEINESE R (NGS) [ il SOt S 4E 3 e, 2
éﬂln,qQaf,a 0,0, NIWESAA, Hik, 7R

EHR 5 TT REAME
4 FESEESEE

28 77 A2 ) e P N TR RS BLRR AT DA IR
W, BR2 KRN T 8 Wi Bk AR i g
RIS P R N € A 0 Aol e P T SR us
K BRI 40 il 3 B, A B, i3k — 20 B AR AR BT 7 (1)
FFT R LA Je 2 T 0 sk . BT A3
se Xt FINAL 77 5 () & e i i A7 itk , R A g A
XPE AT b, RICLIR O R e i 7 AR i g
PR, A RBRAEIER 2R, wmoE
e L 75 B FFT iz 5 DL & Hadamard [7) & FH 12 5 1)
SIRHL

% F MNTRU () FINAL 7 £S5 & E N -
n=2800, ¢g=2"-1, N=2' 0=912829. (AN
g=2"-1, KxH A LA g w27,
Ly = Lps @ Ziyo

e H 24 % PIARATHEAT 7 FFT BUAb L, J4EIK
HMRTE BT 1 + 1IRFFT L% 2 « [, ¥X Hadamard [71]
=M, B FINAL J7 5 75 ZEHEAT I FFT 18 B I3
F1 Hadamard [ 8 712 59 N

(1, +1)-n, +(5,+1)n, (30)

2ol -my+dymy) GD

Hob, n Mo, K n 2 NPT, Blny +n,=n,
By~ By AL s 1 53 0 3K P 53 1) 0 ffk 5 i 7 fit

K.
Bk 2 T BT (K FFT 48 5 7 8 M Hadamard
i) RS S IR N

' ' ’ Lol 2 ' . w-1 ﬁ
((17+1)nj+(23+1)-n5) SH(L D)k
(32)

M-M+g-%);+L’( k+— (33)

For, B2 A pUE e B I T e R TR
fRFEEBMB,, il <1,l<1,, L"NHAFRKEHEE
B W B ) R
JR FINAL 77 S B ke i A X0
Var(err)<4-N-g,2-(n -1, - B} +n,-1,-B3)
(34)

BLR2 Y E e = A N



F1M B F5 A&  FINAL 2[RI 7 L E e A s <181
> o 20N S kY ==y 3% B =3
Vmwﬂst;(¢4pw+%J;gy%+ TETF AR IEINZ 7% BTG 00T i e o AR
1 N AL 67%.
w- ' n 2
= T+ . . . .
( " k " L'"- By N-o, (35)

5 MEESHT

MBS R A EoR, BB, =32, B} =16,
B} =132, n| =310, n}=490. /[ 5% M E AR
REXTHEInER 2 frow, Horp, BPIMBHI R, TR
MR KRR, FFT MW IR R 7 R/ BT
(1) FFT i B I HOR N RIS BEL

g A, S ARIE BRI B, X N n, Fln,
HJF FINAL 7 A .. Fik, &1 PR ELNGS
Ir1) £ 2 SC (WA R RN B eI 2% 51 B FE A
H R E e % U NGS EncVee e Ry, A
LAR, EICER B RN B ede s PIEL, Bl FI-
NAL 77 £ & WL B HMBE N2 - (1, - n, + 1, - ny) =
11000, A4 TR (Fik2) § ek &g s
Al -n+1n,+L-(w+2)=3598.

1t Inter Core i7-13700F 4b ¥ %% . 64 GB DDR4
P A7 LA & Ubuntu 20.04 52 SUAL 3R 858 T, FINAL
JR 7 R e FE 9 0.093 s, — IR FFT (IAER Ky
7ps, —IRHNBIFERS 4.5 ps, 45E5%K2, FI-
NAL 8 7% W H e % oF 5 FE B 28 6300 x 7 +
11000 x 4.5 =936 x 10*us = 0.093 65, 5K 45
50.093 sAHIT . [FEL, TR B2 JH o g ik
RS H)G I E L2 B RN 4801 s,
BOE 2T AR I I L) 7% s LR, 4 E e fg
M 67%.

6 LEHRIE

ASCF S H R DL R 2 A e i R Ak T
MNTRU % FINAL 4= [F] 25 0% 77 S 10 5 e % 2,
/> 7B A5 BT IS e e A PR DL e i
AR R R[] R A O A RV AR A R SR I B A
W2 MRS . s &SRR iR B AR S5
(3% Bk — Ak, B AR AN 5 B T e SR
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